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[1] Lin, Changyuan & Nadi, Sarah & Khazaei, Hamzeh. (2020).
A Large-scale Data Set and an Empirical Study of Docker Images Hosted on Docker Hub.
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CVE-2021-23840 still in recent Debian Buster based Python images #580 14 KU
ahaerpfer opened this issue on 21 Feb - 2 comments

l ahaerpfer commented on 21 Feb ® -
,/ Is it possible that the most recent builds for the Debian Buster based images were built from an outdated Debian package | : :
s cache? Dockerfiles for the 3.8 and 3.9 versions were updated on Feb. 19 ( ¢c285e28 , 91cbd74 ), but the corresponding
E Fl:ﬁ images on Dockerhub still contain the vulbnerable openssl 1.1.1d-8+debl8ud . Labels
None yet
On the other hand the Debian Security Tracker lists this vulnerability as fixed with the updated openssl 1.1.1d-8+debl@u5
being available since Feb. 17 (DSA-4855-1), i.e. two days earlier!
Projects
When | build a python:3.9-slim image from the Dockerfile in this repc myself (today, i.e. Feb 20), | get the updated None yet
package.
See also #578. Milestone
No milestone
1
Linked pull requests
# B ahaerpfer changed the title 6¥E-2024-23840-stilHinrecent Debian-Busterimages CVE-2021-23840 still in recent S:c?e“f“ Iy merging & pull request may close
Debian Buster based Python images on 21 Feb Hs fssue.
None yet
/ Q wglambert commented on 23 Feb ® - L Customize
Looks like the recent security update just missed it docker-library/official-images#9658 l >( \/ I\
Il from this
a /5\% But there's another PR up docker-library/official-images#9670 . :
\ 4 participants
@‘ yosifkit commented on 23 Feb Member (&) --- ol
JX2
Unfortunately, docker-library/official-images#9670 is not going to have an effect, since it only changes the pip J
installation. That happens after the installation of python and the builds make heavy use of Docker build cache, so the 7
earlier layers will be unchanged when the images are built.
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| tried to loosen the six package from six==1.10.0 to six>=1.2,<=1.15.0

And throws a different error for requests package this time. Here's the error

Conflicting with version dependencies when running pip install #585

@ [¢ELL I pmventura opened this issue on 1 Mar - 3 comments

C- pmventura commented on 1 Mar « edited + ®@ - A
N
Hi everyone,
Having issues with version dependencies when running pip install on docker. However, when installing on my mac L
without docker and just virtualenv, works perfectly fine. N

Mac OS - macOS Mojave v10.14.
Python Version - v3.7.3 P
Docker Compose Version - version 1.27.4, build 40524192 N

Here's the first error | got when running the docker-compose up

v

ERROR: Cannot install -r ./python-project/requirements/base.txt (line 104), -r ./python-project/requirements/bas N
The conflict is caused by:

The user requested six==1.10.0 L

berypt 3.2.0 depends on six>=1.4.1 s

cvxpy 1.0.25 depends on six
django-anymail 0.5 depends on six
django-compat 1.0.15 depends on six>=1.10.@ N
django-extensions 2.2.1 depends on six>=1.2

drf-yasg 1.16.1 depends on six>=1.10.0

fake-factory ©.6.@ depends on six N
google-api-core 1.26.0 depends on six>=1.13.0

To fix this you could try to:

1. loosen the range of package versions you've specified Y
2. remove package versions to allow pip attempt to solve the dependency conflict th

(¢] W N
-— ~

ERROR: ResolutionImpossible: for help visit https://pip.pypa.io/en/latest/user_guide/#fixing-copflicting-depende - S— \\ o N \
ERROR: Service 'backend' failed to build : The command '/bin/sh -c¢ pip install -r ./python-préject/requirements/ 2 ‘ /T\ ‘ ,

I tried to loosen the six package from six==1.10.8 to six»>=1.2,<=1.15.0

SRENTNB T ENERUT
| An rows a different error for requests package this time. Here's the error - (] -—
And th diff t f package this t H h 1 _RDH \ \ 9 ,m\ L_

ERROR: Cannot install -r ./python-project/requirements/base.txt (line 1), -r ./python-project/requirements/base.

m]

The conflict is caused by:

The wace wesisabad waaiaa P )
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Precision Recall
""""" Random Forest = 063 030
""""""""""""""" sY\’u\ 051 044
SVM Predicted Negative ;| Predicted Positive
. Actual Negative = 180 46
""""" Actual Positve = 57 45
RF Predicted Negative | Predicted Positive
. Actual Negative 205 7
""""" Actual Postve 72 30 |
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