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CVE-2021-23840 still in recent Debian Buster based Python images #580 14 KU
ahaerpfer opened this issue on 21 Feb - 2 comments

l ahaerpfer commented on 21 Feb ® -
,/ Is it possible that the most recent builds for the Debian Buster based images were built from an outdated Debian package | : :
s cache? Dockerfiles for the 3.8 and 3.9 versions were updated on Feb. 19 ( ¢c285e28 , 91cbd74 ), but the corresponding
E Fl:ﬁ images on Dockerhub still contain the vulbnerable openssl 1.1.1d-8+debl8ud . Labels
None yet
On the other hand the Debian Security Tracker lists this vulnerability as fixed with the updated openssl 1.1.1d-8+debl@u5
being available since Feb. 17 (DSA-4855-1), i.e. two days earlier!
Projects
When | build a python:3.9-slim image from the Dockerfile in this repc myself (today, i.e. Feb 20), | get the updated None yet
package.
See also #578. Milestone
No milestone
1
Linked pull requests
# B ahaerpfer changed the title 6¥E-2024-23840-stilHinrecent Debian-Busterimages CVE-2021-23840 still in recent S:c?e“f“ Iy merging & pull request may close
Debian Buster based Python images on 21 Feb Hs fssue.
None yet
/ Q wglambert commented on 23 Feb ® - L Customize
Looks like the recent security update just missed it docker-library/official-images#9658 l >( \/ I\
Il from this
a /5\% But there's another PR up docker-library/official-images#9670 . :
\ 4 participants
@‘ yosifkit commented on 23 Feb Member (&) --- ol
JX2
Unfortunately, docker-library/official-images#9670 is not going to have an effect, since it only changes the pip J
installation. That happens after the installation of python and the builds make heavy use of Docker build cache, so the 1 8
earlier layers will be unchanged when the images are built.
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[2] Rafael Lotufo, Zeeshan Malik, and Krzysztof Czarnecki. 2015.

Modelling the "hurried’bug report reading process to summarize bug reports.

Empirical Software Engineering 20, 2 (2015), 516-548.

[3] Martin F Porter. 1980. An algorithm for suffix stripping. Program 14, 3 (1980), 130-137.

[4] Damian Doyle. [n.d.]. Default English stopwords list. https://www.ranks.nl/ stopwords. 2017.
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[5] Qingyu Zhou, Nan Yang, Furu Wei, Shaohan Huang, Ming Zhou, and Tiejun Zhao. 2018. 21
Neural document summarization by jointly learning to score and select sentences. arXiv preprint arXiv:1807.02305 (2018).
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