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Phoenix

if "fire" in temp:
alarm()

labels = client.label_detection(image=img)
' temp = label[@].desc + label[1].desc + label[2].desc ﬂ

Top-3 labels: ["light", "world", "fire"] ["amber", "orange", "flame"]

Figure 1: An example of using ML Cloud APIs [8].
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l 1 def smart_can(img):
1§J 1 2 labels = client.label_detection(image=img)
3 classes = [x.desc for x in labels]
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8 return "recyclable" Ab§ E
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>
Figure 4: A smart can application, Heap-Sort-Cypher [57] ( 2) B 7(.7\ ,—E\- y
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Figure 5: Keeper-generated test cases for Figure 4
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[47] M. Irlbeck et al., “Deconstructing dynamic symbolic execution,” Dependable Software Systems Engineering, vol. 40, p. 26, 2015.
Xhttps://www.jasst.jp/symposium/jasst1btokai/pdf/S4-1.pdf
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ML Task Main Output Constraint Example Pseudo-inverse Function

Image classification image class class=="fire" [8] Search on internet, keyword: [image class]
Vision Object detection object name object=="tableware" [49] Search on internet, keyword: [object name]

Face detection face emotion emotion =="joy" [50] Search on internet, keyword: [emotion] + "human face"

Text detection extracted text text=="3923-6625" [51] Print [extracted text] on an image

Document classification | document class class=="food" [52] Search on internet, keyword: [document class]

Language Sentiment detection score, magnitude | score< 0 [53] Select tweets from Sentiment140 dataset [54]

Entity detection entity name, type | type=="Person" [55] Use text generation technique, seed: [name] or [type]

Speech  Speech recognition transcript text=="turn on the light" [56] | Use speech synthesize technique on [transcript]
Table 1: Different ML APIs handled by Keeper and their pseudo-inverse functions.
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1 labels = client.label_detection(image=img)
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s if "fire" in temp or "flame" in temp or "ash" in temp: 7_-'5@3_ l\‘\ﬁ\ 640%6&%3*1{% = tﬁi\
4 alarm()

TX X b TIRZE

Figure 7: A fixed version of Figure 1 suggested by Keeper.
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Vision App. | Language App. | Speech App.
Keeper 91.9% 91.5% 89.7%
Random-Real 74.5% 85.0% 54.3%
Random-Real-Noise 73.0% 65.2% 54.3%
Fuzzing 44.4% 74.0% 24.9%

Table 3: Average branch coverage across 63 applications.
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Failure type Root Cause Related ML Task Keeper RReal RReal+Noise Fuzz.
Out-of-bound accesses Text detection, entity detection 6 5 5 4
Crash failures Missing input validation® Document classification 1 - - -
Missing type conversion 1 1 1 1
Improper labels Image classi., object detect., document classi. 9 -
Accuracy failures  API limitations Image classification, object detection 6 -
Improper threshold Sentiment detection 9 -
. Typos Image classification, text detection 2 -
Dead-code failures N)(’)i-existing label Image classification 1 - -
Table 2: Unique failures exposed by Keeper. (*: This crash disappeared later with the most recent version of Google APL)
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End-User Preference on Two Versions of Application
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Figure 11: End-user preference: Original vs. Keeper version.
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