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ockerfile smells

Base Image &
Maintainer Info &
ENV. Variable &«
Comment &
Copy script &

Execute shell €«

Installing {
dependencies
Copy file &
Installing {
software
Open Port &«

Start Process €&

FROM debian
DL Smell: Always tag the version of animage explicitly

MAINTAINER David James<david@james.com>
DL Smell: MAINTAINER is deprecated

ENV USE_HTTP 1

# Add proxy settings

COPY /setenv.sh /tmp/

RUN export node_version="0.10"

RUN apt-get update

RUN apt-get -y install nodejs="$node verion”

SC Smell: node_verion is referenced but not assigned (did you mean 'node_version'?)
DL Smell: Avoid additional packages by specifying “--no-install-recommends’

COPY package.json usr/src/app

RUN cd /usr/src/app
SCSmell: Use 'cd ... || exit' or 'cd ... || return’ in case cd fails.
DL Smell: Use WORKDIR to switch to a directory

RUN npm install node-static
DL Smell: Pin versions in npm. Instead of ‘npm install <package>" use 'npm
install <package>@ <version>"

EXPOSE 80000
DL Smell: Valid UNIX ports range from 0 to 65535

CMD ["npm”", "start"]

FIGURE 1. Example of a Dockerfile illustrating instructions and smells.
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FIGURE 3. The distribution of projects w/wo Dockerfile smells.
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TABLE 2. Smells coverage in different project owner types.

Owner type | #projects #S-projects %S-projects Av(lgéllsslir:;lls -
— A Y
. -_— -_— AN .
Organization | 2,266 1,896 83.61% 61.42% A—=F =1 T7ICLDENERD o TC
User 4,068 3,413 83.90% 61.58%

TABLE 3. Smells coverage in different programming languages.

Language | #projects| #S-projects %S-projects Avdge.;slz;lls

Shell 2,009 1,770 88.10% 62.63%

JavaScript 1,268 1,014 79.97% 56.81%

Python 973 816 83.86% 68.37%

Go 628 479 76.27% 70.98%

Java 364 305 83.79% 51.56% . N

Ruby 338 292 86.39% 59.72% Shell 75_:1%% EAG 7 N>z 7 b
PHP 281 239 85.05% 51.18% D88%lcsmellsh EFZEL 1=
HTML 184 152 82.61% 60.13%

CSS 149 121 81.21% 61.98%

Makefile 140 121 86.43% 52.57%
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TABLE 6. Results of Overall smells model.

FHEICIRTFET 2D

| | Coef. Err. Pr(< |z|) Sign. Relationship |

(Intercept) -0.02 0.02
nlnstructions 0.47 0.01
nContributors -0.02 0.01
nStars -0.03 0.01
githubAge 0.11 0.01
ownerType=Organization | -0.03 0.02
language=CSS -0.04 0.07
language=Go -0.07 0.04
language=HTML 0.01 0.06
language=Java -0.11 0.04
language=JavaScript 0.05 0.03
language=Makefile 0.02 0.07
language=PHP -0.05 0.05
language=Python 0.09 0.03
language=Ruby 0.02 0.05
language=Shell 0.07 0.02

0.259
0.000
0.053
0.020
0.000
0.170
0.567
0.060
0.871
0.012
0.049
0.807
0.342
0.001
0.644
0.170
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TABLE 7. R Its of DL Il del.
esults o smefls mode TABLE 8. Results of SC smells model.

| | Coef. Err. Pr(< |z|) Sign. Relationship | | | Coef. Err. Pr(< |z]) Sign. Relationship |
(Intercept) -0.02 0.02 0.356 - (Intercept) -0.02 0.02 0.366 -
nlnstructions 0.42 0.01 0.000  *** a nlnstructions 0.34 0.01 0.000  H** a
nContributors -0.03 0.01 0.023 * \ nContributors 0.01 0.01 0.664 -
nStars -0.03 0.01 0.006  ** \ nStars 0.01 0.01 0.586 -
githubAge 0.12 0.01 0.000  *x* Va githubAge 0.02 0.01 0.121 -
ownerType=Organization | -0.06 0.02 0.018 * N ownerType=Organization| 0.06 0.03 0.012 * ya
language=CSS 0.01 0.07 0.894 - language=CSS -0.16 0.07 0.027 * ¢
language=Go -0.08 0.04 0.022 * ¢ language=Go 0.03 0.04 0.504 -
language=HTML -0.01 0.06 0.824 — language=HTML 0.07 0.06 0.243 -
language=Java -0.13 0.05 0.004 N language=Java 0.02 0.05 0.684 -
language=JavaScript 0.11 0.03 0.000  #** ya language=JavaScript -0.15 0.03 0.000 N\
language=Makefile -0.06 0.07 0.399 - language=Makefile 0.23 0.07 0.001 ok e
language=PHP -0.04 0.05 0.442 - language=PHP -0.04 0.05 0.435 -
language=Python 0.12 0.03 0.000 *** Va language=Python -0.03 0.03 0.320 -
language=Ruby 0.04 0.05 0.340 - language=Ruby -0.06 0.05 0.190 -
language=Shell 0.05 0.02 0.056 - language=Shell 0.08 0.03 0.001  ** /
“Ern < 0.001, “**¥'p < 0.01, “*’p < 0.05 “*p < 0.001, **’p < 0.01, “*’p < 0.05
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