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TABLE II

SUBJECT SYSTEMS AND THEIR LOC IN CLONED AND NON-CLONED CODE

Quhi <

# of LOC written in C only

o ? I Non-clone | Clone “Total
Asnlc 30,487 5488 35975
Atlas 360,944 | 116,386 | £
Clamav 337.019 | 40371 377390
Claws 339,784 | 32.868 372,652
Conky 1739 | 14494 337333
Courier 107.223 | 13.105 120,328
Emacs 3714521 | 17.092 331,613

| Ettercap 36,268 3182 1330
Fidshow $32.332 | 46367 §78.700
Freediag 13235 1,380 16.605 |
Freedroid 60,828 3937 64.785 |
Gedit 43112 3.331 46,443

[ Glimmer 39 536 3.023 33450 |
Gnuplot 86,831 6712 93363
Gretl 302,777 | 36499 339.276
Gnisbt 2 2 117.684
Ipsec-tools 60,728 | 10,222 70,950
Modsecurity 36,332 7.232 33564

Nedit §5.001 9,306 93307 |
Net-snmp 231422 | 42.725 274,147
Ocl-linux 35.761 §.743 54,504
Opendkim 7398 TS480 | 63.77% |
Opensc 119.636 | 11.823 131,469
Putty 78918 | 11.322 90,240
Razorback 36,403 T 823 33336
Sdee 3477.010 3122 | 3481132
Thoot 21,942 6.115 38057

REH 336,317 | 37693 363910
Tepreplay 43,191 4.740 47.931
Trousers 56.673 | 17.599 74,272
Vi 31,924 T34 23658 |
Vim 314,480 5.752 320.232
XSupplicant 78.441 24,028 102,369 |
Zabbix 107375 | 18.1%6 133631
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Procedural Steps of the Empirical Study
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» Flawfinder[3]
o HERMNGFL
® fESEEDIRIDERIESEMEICHITHIENHED
® thDMHETLCALGND

» CppCheck|[2]
® False positive DN KA TZIF/INELKEEEESITEENTULNS
o ZLDFEFEDIMBUERE T HIENHESD

O FNF N DR BHE R AFDV(Flawfinder Detected Vulnerabilities),
CDV(Cppcheck Detected Vulnerabilities) EB& 9

[39] C. Roy and J. Cordy. NICAD: Accurate detection of near-miss intentional clones using flexible pretty-printing and code normalization. In ICPC, pages 172-181, 2008.
[3] Flawfinder - C/C++ Source Code Analyzer. http://www.dwheeler.com/flawfinder/, July 2017.
[2] Cppcheck - A tool for static C/C++ code analysis. http://cppcheck.sourceforge.net, July 2017.
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TABLE V
DETECTED SECURITY VULNERABILITIES AND THEIR SEVERITY IN
CLONED AND NON-CLONED CODE

Subject ¥ of FDV Fol CDV Severily score
System NCT C NC Y NC C
Asnlc 10 0 £ T 30 0
Atlas T38| T.607 | 2307 | 3.230 | 339 | 32%%
Tlamav T.131 T66 | 6379 | 1.901 | 2.680 | 335
CTaws 39 I3 149 | 138 | 1138 | 108 |
Conky 310 &0 10 I | 830 | 200
Courier 3560 | 270 | 1153 &1 | 7479 | 900 |
Tmacs TO7T1 TG 666 | 108 | 2990 | 281 |
Titercap 310 i3 335 33982 [ 177
Fidshow T306 | 138 | 10042 | 423 | 14357 | 330 | ‘S
Trecdiag 16 3 04 T [ 1321 | o0 | 3
TFrecdroid 139 36 %0 0 | 1.181 W £
~Gedit 71 ) 776 T 31 85
Glimmer 131 i 306 | 214 | 330 &
Gruplot iy 6T | 1322 ST 202 | 208 |
Gretl T830 | 350 | 2993 | 249 | 8847 | I.16 | B
Grishi 33 30 303 3T 177 3
Ipsec-tools 447 100 790 134 960 210 -§
Modsecurity | 163 33 193 30 [ 308 )
i 393 [ 4 36 | 1884 | 716 | 2
Net-snmp T715 | 332 | 2002 | 177 [ 407 | 7163 | %
Ocl-Tinux 53 17 179 61 | 245 | 14| £
Opendkim 201 0 706 9 383 | 13| =
Opensc T30 | 141 T35 30 [ 2337 | a5 | !
Putty 333 | 108 303 [ T27 | 392 | S
[ Razorback 104 Ell RE() 19 361 9|
Tdec 7% T 01 I 15 7] 5
Thoot 03 30 %0 | 233 24 40 | <
TR 111 318 | 3303 | 463 | 3552 | 638
Tepreplay 21 87 pxy) 01252 | 228
Trousers 363 | 110 760 W 360 | 24
Vi 43 3 303 6 417 33
Vim 503 3 2336 3 [ 2268 0
XSupplicant 838 336 | 2393 | 305 | 1822 538
Zabbix 312 5] 366 3992 [ 278
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EEVO—EDRICEBDE e e B

BEENHLIMZTRS o [ e(eza) | e
CWE-190 0.4681 No (p > a) not applicable
CWE-362 0.4051 No (p > a) not applicable
CWE-807 0.0012 Yes (p < a) 0.379 (medium)
O—>CLIEOA—2EDRET §o i3 icl=r
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TABLE VII
MWW TESTS OVER DENSITIES OF TOP FIVE CWE CATEGORIES OF CDV
PER KLOC IN CLONED AND NON-CLONED CODE
[ Categories of CDV | P-Value | Significant? | Cliff’s delta d |

® E -6 ‘:_) :l:J 3F7 a—> "G Hiﬁ % [ - ﬁ CWE-398 02980 | No(p > a) | not applicable
N . R~ CWE-476 0.0630 No (p > o) not applicable

*L%) - & 75‘ *) 75\ %) CWE-561 0.0321 Yes (p < @) | 0.692 (large)
— CWE-563 0.1538 No (p > a) not applicable

CWE-686 0.0012 Yes (p < a) 0.372 (medium)
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