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Abstract—Constraint checking techniques are being widely
used for ensuring the consistency of software artifacts during
their development and evolution (e.g., detecting inconsistency in
an application’s running contexts or identifying rule violation
in the code being developed). Typically, consistency constraints
are formulated and checked upon the changes of software
artifacts under checking. When any constraint is violated, an
inconsistency is said to occur and then follow-up actions can
be taken to remedy the problem. Currently, various constraint
checking techniques have been proposed and implemented with
sophisticated mechanisms for higher efficiency and scalability.
However, these implementations could be far from being well
tested due to their oracle problems, i.e., hardly able to tell what
the checking result should be, given any software artifacts and
their consistency constraints to check. In this paper, we leverage
metamorphic testing and propose a family of metamorphic
relations catered for testing constraint checking implementations.
We dedicatedly design these relations by following the sensitivity
principle via a fine-granularity control and the diversity principle
via input-oriented transformations. Our experiments reported
promising results (disclosing 80% mutation bugs and five real
bugs) without the need of any manual labeling.

Index Terms—Constraint checking, metamorphic relation,
principled transformation

I. INTRODUCTION

The capability of constraint checking is commonly required
by many quality applications. They rely on the capability to
deal with their ever-changing environmental data and make
proper adaptations, e.g., applications on sensor networks [1]—
[3], IoT (Internet of Things) [4], [5] and ITS (Intelligent
Transportation Systems) [6]. Consider a scenario in which an
application makes adaptations according to its sensed envi-
ronmental changes. It derives high-level interpretations of its
environments (named confexts) to support its adaptations, but
the derived contexts have to be consistent. Otherwise, it could
probably behave abnormally or even crash [7], [8]. Currently,
various constraint checking techniques have been proposed
and implemented (named CC implementations). They exploit
sophisticated mechanisms to cope with varying efficiency or
scalability concerns, and make timely responses when their
checked consistency constraints are violated, so that the con-
cerned applications could be timely guarded from abnormal
executions. Taking the adaptive computing field for example,
various CC implementations have been realized to guard the
consistency of applications’ contexts, e.g., ECC and PCC
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(entire and partial checking for context consistency) [8], GEAS
(grouped checking for context consistency) [7], INFUSE (par-
allel and incremental context checking) [9], and MG (reducing
link generation redundancy in context checking) [10].

However, the CC implementations could be far from being
well tested, due to the complex logics in constraint checking
and the lack of a precise oracle [11] that decides each checking
result (considering any software artifacts under checking (i.e.,
data part) and any consistency constraints to enforce on the ar-
tifacts (i.e., constraint part)). Consider a smart route guidance
application [7], [12], with frequent changes in its collected
contexts (e.g., GPS coordinates, driving velocities, etc.). One
can hardly tell what a CC implementation should report at
any moment, given an arbitrary consistency constraint on
these data (e.g., special relationships among GPS coordinates
and driving velocities concerning a vehicle’s nearby ones).
Existing research either referred to a well-defined dataset that
already incorporated manual result labels (e.g., truth values
that indicate constraint satisfaction or violation, and links [8]
that explain what causes the satisfaction or violation), or relied
on differential testing by cross validation among different
CC implementations. However, these workarounds inevitably
limit the test automation (needing costly manual labeling)
and completeness (different CC implementations could have
different functionalities). Therefore, this strongly calls for a
new testing approach that can automatically generate test
inputs and validate checking results without manual labeling),
which is highly desirable for this line of research.

One promising approach to addressing the oracle prob-
lem is metamorphic testing [13]. It alleviates the need for
specifying explicit oracles for non-testable or hard-to-test
programs, e.g., search implementation [14], SMT solvers [15],
C compilers [16], [17], natural language translators [18], [19],
autonomous cars [20], [21], etc. Metamorphic testing realizes
this by modeling and validating properties among multiple
program executions, which are known as metamorphic re-
lations (MRs). However, figuring out metamorphic relations
specific to target software systems requires high intelligence,
and existing MRs can hardly apply to the testing of CC
implementations. Particularly, we question, how the inputs
to CC implementations (i.e., the data under checking and
the constraints to enforce) should be transformed, such that
the outputs from CC implementations can be predicted. This
remains unclear and the answer seems non-trivial.



In this paper, we propose and realize two principles in
the design of MRs specific for testing CC implementations,
namely, sensitivity principle (existing work [16], [22] advo-
cated sensitive MRs that exercise specific functionalities trig-
gered by certain program executions), and diversity principle
(existing work [23]-[25] suggested diverse MRs that exercise
different parts in a program to expose potential bugs).

With the two design principles, we tackled the difficulty
of designing MRs and propose a family of MRs for testing
CC implementations. For the sensitivity, we conduct a fine-
granularity analysis that measures the impacts of values of
the data under checking and the constraints to enforce, with
respect to each formula type in a consistency constraint, on
the checking outputs. For the diversity, we consider different
input-oriented transformations that enumerate all parts in CC
implementations’ inputs and their combinations, i.e., trans-
forming the data under checking, the constraints to enforce,
and both at the same time. Altogether, we designed 15 MRs,
to make their utilization to be sensitive and diverse in testing
CC implementations. Our experimental results report that: (1)
these new MRs detected around 80% mutants, with each MR
exhibiting unique effectiveness in killing certain mutant types;
(2) these MRs also detected five realistic bugs in three CC
implementations, which had remained undetected for long time
(months to years). We note that this was achieved without the
need of any manual result labeling in constraint checking, and
thus is very desirable. To facilitate further research, we also
release our artifact and detailed documentation online [26].

The remainder of this paper is organized as follows. Section
II introduces background. Section III presents our principled
CC implementation testing methodology. Section IV evaluates
our methodology for MRs’ effectiveness in testing real-world
CC implementations. Section V discusses related work in
recent years, and finally Section VI concludes this paper.

II. BACKGROUND
A. A Dypical Application and Research Review

Open-environment adaptive applications have gained pop-
ularity in many fields due to smart adaptations to open
environments, which highly depend on the quality of collected
environmental contexts at runtime. To maintain high-quality
contexts, constraint checking implementations are usually
integrated into a context-management middleware between
environment and application layers by structure, as shown in
Fig. 1, to check and accordingly resolve to ensure high-quality
contexts before feeding them into the application.

Here, we use a highway toll system, a typical ITS (Intelli-
gent Transportation System) [6], to illustrate how a constraint
checking technique can be integrated as a context manage-
ment middleware to maintain the quality of applications’
contexts. The depends on car-tracking contexts collected by
gantries along the highway to calculate tolls and accordingly
charge drivers. However, the quality of collected contexts
can be easily affected by many factors, e.g., traffic noises,
gantry interferences, etc, thus leading to severely problematic
contexts [27] and can cause wrong or even outrageous toll

Upon high-quality contexts supported by the middleware, each
car route can be calculated correctly for a correct toll
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Fig. 1. Exhibition for the context management middleware supported by
constraint checking techniques

calculations. For example, as shown in Fig. 1, the yellow
car has been unexpectedly tracked by gantry A and B si-
multaneously due to their too-close locations, usually known
as common cross-read issues in sensing fields [28]-[30]. If
such contexts are directly fed into the application without any
context management, it would cause an over-charging issue
when accidentally considering route B.

To identify and resolve such problematic contexts, con-
straint checking techniques are typically integrated into the
middleware between the environment and application layers.
It systematically checks certain properties for the application,
e.g., gantry continuity, speed rationality, highway topology
knowledge, etc. For example, when supported with context
management considering highway topology information by
constraint checking, cars passing gantries A and B simul-
taneously should be identified as problematic in time, and
then resolved before feeding into the application to avoid
application misbehaviors. It is also worth mentioning that
constraint checking can be applied not only in such a highway
toll system but also in any system that processes dynamically-
changing data with specific constraints or properties.

To support such middleware infrastructures, in the last ten
years, many researchers have developed a variety of different
constraint checking tool prototypes, provided with different
degrees of checking quality and velocity, e.g., CMID [31],
MG [10], INFUSE [32], etc. However, due to the complex
logic in constraint checking and the lack of a precise oracle
that decides the checking result, these CC implementations
are far from being well tested. Commonly, developers only
claim to test their implementations upon manually validated
but limited datasets, and to our knowledge, there is no previous
work on testing such CC implementations effectively. In this
paper, we propose to leverage ideas from metamorphic testing
which has exhibited nice effectiveness in testing non-oracle
software artifacts [15], [16], and test CC implementations
guided by a series of effective metamorphic relations with
principled transformations.

B. Preliminary

Typically, a constraint checking implementation takes two
inputs: (1) data under checking, and (2) a constraint for
checking. We define some concepts first.

Data under checking is a collection of structured informa-
tion about the data interesting to checking [7], which can be
modeled as a finite set of elements, each denoting a relevant



part of this pattern. Constraints for checking are formulated
for property checking, and can be typically specified using
the following first-order logical (FOL) formulae [7], [8], [33]-
[38]. Here, P is a pattern which matches a piece of aspects
from the data under checking, v; is a variable that takes an
element from P as its value; terminal bfunc is an checking-
specific predicate that returns a Boolean value (T or F):

fu=vveP(f) | 3veP(f) [ (f) and (f) |

(f) or (f) | (f) implies (f) | not (f)]
bfunc (vy,va, -+ ,v,) | T | F.

For the highway toll system as shown in Fig. 1, suppose
the system is now tracking cars on the highway according to
its latest and previous gantries passed. Suppose only car Cj,
which has passed gantry D first and C next. Contexts that are
interesting would be now modeled as patterns: Piaest = {r1c}
and Pprevious = {r1p}, denoting car records indicating ¢; just
passed gantry C from gantry D. We use subscripts to denote
a record with respect to a specific car and the sensing gantry,
e.g. record ric denoting car C; passing gantry C. When the
time flows and car C; is sensed by gantry A. Patterns would
be updated accordingly: Platest = {r1a} and Pprevious = {ric}-
However, due to sensing noises, gantry B also sensed the same
car in a quite short period, thus leading to the current patterns
being unexpectedly updated: Piaest = {rig} and Pprevious =
{ria}. Such patterns indicate that car C; was last sensed by
gantry A and is now sensed by gantry B, which is actually
impossible because gantry A and gantry B are on different
path branches in the highway topology.

To detect such cross-read issues for highway contexts, one
may formulate the continuity property as follows:

Sioc “=Vv1 € Platest(not(Fvg € Pprevious(cross(vi, v2)))).

where cross(vy,v2) is used to check whether two recorded
gantries relate to cross branches in the highway topology,
a.k.a., uncontinuous. It returns the value T when the records
denoted by vy and v, represent the same car and the associated
gantries are truly on cross branches, otherwise, F.

In this example, data under checking now denotes the
obtained D = {Patest, Pprevious } and the constraint for check-
ing is the formulated consistency constraint Sioc. Then, by
constraint checking, one can observe that constraint Sjoc is
clearly violated when Piaest = {rig} and Pprevious = {ria},
since gantries A and B are in different cross branches. We next
elaborate on how constraint checking is usually conducted.

C. Constraint Checking

Normally, any constraint for checking can be expanded to
a Consistency Computation Tree (CCT) based on both its
static constraint structure and the current data under checking.
For example, consider the aforementioned consistency con-
straint Sjoc and data D; containing Paest = {18, r2c} and
Pprevious = {r1a,r2p}, indicating that car ¢; was last sensed
by gantry A and is now sensed by gantry B and car C, was
last sensed by gantry D and is now sensed by gantry C. Then
CCT would be expanded as shown in Fig. 2.
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Fig. 2. CCT expansion for constraint Sjo¢

Note that any node representing either a universal or ex-
istential quantifier would be expanded with sub-structures
corresponding to different elements in its associated pattern
in the constraint. We also annotate the CCT with variable
assignments in expansion for better illustration.

Typically, a constraint checking process would be conducted
based on such a CCT-alike structure as in Fig. 2 and includes
two phases, i.e., truth value evaluation and link generation.
Truth value evaluation would evaluate the whole CCT re-
cursively to obtain the root’s truth value (T or F) based on
evaluating each associated bfunc leaf node. The whole truth
value evaluation is usually conducted in a bottom-up manner
following a post-order traversal. In this case, cross function
would return T only when v; = rig and vs = rya, since
now the same car C; passed two uncontinous gantries B and
A. When all necessary nodes are evaluated, their parent nodes
can then be evaluated. We also annotate the truth values for all
nodes in Fig. 2, and one can observe that the whole constraint
is now evaluated to be F (as the CCT root’s truth value is).

Besides the truth value evaluation, to facilitate the fol-
lowing context resolution or event-driven decision, constraint
checking usually deploys link generation to explain why
any consistency constraint is satisfied or violated and which
specific elements are concerned for the constraint satisfaction
or violation. The link generation is similarly conducted in a
bottom-up manner and one can refer to existing work [8] [7]
for detailed link generation semantics. For the example in
Fig. 2, the final link result contains one link, i.e., (vio,
{vi = rg, vo = ria}), indicating that this constraint is
violated due to r;g in Pjagest and rip being in Pprevious (as
reported by a “vio” link).

A constraint checking (CC) implementation usually takes
two inputs: (1) data under checking (D) containing all patterns
with structured information interesting to the checking, and
(2) a constraint for checking (s), a well-formed FOL formula
to be checked. Then, it would produce two outputs: (1) a
truth value (Rt) denoting whether the whole constraint is
satisfied or not concerning the current data, and possibly (2)
a set of link explanations (RI) containing links explaining
how the constraint is satisfied or violated in specific. That
is, (D X s) « (Rt x RI). For simplicity, we model a CC im-
plementation as such without losing any generalizability, since
CC implementations typically check constraints independently
even when multiple constraints are fed. For example, when
feeding D and Sjoc as shown in Fig. 2, it would produce a
truth value F and a link set (vio, {v; = rig, v2 = rja}).



D. Metamorphic Testing

Metamorphic testing is an effective testing mechanism,
especially for software artifacts without testing oracles. In
metamorphic testing, it checks important properties captured
by metamorphic relations (MR).

Formally, consider the software under test (SUT), which
can produce output as yo = f(xo) for any input z(. A
metamorphic relation includes two parts: a transformation
function T explaining how to obtain a follow-up test input
x1 for the given source test (i.e., source input zg), i.e.,
21 = T(xo), and an assertion function A explaining how
to examine whether the follow-up test output is expected or
not, i.e., A(yo,y1) = T|F. As shown in Fig. 3, metamorphic
testing with M R = {7, A} is typically conducted as follows.

1) Execute SUT with source input z( to obtain output yg
(i.e., a source execution);

2) Obtain follow-up input x; using the transformation
function 7 designed in MR;

3) Execute SUT with follow-up input z; to obtain y; (i.e.,
a follow-up execution);

4) Examine whether any violation occurs based on the
assertion function A designed in MR.

1
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Fig. 3. Steps for metamorphic testing

If any violation is revealed, SUT is observed with the bug
and some following debugging phases should be conducted
accordingly. Although we here explain metamorphic relations
using numerical properties that arithmetic equations can cap-
ture, MRs can be much more general and have exhibited great
testing effectiveness in many fields [15]-[18], [21].

III. METHODOLOGY
A. Principled Metamorphic Testing for CC implementations

In order to test constraint checking implementations, we
propose a principled metamorphic testing method. Basically,
we raise two principles to guide our whole design of meta-
morphic relations, i.e., sensitivity and diversity.

To meet the sensitivity principle, we aim to design MRs that
focus on specific program functionality in a fine-granularity
way, especially requesting our designed transformation in each
MR to be restricted by especially considering a certain output
situation. Considering the natural output truth value for CC
implementations (T or F), we aim to design our transformation
and evaluate how each transformation would impact on the
constraint checking output (e.g., truth value being T or F).
By doing so, we can design MRs that are provided with a
fine-granulairy control on its transformation impact and avoid
being too general that all program executions (no matter which
truth value is produced and expected in the execution) should
obey.

e T-dependent: Transformation only applied to source exe-
cutions restricted by the output truth value being T.

e F-dependent: Transformation only applied to source ex-
ecutions restricted by the output truth value being F.

To meet the diversity principle, we aim to design MRs
that are different from construction. Therefore, we distinguish
which input is oriented when designing the key transformation
functions in metamorphic relations, and thus aim to design
transformation functions 7 for CC implementations that only
allow transforming certain input parts. Note that, a constraint
checking implementation has two typical inputs: data under
checking and a constraint for checking, and produces its
outputs: a truth value, and a set of link explanations. Therefore,
considering both any isolated input and input combination,
there are three orientations to consider in designing the key
transformation functions as follows.

e Data-oriented: Only transform the input data;
e Cons-oriented: Only transform the input constraint;
o All-oriented: Transform both the data and constraint.

By distinguishing different input orientations in metamor-
phic testing, we expect to design naturally-diverse meta-
morphic relations from construction. For systems with more
complex inputs, one can also leverage such an input-oriented
designing routine when designing their own MRs.

B. Derived Principled Metamorphic Relations

Consider a CC implementation that takes the inputted data
D and FOL constraint s, and produces its checking result
including a truth value Rt, and a set Rl of link explanations.
Suppose the source test input being Dy and sg, and source
output being Rty and Rly, i.e., (Rty, Rly) = CC(Dy, so).
We introduce our derived metamorphic relations with different
input orientations for pursuing the diversity, i.e., data-oriented,
constraint-oriented, and all-oriented, and different output de-
pendencies for pursuing the sensitivity, i.e., T-dependent and
F-dependent. We give the derived MRs in Table I.

1) Data-oriented MR: To design metamorphic relations
transforming only the data under checking for CC imple-
mentations, we need to construct MRs that only transform
the data under checking and meanwhile, the final constraint
checking result can still be controlled. We leverage the
inconsistency-incurring/hidden impact analyzed in existing
work [7] (originally named as inc+/inc—), which explains how
a change on the data under checking might affect the constraint
checking result corresponding to a specific constraint. The
inconsistency-incurring changes lead to more possibilities for
incurring violation and inconsistency-hidden changes have the
opposite effect. These two kinds of impacts of data changes
depend only on the constraint itself and can be derived
from the constraint statically. For example, constraint Sigc
has two inconsistency-incurring changes <+, Patest> and <+,
Pprevious™>, which means if we add any element to Pjatest Or
Pprevious, constraint would tend to generate more violations.
By restricting different outputs considered in designing the
transformation functions, we can then measure how changes



TABLE I
DERIVED PRINCIPLED METAMORPHIC RELATIONS

No | T | A | Description
MR-Data 1 | if Rtg == F, Dy < Dg with inc+ changes Rty == RtgAex(RIy, Rlp)* | Transform the data under checking with more
possibilities for incurring violations.
MR-Data 2 | if Rtg == T, D1 + Dg with inc— changes Rt1 == Rto A ex(Rly, Rlp) | Transform the data under checking with more
possibilities for incurring satisfactions.
MR-Cons 1 | if Rtg == T A sp’s root is V, V <+ 3 | Rt1 == Rto A ex(Rl1, Rlg) | Transform the constraint from V to 3.
MR-Cons 2 | if Rtg == F A sp’srootis 3, 3+ V | Rt1 == Rto A ex(Rl1,Rlg) | Transform the constraint from 3 to V.
MR-Cons 3 | if Rtg == T A sg’s root is and, and « or | Rt1 == Rto Aex(Rl1, Rlp) | Transform the constraint from and to or.
MR-Cons 4 | if Rtg == F A s¢’s root is or, or + and | Rt1 == Rto Aex(Rl1,Rlp) | Transform the constraint from or to and.
MR-Cons 5 | if Rtg == F A s¢’s root is or, or < implies | Rt1 == T Aex(Rl1,Rlp) | Transform the constraint from or to implies.
MR-Cons 6 | if Rtg == F A s¢’s root is implies, implies <— or | Rt1 == T Aex(Rl1,Rlp) | Transform the constraint from implies to or.
MR-Cons 7 | if Rtg == T A so’s root is and, and + implies | Rt1 == Rto A ex(Rl1, Rly) | Transform the constraint from and to implies.
MR-Cons 8 | if Rtgp == F A s¢’s root is implies, implies <~ and | R¢; == Rtg A ex(Rl1, Rlp) | Transform the constraint from implies to and.
MR-Cons 9 | if Rto == F A sg’s root is implies, switch implies’s | R¢; == T A ex(Rl1, Rlo) Transform the constraint from fiimpliesfa to
two sub-formulas faimpliesfi.
MR-AIl 1 if Rto == F, link so’s positive quantifier with and or | Rt == Rty A ex(Rl1, Rlg) Transform both the constraint with a newly
negative one with or, D1 <— Do with new patterns added and/or and data with new patterns.
MR-AIl 2 if Rtg == T, link sq’s positive quantifier with or or | Rt == Rty A ex(Rl1, Rlp) | Transform both the constraint with a newly
negative one with and, D <— Dg with new patterns added and/or and data with new patterns.
MR-CCT 1 | if Rtg == F, Dy < D with inc+ changes Rt == Rto A | Transform the data under checking with more
ex(SCCTy, SCCTy) possibilities for incurring inconsistencies.
MR-CCT 2 | if Rto == F, link sqo’s positive quantifier with and or | Rt == Rto A | Transform both the constraint with a newly
negative one with or, D1 < Do with new patterns ex(SCCTy, SCCTy) added and/or and data with new patterns.

*denotes each MR’s assertion examination function ex() for concerned outputs other than the truth value, i.e., link explanations (i.e., Rl; and Rlp), or
substantial CCTs (i.e., SCCTy and SCCTyp). For example, for MR-Data 1, its ex() judges whether Rl1 D Rlp is satisfied as mentioned in Section
III.B. More detailed specifications for other MR’s assertion examination functions can be found on [26].

would perform and impact the final output. Therefore, we
design two data-oriented MRs that only transform the source
data under checking Dy to obtain follow-up data D in testing
and belong to T-dependent and F-dependent respectively.

MR-Data 1 (F-dependent): If in the source execution, sg is
violated with Rtj being F, any change with an inconsistency-
incurring impact on sy can be applied to data Dy to obtain
follow-up data D;. Then, in the follow-up execution, the
corresponding Rt; would be the same as Rty and Rl; would
contain all links in Rly (i.e., Rl; O Rlp).

MR-Data 2 (T-dependent): If in the source execution, sg is
satisfied with Rt being T, any change with an inconsistency-
hidden impact on sy can be applied to data Dy to obtain
follow-up data D;. Then, in the follow-up execution, the
corresponding Rt; would be the same as Rty and Rl; would
contain all links in Rly (i.e., Rl; O Rlp).

We take MR-Data 1 as an example, and MR-Data 2 can
be similarly analyzed. Note that, according to the defini-
tion [7], any inc+ change upon Dy with respect to sg, can
only incur new inconsistencies but can never lead to any
existing inconsistencies undetectable. Therefore, when Dy is
transformed to D; with only the inc+ change applied, then in
the follow-up execution, we can measure that the impact of
such transformation can only lead to the whole constraint been
violated with Rt; being F when Rt being F, and the detected
inconsistencies should contain all reported links in the source
execution, i.e., Rly O Rly. For example, for any constraint

with the form of Vv € P(f), adding any element to the pattern
P can only potentially incur new inconsistencies (thus possibly
new violated links to report). Therefore, with respect to s,
one can easily construct follow-up inputs by only transforming
data under checking Dg to D; with more elements being added
into pattern P if MR-Data 1 is considered for testing.

2) Constraint-oriented MR: Instead of transforming the
data part for CC implementations, we can transform the
constraint part only in designing transformation. In order to
design MRs transforming only the input constraint, we need to
construct MRs transforming the constraint only, that can make
the final constraint checking result still able to be controlled.
In order to pursue the sensitivity principle, we at the same
time consider transforming different quantifiers (i.e., V, 3,
and to or, and implies) and measure how such quantifier
transformation would impact on the whole constraint checking
in a fine-granularity control. We also control different output
dependencies (i.e., T-/F-dependent) in the design.

MR-Cons 1 (T-dependent): If in the source execution, sg
is satisfied (Rty being T) and its root quantifier (the quantifier
of its CCT root) is V, one can transform sy by changing its
root quantifier from V to 3. Then, the follow-up truth value
should be the same (Rt; being T) and links should include all
satisfied links each exactly relating to a specific element in P.

In this case, s is satisfied originally with its root quantifier
being V, this means that all its children sub-trees of the CCT
root should be evaluated to be T. Then, when the constraint



so is transformed with its root quantifier changed from V to
3, its impact would be letting all the sub-trees with each’s
true evaluation being T stay the same and thus now make the
whole constraint to be still T according to the semantics of
3. More concretely, in this case, the follow-up links should
contain satisfaction links each relating to a specific element
in the corresponding pattern, which together explain how the
constraint is now satisfied.

We can also similarly design to transform sg’s root quanti-
fier from 3 to V when sg is violated originally (Rtq being F).
Then, the follow-up truth value result should also be the same
(Rt being F), and thus obtained the following MR-Cons 2.

MR-Cons 2 (F-dependent): If in the source execution, sg
is violated (Rt being F) and its root quantifier is 3, one can
transform its root quantifier to V and expect the truth value
result to be the same (Rt; being F) and links should include
all violated links each relating to a specific element in P.

When s(’s root quantifier is neither 3 nor V, we transform
quantifiers by switching among and, or, and implies as follows.

MR-Cons 3 (T-dependent): If in the source execution, sg
is satisfied (Rt being T) and its root quantifier is and, one can
transform its root quantifier to or and expect the truth value
result to be the same (Rt; being T).

In this case, due to the close semantics of or and and, MR-
Cons 3 can be easy to follow. We can similarly transform
so’s root quantifier from or to and, and to implies, implies to
and, implies to or, and or to implies, and thus similarly obtain
MR-Cons 4-8 as shown in Table I.

Instead of transforming the quantifier, we consider trans-
forming s¢’s inner structure. For example, in FOL language,
implies’s left and right formulas are naturally with different
roles. We consider switching them as follows and the corre-
sponding impact can also be controlled.

MR-Cons 9 (F-dependent): If in the source execution, sg
is violated (Rty being F) is with root quantifier of implies,
one can exchange its two children formula under implies and
expect the truth value result to be different (Rt; being T).

To save space, we neglect some details here. For example,
to make such MRs stronger, we also further request asser-
tions between source and follow-up link results for all MRs.
Interested readers can reach our MR documentation [26].

3) All-oriented MR: We also design metamorphic relations
that transform both the data part and constraint part at the same
time for the CC implementation. To control the transformation
impact, we control to insert a new formula into so where the
new formula has its own new patterns that need to be added
into the data part. This leads to a simultaneous transformation
of the data part and constraint part. In this way, we can
transform both sy and Dy for s; and D; and make its impact
to be still controlled. Similarly, we design transformations of
T-dependent and F-dependent respectively.

Note that it can be somehow difficult to measure the
impact when connecting the original formula with any new
formula, because one can not determine whether and how
such a connection leads to violation/satisfaction of the whole
constraint. To control the impact of such a connection with

respect to the violation or satisfaction of the whole constraint,
we divide a constraint’s associated quantifiers into two parts:
positive and negative. A positive quantifier supports the root’s
violation or satisfaction while a negative quantifier supports it
in the opposite way. In definitions, only the quantifier that is
transitively through implies from the left or not from the root
can reverse its supporting direction initialized to be positive.
We thus design MR-All 1 and MR-AII 2 as follows.

cross(vy, v; )

cross(vy, v, )
Fig. 4. Constraint transformation for MR-All 1

MR-AIl 1 (F-dependent): If in the source execution, sg
is violated (Rtq being F), one can transform sg by linking
one of its positive quantifiers with and or linking one of its
negative quantifiers with or. Then, the follow-up truth value
result should be the same (Rt; being F), and RI; would
contain all links in Rl (i.e., Rl; 2 Rlp).

As shown in Fig. 4, considering sg is originally violated,
we can accordingly control to only link one of sg’s positive
quantifiers (colored by green) with and or any of its negative
quantifiers (colored by orange) with or. In this way, the
corresponding impact would be preserving all the original
parts from s( that can thus support and dominate the whole
s1’s result to be the same as the original. In this way, s; should
also be violated. Moreover, since a new formula is now linked
by either and or or quantifier, more data associated with the
newly linked pattern part should also be added to the original
data under checking Dy, and thus D is also transformed to
a new one, i.e., D1. Therefore, for MR-AIl 1, both sy and Dy
are transformed to obtain the follow-up inputs s; and D, and
the whole impact can also be controlled. We also similarly
design MR-All 2 when s is satisfied on the other hand.

MR-AIll 2 (T-dependent): If in the source execution, sg is
satisfied (Rto being T), one can transform sg by linking any
of its positive quantifiers with or or linking any of its negative
quantifiers with and. Then, the follow-up truth value result
should be the same (Rt; being T) and RIl; would contain all
links in Rl() (i.e., Rll 2 Rlo).

Guided by our sensitivity and diversity principles, all our
designed MRs are given in Table I. Note that all these MRs
are designed by assuming only inputs and outputs for CC
implementations are available. If more internal states can be
observed, e.g., CCT status like substantial parts accessible
in existing work [10], we can additionally design MRs with
respect to measuring the impact for such detailed CCT status
under different transformations between source and follow-up
executions. For example, in some work, substantial parts in a
CCT, a.k.a., substantial CCT or SCCT, are accessible as an
additional output when the constraint is eventually violated
(naturally F-dependent). This structure links all tree nodes for



traced link explanations from the root when the constraint is
violated, e.g., the sub-tree traced from the root, to v1 = I,
and to v9 = ra in Fig. 2. Then, we can additionally design the
following two MRs with similar principled transformations.

MR-CCT 1: If in the source execution, sq is violated with
Rtg being F, any change with an inconsistency-incurring effect
on sy can be applied to data Dy to obtain follow-up data D;.
Then, in the follow-up execution, the corresponding Rt; would
be the same as Rty and SCCT; would contain all nodes in
SCCTy (SCCTy O SCCTy).

MR-CCT 2: If in the source execution, sg is violated (Rtq
being F), one can transform sg by linking any of its positive
quantifiers with and or linking any of its negative quantifiers
with or. in the follow-up execution, the corresponding Rtq
would be the same as Rty and SCCT; would contain all
nodes in SCCTy (SCCT, 2 SCCTyp).

In summary, our designed MRs meet both sensitivity prin-
ciples by considering different output situations and diversity
principles by considering all three enumerated input orienta-
tions for the two inputs of CC implementations. We expect
that these MRs can be effective in revealing violations for
bug detection for CC implementations. Due to the page limit,
we do not give all details. Interested readers can reach out to
our documentation [26].

C. Source Input Synthesis and Follow-up Generation

To test CC implementations with the metamorphic relations,
we prepare source inputs and generate follow-up ones below.

First, for synthesizing a consistency constraint, we leverage
the idea from existing work [10] to synthesize well-formed
FOL constraints under a certain height. For each constraint, we
simulate the data under checking to contain multiple elements
in each of its associated patterns with random values. Note
that, as all constraints are synthesized, bfunc terminals do
not carry real semantics. Therefore, to facilitate the testing,
we can simulate their value calculations by enforcing the
elements in any concerned bfunc carrying consistent values
and exhaustively choosing all possible values when repeating
different runs of constraint checking. By doing so, we obtain
a synthesized source input, including a constraint sy and
corresponding data under checking Dy with all elements
giving consistent bfunc values requested for checking. Be
aware that, for each constraint, we exhaustively enumerate
every possible value of each bfunc, and so actually obtain an
exponential number of synthesized source inputs for testing.
Then, we feed it to any constraint checking implementation to
obtain its corresponding source output including both a truth
value and a link set (as the source execution shows in Fig. 3).

Then, we can apply any of our designed MRs to generate
a follow-up test input based on the source input according to
each MR’s specification. That is, if any MR in the MR-Data
category is chosen, in follow-up execution, only Dy would
be transformed to generate D; and s; would be equal to sg.
If any MR in the MR-Cons category is chosen, in follow-up
execution, only sy would be transformed to new s; and D,
would be equal to Dy. Only if any MR in the MR-All category

is chosen, both sy and Dy would be transformed to new sy
and D;. Then, one can accordingly feed D; and sy to the CC
implementation and let the implementation execute again (as
the follow-up execution shows in Fig. 3). After that, one can
compare the obtained source and follow-up outputs together
and examine whether the concerned MR is violated or not.

IV. EVALUATION

In this section, we evaluate the performance of our designed
metamorphic relations on both buggy implementations con-
structed by mutation testing and real-life CC implementations.

A. Research Questions

We aim to answer the following two questions:

« RQ1 (Effectiveness) How effective are our designed
MRs in exposing mutated bugs in CC implementations?

e RQ2 (Usefulness) How effective are our designed MRs
in exposing real-life bugs in CC implementations?

B. Evaluation Design and Setup

1) Subjects: We selected three state-of-the-art CC imple-
mentations, namely CMID, MG, and INFUSE, from their
websites [31], [32], [39]. We refer to them by Impl, Imp2,
and Imp3. They conduct constraint checking with different
efficiency and scalability capabilities and can be configured
by four modes. We obtained a total of nine implementation
variants for the three subjects (three for Impl, two for Imp2,
and four for Imp3). For example, when using Imp3, we deploy
it with different variants, which together cover all Imp3’s
kernel checking logics. We refer to these four variants as
Imp3_1 (fully checking mode), Imp3_2 (incremental checking
mode), Imp3_3 (concurrent checking mode), and Imp3_4
(fusion checking mode) in order.

2) Process: To evaluate the effectiveness of our designed
MRs in exposing bugs, we first prepare source test inputs
including both data under checking and a constraint for
checking. As aforementioned, we generated well-formed FOL
constraints following existing work [10] and thus obtained a
total of 1,658 well-formed FOL constraints under the height
of no more than four. For each pattern associated with each
constraint, we accompany it with randomly synthesized data
with one or two elements of random values for each associate
pattern. Thus, we can treat each test input with data and a
specific constraint as the source input in metamorphic testing.
Then, by selecting a certain MR, we can obtain a correspond-
ing follow-up test input according to each MR’s descriptions
as in Table 1. Then, by comparing the source and follow-up
outputs between two executions, we can tell whether such MR
can reveal any violation. To be more specific, we ran each
MR’s experiment repeatedly with exhaustively enumerated
values for each concerned bfunc node in calculation during
the whole constraint checking. If an MR reveals any violation,
we say an implementation bug is detected.



TABLE II
RESULTS OF TESTING OUR DESIGNED MRS ON MUTATED CC IMPLEMENTATION VARIANTS

. . . Number of killed by our desi d MRs
Subject | #Mutants | #Killed mutants | Killing rate | —yrpr o NRT-7 T MR2Z-T | MRZZ | MR2-3 | MRZ4 | MR2-5 MR2-6y MR2-7 | MR2-8 | MR2-9 | MR3-1 | MR3-2 | MR4-1 | MR4-2
Tmp3_1 118 2 93.9% 6 I8 I3 51 79 ) 76 77 75 75 32 6 57 54 59
Tmp3_2 305 256 83.9% 55 103 76 78 97 97 97 101 77 83 81 52 71 102 156
Tmp3_3 161 149 92.6% 36 67 65 72 61 62 61 61 61 61 6 35 86 82 87
Tmp3_4 711 509 71.6% 73 255 180 74 32 28 42 158 27 47 155 72 353 293 318
Total 1,295 1,026 792% 280 773 369 375 339 336 346 367 310 336 314 275 667 531 620

* To save space, we use MR1/MR2/MR3/MR4-x to represent MR-Data/MR-Cons/MR-AIl/MR-CCT x in evaluation.

TABLE III
EFFECTIVENESS COMPARISONS UNDER DIFFERENT CONSTRAINT HEIGHTS

Constraints’ height<=3 Constraints’ height==
Subject | #M #Killed Killing rate | #Killed mutants | Killing rate
Imp3_1 18 138 100.0% 18 100.0%
Imp3_2 13 11 84.6% 12 92.36%
Imp3_3 13 13 100.0% 13 100.0%
Imp3_4 7 4 57.1% 6 85.7%
Total 51 46 90.2% 49 96.1%

3) To answer: To answer RQ1, we selected Imp3 as it is
the latest CC implementation we know, and used PIT [40], a
state-of-the-art mutant generator to randomly generate mutants
for Imp3. After manually filtering out equivalent mutants
(with simply equivalent code conversions) and low-quality
ones (mutating only some command-line processing codes
rather than CC kernels), we finally obtained 1,295 CC mu-
tants in total. We categorize each mutant by comparing the
mutated codes to logics invoked by Imp3’s different variants,
and thus obtained 118 mutants for Imp3_1, 305 mutants
for Imp3_2, 161 mutants for Imp3_3, and 711 mutants for
Imp3_4. Then, by repeating our experiment process to run
both source and follow-up test inputs prepared for each MR,
we can measure how many violations have ever been observed
for each mutant. If any violation is observed, we call it as
this mutant successfully killed by the MR. To answer RQ?2,
we evaluate how effective our designed MRs can help find
real-life bugs in CC implementations. We selected all our
obtained real CC implementations, Impl, Imp2, Imp3 along
with all their variants. Following our experimental process,
we evaluate how our designed MRs can reveal violations with
the data and constraints prepared as aforementioned. We thus
evaluate how our designed MRs reveal violations in real CC
implementations, a.k.a., detecting real bugs. We would also
investigate the root causes behind MR violations and report
our detected bugs for developers’ confirm/fixing.

4) Configuration: All experiments were conducted on a
server with one 48-core Intel(R) Xeon(R) Gold 5118 CPU
@ 2.30GHz and 128GB RAM, installed with Ubuntu 18.04.6
LTS , Python 3.6 and OpenJDK 17.0.7.

C. Result Analyses

1) RQI(Effectiveness): Table II shows the number of mu-
tants killed by each MR for Imp3’s four CC implementation
variants, i.e., Imp3_1, Imp3_2, Imp3_3, and Imp3_4.

From Table II, we can observe that our designed MRs
can successfully kill 94.92%, 83.93%, 92.55%, and 71.59%
mutants together for the four studied implementation variants,

MR2
#killed mutants: 815 (62.9%)

MR3
#killed mutants: 773 (59.7%)

22 30

MR1
#killed mutants: 584 (45.1%)

Fig. 5. Venn for the intersections of mutations killed by each MR category

exhibiting their nice effectiveness in revealing violations al-
together. After investigating a little deeper into each MR’s
individual effectiveness, we can further observe that: (1) most
MRs show comparable effectiveness in killing mutants with
almost comparable number of killed mutants for each imple-
mentation variants; (2) MRs can contribute and complement
to each other, and together show clearly better effectiveness in
killing mutants, e.g., only around 40 killed mutants for each
MR v.s. over 100 for all MRs together for Imp3_1.

In order to investigate the effectiveness with respect to
different MR categories (i.e., MR1/2/3/4 standing for MR-
Data/-Cons/-All/-CCT to save space), we accumulate MRs’
killing results in each category together as shown in Fig. 5.
This venn graph exhibits how different each MR category
behaves with respect to the corresponding mutants that have
been killed. We can observe that generally, the four categories
of MRs exhibit comparable effectiveness with close killing
rates around 50%, i.e., 45.1% for MR1, 62.9% for MR2,
59.7% for MR3, and 55.8% for MR4, suggesting that they
are similarly valuable in exposing mutated bugs. Among all,
MRs in the MR2 category (i.e., MR-Cons) show the best
effectiveness on killing the most mutants, i.e., 815 mutants
with around 80% being killed among all 1,026 killed ones
by all MRs. Still, we also observe that all the four categories
of MRs have their unique mutants that can only be killed
by themselves respectively, e.g., 22 mutants only killed by
MRI1, 139 mutants only by MR2, 32 mutants only by MR3,
and 30 mutants only by MR4. This suggests that the MRs
designed following our principled designing routine have their
own values and can be diverse in testing unique functionalities.

Moreover, to make our experiment more cost-effective, we
chose to test our subjects using all designed MRs fed by
constraints with a height of no more than three only, because
experiments on constraints with a height being four or more
can be extremely time-consuming and may take even months.



TABLE IV
RESULTS OF TESTING OUR DESIGNED MRS ON REAL-LIFE CC IMPLEMENTATION VARIANTS

CC_[ Variant | MRI-1 | MRI-2 | MR2-1 | MR2-2 | MR2-3 | MR2-4 | MR2-5 | MR2-6 | MR2-7 | MR2-§ | MR2-9 | MR3-1 | MR3-2 | MR4-1 | MR4-2

1 X X X X v v v v v v v X X

Tmpl 2 X X X X v v v v v v v X X
3 X X X X X X X X X X X X X

Imp2 1 v v v v X X v v X X X v v - -
2 v v v v v v v v v v v v v v v
1 v v v v v v v v v v v v v v v

Imp3 2 X X X X X X X X X X X X X X X
3 v v v v v v v v v v v v v X X
4 X v v v X X X X v X X X X X X

«
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associate to every element in C,

public class FExists extends Formula{
425 private void RemoveBranch_PCC(){
427 for(RuntimeNode child : curNode.getChildren()){

flag = true;

Fig. 6. MR2-1 violation and the fix patch for Imp3_2

Still, to alleviate the possible bias, we randomly sampled
51 mutants (with equivalent and low-quality ones removed)
and evaluated the effectiveness of all MRs when feeding
constraints with a height of no more than three and of four,
as shown in Table III. We observe that 46 mutants have been
killed by our MRs for the former, and 49 mutants killed for the
latter. Concerning that these three more killed mutants (only
5% increases on the killing rate) come with extremely larger
experiment time (over 700x), e.g., around 80 minutes v.s. 1.5
months on average for each mutant, we believe that only using
constraints with a height of no more than three is more cost-
effective and would not affect our MR effectiveness too much,
with an acceptable 5% sacrifice on the killing rate. On the
other hand, when selecting MRs in MR2 (the most efficient
ones already) by feeding constraints with the height of four,
we also observe a similar 5% increase on the killing rate, with
a sacrifice of over 250x on the testing time. Therefore, we can
safely conclude that using only constraints with a height of no
more than three can be quite cost-effective, and sufficient in
exposing bugs with a satisfactory killing rate of around 80%.
Therefore, we answer RQI as follows: Our designed MRs
can reveal violations effectively to expose mutated bugs with
a satisfactory killing rate of around 80%. Different categories
of our MRs also show their unique effectiveness in testing.
2) RQ2 (Usefulness): To evaluate how our designed MRs
can expose real-life bugs in CC implementations, we apply
them to all the obtained CC implementations. In addition to

represents that in this specific implementation variant, CCT structures cannot be accessible thus MRs in MR4 cannot be used for testing.

Source
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public class FAnd extends Formula{
625 public Set<Link> LinksGeneration_CPCC_NB() {
632 if (leftChild.isAffected() && !rightChild.isAffected()) {

if (leftChild.isTruth()) {

Fig. 7. MR3-1 violation and the fix patch for Imp3_4

the four variants Imp3_1 to Imp3_4 mentioned above, we
similarly set the checking option of Imp1 to “fully-checking”,
“incremental-checking”, and “concurrent-checking” (Impl’s
all supported options) separately to get Impl_1 to Impl_3.
And we got Imp2_1 and Imp2_2, with either inner CCT
strutures accessible or not for Imp2. Each implementation
variant represents setting the corresponding implementation
with a specific checking mode, thus invoking different kernel
checking logics. Table IV shows the results of how our
designed MRs reveal violations and detect real bugs for
such CC implementation variants. The symbol “v’'” means
that the corresponding MR does not reveal any violation,
while the symbol “X means that the MR reveals violations
successfully, indicating the existence of implementation bugs.

From Table IV, we observe that: (1) all MRs can reveal
violations for at least three real-life implementation variants
(at most: five), (2) among all the nine variants, most of them
(719, 77.8%) have been detected with bugs, and (3) for all the
three CC implementations, all of them (3/3, 100%) have been
detected with bugs in at least one variant by our MRs. These
observations suggest that our designed MRs are useful in
detecting real bugs in practical CC implementations. Based on
test cases that trigger such MR violations, we can accordingly
localize their root causes and successfully detect five unique
implementation bugs, which had remained undetected for quite
a long time (months to years). After reporting to developers,
all of them have been confirmed and fixed.



We illustrate and analyze two of the MR violation cases
and their corresponding real bugs next. Fig. 6 shows the MR
violation that is revealed when applying MR2-1 on testing
Imp3_2. According to MR2-1, if the truth value is T in the
source execution, and we transform sy’s root quantifier from
V to 3, the follow-up output links should include satisfaction
links, each exactly associated to an element in C;. However,
the follow-up output links accidentally include an unexpected
element (vio, {v; = 0}), which does not associate with any
element in C;. This violates the assertion required in MR3-1.
After digging into the root causes of this violation, we localize
an implementation bug, which is caused due to a misuse of
“==" instead of “equals” when comparing two Java objects.
Therefore, the virtual element 0 added initially only when the
set is empty would never be deleted as expected afterward.
Fig. 7 shows the MR violation that is revealed when applying
MR3-1 on testing Imp3_4. According to MR3-1, if the truth
value is F in the source execution, we now transform sy by
linking a negative quantifier V with or. The follow-up output
link should contain all the links in the source output. However,
the follow-up output link is unexpectedly empty, violating the
assertion required in MR3-1. We localized an implementation
bug which is caused due to an if-condition being mistakenly
written when calculating link explanations for and nodes.

Therefore, we can answer RQ2 as follows: Our designed
MRs can reveal violations as expected and successfully detect
real-life bugs in practical CC implementations.

D. Threat Analyses and Discussion

One potential threat concerns the external validity of our
experiments and conclusions since we measure the effec-
tiveness by the killing rate of detecting bugs inserted by
mutation testing, thus probably different from real bugs.
We argue that mutants have been observed to provide good
guidance and showed correlations with real bugs in existing
researches [41], [42]. Still, to alleviate the possible bias, we
also evaluated our MRs on real-life CC implementations,
which also showed positive results in detecting real bugs.
Another potential threat may concern our input synthesis for
obtaining data under checking and constraints for checking.
We synthesize well-formed FOL constraints and accompany
each with data containing all associated patterns with sim-
ulated elements. Although the process can be simple, we
simulate all possible evaluation situations by enumeratedly
assigning different bfunc values during constraint checking,
to make our experiments exhaustive, thus also controlling
acceptable testing time as aforementioned.

V. RELATED WORK

Constraint checking is nowadays widely used in maintaining
properties for traditional software artifacts, including XML
documents [33], [43]-[45], UML models [46]-[49] and dis-
tributed source code [50], as well as in emerging dynamic
and real-time context-aware software, such as Humanoid Com-
panion Robot [51] and self-driving vehicle systems [52], [53].
Some researchers aim to verify the satisfiability of popular

SAT and SMT expressions and some high-performance solvers
(Z3 [54] and CVC4 [55]) have been developed. To check
complex properties concerned in software artifacts, some re-
searchers aim to check constraints with richer semantics. Ly et
al. [56] emphasizes on compliance monitoring for referencing
data beyond the properties in the respective events from the
software. Mayr-Dorn et. al [57] proposes a more proactive
framework for automatically checking QA constraints depend-
ing on process progress. Except for monitoring software traces,
some researchers [7]-[10] aim to detect problematic contexts
based on FOL-formed consistency constraints.

Metamorphic testing [13], [58], [59] can alleviate the testing
oracle problem by specifying and validating program proper-
ties as metamorphic relations (MRs). It has exhibited unique
usefulness for testing hard-to-test software systems like search
implementations [14], SMT solvers [15], C compilers [16],
[17], [60], natural language translators [18], [19], [61], au-
tonomous cars [20], [21], web service [62], database [63], DL
programs [64], [65], and etc. For example, Winterer et al. [66]
and Yao et al. [15] constructed MRs by transforming formulas
under solving, and found bugs in mature SMT solvers Z3 [54]
and CVC4 [55]. Different from traditional solvers, which
check satisfiability and return solutions for SMT formulas, CC
implementations studied in this work check dynamic contexts
against FOL constraints with extensible bfunc parts, thus
encoding richer semantics for property monitoring in practical
scenarios. We also leverage MT’s superiority on testing hard-
to-test complex systems in this work and proposed principled
metamorphic transformations designed specifically for CC
implementations, also confirming MT’s unique effectiveness.

VI. CONCLUSION

In this paper, we studied the problem of testing CC
implementations in a metamorphic way. We addressed the
challenge of automatically generating test inputs and validat-
ing test results by a principled metamorphic transformation
approach. The approach is built on our sensitivity and diversity
principles, and guided the design of a family of 15 MRs.
The experiments reported promising results on these MRs’
test effectiveness, largely alleviating developers’ burden of
checking result labeling or cross-implementation validation.

This work also advocates and exemplifies customized design
of MRs for specific software systems, rather than purely
following existing general-purpose MRs (e.g., fuzzing inputs
and predicting output immutability). We look forward to more
efforts in this field, and are working along this line for a unified
metamorphic framework.
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