Oreo: detection of clones in the
twilight zone
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B “'_I“able 1 Meth;d-Level Soft;vare Metncs o

Name

Description

XMET
VREF

NEXP
NAND
MDN
LOOP
LMET

HEFF
HDIF
EXCT
EXCR
CREF
COMP
CAST
NBLTRL=
NCLTRL=
NSLTRL=
NNLTRL=

NNULLTRL=

Number of extefjnal methods called
Number of variables referenced
Number of variables declared
Number of statements

Total number of operators
Number of arguments

Number of expressions

Total number of operands
Method, Maximum depth of nesting
Number of loops (for,while)
Number of local methods called
Halstead vocabulary

Halstead effort to implement
Halstead difficulty to implement
Number of exceptions thrown
Number of exceptions referenced
Number of classes referenced
McCabes cyclomatic complexity
Number of class casts

Number of Boolean Literals
Number of Character Literals
Number of String Literals
Number of Numerical literals
Number of Null Literals




Semantic
similarity
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© Listing 2: Action Filter Example

public static String getEncryptedPassword(String password) throws InfoException {
StringBuffer buffer = new StringBuffer () ;

try {

byte[] encrypt = password getBytes("UTF—8");
MessageDigest md = MessageDigest. getInstance ("SHA");
md.update(encrypt);

byte[] hashedPasswd = md.digest() ;

for (int i = 0; i < hashedPasswd.length; i++) {
buffer .append(Byte. toString (hashedPasswd[i])) ;

}
} catch (Exception e) {

throw new InfoException(LanguageTraslator. traslate ("474"), ¢);

}
return buffer . toString () ;

}
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| » S1amese archltecture neural network [4]

iz nﬁ L 726 7‘ m °

romomEcE!
l 7%w@ﬂ%h%&7~kﬁT
R 57 75 2 73 e -




= @ @

[awor 7]~
‘fﬁewmﬁnﬁ

2| 48‘5()11’\7 F )l/

Flgnre 3: Siamese Architecture Model Trained for Clone
= Lo Detection: The model consists of two parts: 1) two identical
A% A  subnetworks, 2) a comparator network, and 3) a Classification unit.
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* Listing 3: Clone Pair Example:

private void sortByName() {

nt i, );

String v;

for (i = 0; i < count; i++) {

Channelltem ch = chansli ];

v = ch.getTag();

)} =L

while ((j > 0) && (collator . compare(chans[j — 1].getTag(), v) > 0)) {
-

)=

}

= ch;
H

'

public void bubblesort( String filenames []) {

for (int i = filenames length — 1; i > 0; i—){
for (int j = 0; j < i; j++) {

String temp;

if (filenames[j]. compareTo(filename

temp = filenames|j J;

filenames j] -
filenames[j + 1] - temp;

+1




public static String getExtension( final String filename) {

if (flename == null || filename.trim().length() ==0 || !filename.contains(".")) return null;
int pos§ = filename .

return filename. substring (pos + 1);

private static String getFormatByName(String name) {

if (namel= null) {

final it - HASCIASURGERORQNE) + 1 K - namcIESURAESOROM) + 1.
il (j » k &&j < namelength()) return name.substring(j);

}

return null ;

}




 Listing 5: False Positive Example

public static String getHexString(byte[] bytes) {

if (bytes == null) return null;

StringBuilder hex = new StringBuilder (2 « bytes.length);

for (byte b : bytes) {

hex.append(HEX_CHARS([(b & 0xF0) >> 4]).append(HEX_CHARS[(b & 0x0F)])
}

return hex. toString () ;
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String sequenceUsingFor(int start , int stop) {
StringBuilder builder = new StringBuilder () ;
for(int i = start; i <=stop; i++) {

(i > start) builder.ap

builder .append(i) ;

}

return builder ., toString () ;

}
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. Tablez Comparlson of Prec1smn/Recall Values for e -
Different Models on Test Dataset

Model Precision Recall
Logistic Regression  0.846 0.886
Shallow NN 0.931 0.963
Random forest 0.93 0.94
Plain DNN 0.939 0.972
Siamese DNN : :
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Figure 8: ROC Plot and AUC Values




Table 3: Recall and Precision Measurements on BigCloneBench

Recall Results Precision Results Tool Configuration

Tool
00 T1(35802) T2(4577) VST3(4,156) ST3(15031) |MT3 (80,023) | WT3/T4 (7,804.868)

% # % # % # % # % # # Sample Strength=400 Based on communications with tool authors or based on [49]

Oreo 100 35,798 99 4,547 100 4,139 89 13,391 30 23,834 . 57,273 89.5% MIT=15,0 = 55%, I = 60%
SourcererCC 100 35,797 97 4,462 93 3,871 60 9,099 5 4,187 2,005 97.8% MIT=1, 0 = 70%
CloneWorks 100 35,777 99 4,544 98 4,090 93 13,976 3 2,700 35 98.7% MIT=1, © = 70%, Mode=Aggressive

NiCad 100 35,769 99 4,541 98 4,091 93 13,910 0.8 671 12 99% MIL=6, BIN=True, IA=True, © = 30%

Deckard* 60 21,481 58 2,655 62 2,577 31 4,660 12 9,603 780,487 34.8% MIT=50, Stride=2, © = 85%

= Absolute numbers for Deckard are calculated based on the reported percentage values
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// Original method
String sequence(int start, int stop) {
StringBuilder builder = new StringBuilder () ;
int 1 = start;
while (i <= stop) {
if (i » start) builder .append(',");
builder . append(i);
14+,
}

return builder . toString () ;

/! Type=2 clone
String sequence(int begin, int end) {
StringBuilder builder = new StringBuilder () ;
int n = begin;
while (n <= end) |{
if (n > begin) builder .append('.");
builder . append(n);
N+ +;
}

return builder . toString () ;

e N A N N L A RN A e e e SR o g e g R Sy Mo S 2L s e - - o
B A e e T e A R e A e e NN
\




/! Original method

String sequence(int start, int stop) {
StringBuilder builder = new StringBuilder () ;
int 1 = start;

while (i <= stop) {

if (i » start) builder .append(',");

builder . append(i);

144

}

return builder . toString () ;

/! Very strongly Type-3 clone

String sequence(short start, short stop) {
StringBuilder builder = new StringBuilder () ;
for (short i = start; i <=stop; i++) {

if (i » start) builder .append('.');

builder . append(i);

}

return builder . toString () ;

}
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/! Original method

String sequence(int start, int stop) {
StringBuilder builder = new StringBuilder () ;
int 1 = start;

while (i <= stop) {

if (i » start) builder .append(',');

builder . append(i);

144

}

return builder . toString () ;

J/ Moderately Type—3 clone -
String seq(int start, int stop){

String sep = ".";

String result = Integer . toString ( start ) ;

for (int 1 = start + 1; ; i++) {

if (i > stop) break;

result = String . join(sep, result, Integer.toString(i));

}

return result ;
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/! Original method
String sequence(int start, int stop) {
StringBuilder builder = new StringBuilder () ;
int 1 = start;
while (i <= stop) {
if (i » start) builder .append('.");
builder . append(i);
144;
}
- 10| return builder . toString () ;
- 1))
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String seq(int begin, int end, String sep){

String result = Integer . toString (begin) ;

for (int n = begin + 1; ;n++) {

if (end < n) break;

result = String .join(sep, result, Integer.toString(n));
}

return result ;
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// Original method

String sequence(int start, int stop) {
StringBuilder builder = new StringBuilder () ;
int 1 = start;

while (i <= stop) {

if (i » start) builder .append(',");

builder . append(i);

144

}

return builder . toString () ;

}

/I Type—4 clone

String range(short n, short m){
if (n==m)

return Short. toString (n);
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return Short. toString (n)+ "," + range(n+1, m);
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