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[43] S. J. Rose, V. L. Crow, N. O. Cramer et al., “Rapid automatic keyword extraction for information retrieval and
analysis,” Pacific Northwest National Lab.(PNNL), Richland, WA (United States), Tech. Rep., 2012.

[44] S. Rose, D. Engel, N. Cramer, and W. Cowley, “Automatic keyword extraction from individual documents,” Text
Mining: Applications and Theory, vol. 1, pp. 1-20, 2010.
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- CWE-435 (\HA1EAHTZZ—)
- FULKIRBESEBHOIYT 4T 4« BEOREYRBEIEFE

v8=0.5
gini = 0.002
samples = 2459
value = [2457, 2]

(I

False
ft ser\_rer <0.5 gini = 0.32
gini = 0. samples =5
samples = 2454 value = [4, 1]

value = [2453, 1]

gini = 0.0 gini = 0.153
samples = 2442 samples =12
value = [2442, 0] value = [11, 1]

(a) CWE 435
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CWEID | #s P R f1 A
435 2 0.000 | 0.000 | 0.000 | 0.998
682 15 0.000 | 0.000 | 0.000 | 0.992
703 62 0.333 [ 0.083 | 0.133 | 0.974
691 210 0.200 | 0.075 | 0.109 | 0.900
284 400 0.389 | 0.171 | 0.237 | 0.817
693 424 0.350 | 0.171 | 0.230 | 0.809
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Type Vulnerability | precision | recall | fl-score
Operating CWE-664 0.828 | 0.815 0.795
Systenis CWE-707 0.73 | 0.704 0.713

CWE-693 0.8 | 0.796 0.798

CWE-664 0.796 | 0.804 0.797

Hardware WE-707 0.77 0,732 0.731
|4(;WE—693 0.96 [ 0911 0.926

CWE-664 0.599 | 0.592 0.589

Apps CWE-707 0.56 | 0.559 0.559
CWE-693 0.719 | 0.842 0.776
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