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Fig. 1. Yearly distribution of the time lag (calculated at the date of the image’s
last update) for all outdated packages, grouped by operating system.
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Fig. 2. Yearly distribution of version lag (calculated at the date of image’s
last update) for all outdated packages in images.
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Fig. 3. Yearly distribution of version lag (calculated at the date of March
13" 2018) for all outdated packages in images.
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TABLE II
THE TOP 5 VULNERABILITY TYPES FOUND FOR NPM PACKAGES IN
DOCKER CONTAINERS.

- % affected | # unique
Vulnerability type containers affected packages
ReDoS 100 29
Uninitialized Memory Exposure 100 7
Prototype Pollution 100 4
Access Restriction Bypass 100 1
Prototype Override Protection Bypass | 79 1
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Fig. 4. Image last update and number of vulnerabilities found in it.
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