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JLb=IL1 : Atomic Rule

Name Rules

Threat-based (T)
Asset-based (A)
Security property-based (S)

Subject >< Eliminate >< Threat >

Subject >< Protect >< Asset >

Subject >< Achieve >< SecurityProperty >
Subject >< Provide >< SecurityMechanism >
Subject >< Restrict > [< Object >|
Countermeasure-based (C) Subject >< Assure > [< SecureCondition >|

Subject >< Permit > [< SecureCondition >|

NN N NN AN N A

Subject >< Obey > [< SecurityPolicy >|

* Threat-based : FISNEHBENTOTH (BHRHEGRE) ZiL Lkt
* Asset-based I BABHRFOEEZREI 2 & Z R Uil
tPEEUREERINEEF2I T+

- Security property-based : Bz
IBEH %R U SR

- Countermeasure-based : tx a2V s Zmic I cOHICERT 2 FE%Z
L 7z s8R

C

il




IL—IL2 : Compound Rule

Name  Rules

CA < Subject >< Provide >< SecurityMechanism > to < Protect >< Asset >

T < Subject >< Provide >< SecurityMechanism > to < Eliminate >< Threat >

CS < Subject >< Provide >< SecurityMechanism > to < Achieve >< SecurityProperty >

ATl < Subject >< Protect >< Asset > to < Fliminate >< Threat >

SA < Subject >< Protect >< SecurityProperty > of < Asset >

1S < Subject >< Eliminate >< Threat > to < Achieve >< SecurityProperty >

CAT < Subject >< Provide >< SecurityMechanism > to < Protect >< Asset > from < Threat >

AlS < Subject >< Protect >< Asset > from < Threat > to < Achieve >< SecurityProperty >

CSA < Subject >< Provide >< SecurityMechanism > to < Protect >< SecurityProperty > of < Asset >

CTS < Subject >< Provide >< SecurityMechanism > to < Eliminate >< Threat > to < Achieve >< SecurityProperty >
< Subject >< Provide >< SecurityMechanism > to < Protect >< Asset > from < Threat > to < Achieve

CATS SecurityProperty >

- Atomic RulezfiHEHbEIL—IU

-BHEOEF IV TAEHDEFNTWVWSEMICEXILH]
REICT Db DIL—IU
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Entity Keywords
security, identification, authentication, authorization, in- Relation Keywords
Security tegrity, immunity, anonymity, confidentiality, privacy,
Property availability, non-repudiation, accountability, business con- Eliminate eliminate, get rid of, stop, reduce, avoid
tinuity, reliability .
1 abiity ‘ . _ Protect protect, defend, save
auditing, access control, proof, key, lock, pin, detection, Achi hi btai <fv. fulfill
validation, verification, awareness, education, training, chieve achieve, obtain, sausty, Tuih

Security back-up, clear desk, clear screen, clock synchronization, Provide provide, implement, have, deploy

Mechanism cryptogruphy. disposal, log. nmniloripg. scgrcgu}ion. sep- Restrict restrict. limit
aration, password, screening, protection, compliance, re-
striction, assurance, permission Assure assure, ensurc
Threat l'r'uud. error, bug, vulnerability, risk, fault, leakage, misuse, Permit permit, allow, admit
virus Obey obey, comply, subject to
Asset NP
Subject NP

[6]D. G. Firesmith, “A taxonomy of security-related requirements,” in International Workshop on High
Assurance Systems (RHAS'05). Citeseer, 2005.

[7] . Committee, “Iso/iec 27000:2012 information technology — security techniques — information security
management systems - overview and vocabulary,” Online: http://www.27000.org/, 2012.
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REFEDFEFIR

Original Sgcunty Sgcurnty Training
data requirements requirements data
keywords linguistic rules

. l| Generate | I| Parse tree | I| Keyword | I| Linguistic | |©
parse trees stemming matching rule matching
- FFEANY MLDERK
- Keyword matching
» EF A VUTAEFF—T—FEFENRTVLWNET, 25 TRIFTNIEFO

- Linguistic rule matching

» EFXFAVTAEHILIILDOBXAREANT —IOBXARZLHRLY Y
FLTWNIET, Z25TRIFNIEFC0ET S
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RQ1 : RHBEDORWERFEZ 7LV LI END?

ePurse CPN

GP

- NRAAFEBEOFENEEELAM
ITRIFEDRE
- RecallD&H 5\J487%= K




)Y —FIOITRAFIY

- RQT RV BEORWHEHMZFEZIILIVILEFEN?

-FA—TRAX, XA XXy K
J48, SVM, VATA YYD

» RNAZXDOERBICEDWEFIE, REARDS
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Specification Requirements  Security requirements  Percentage

ePurse 124 83
CPN 210 41
GP 176 63

67%
20%
36%

c BEFE (F141—ORA X

- BEANT MUVERICES BEEFERANXICE

T
- 10X Z=RELEZ K 1E

- Precision& Recall&EF1{E%
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RQ2 : RREFERBEDEEREZR LTSN?

Dataset Precision Recall F-measure
ePurse (0.83/0.9 (0.93/0.75 ().88/0.82
CPN 0.98/1.76 0.950.71 0.96/0.73
GP 0.81/0.79 (.92/0.7 ().86/0.74
ePurse+CPN 0.81/0.77 (0.93/0.74 (.87/0.76
ePurse+GP ().8/0.82 (0.96/0.83 ().87/0.82
CPN+GP (0.82/0.71 (.87/0.72 (.85/0.71 EE@/TIIEE;—E
ePurse+CPN+GP  0.79/0.76 0.91/0.8 ().84/0.78
average (.83/0.79 (.92/0.75 (.88/0.77

Remark: benchmark results are presented first
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RQ3 : REFZERMD XL DEF 21V T 1 EHODFEICHITFIHED ?

Dataset Precision Recall F-measure
ePurse(CPN) 0.23/0.52 0.54/0.78 0.33/0.63
ePurse(GP) 0.43/0.5 .85/0.78 0.57/0.61
CPN(ePurse) (0.99/0.95 0.33/0.49 0.47/0.65
CPN(GP) 0.29/0.85 0.19/0.17 0.23/0.29
GP(ePurse) 0.72/0.94 0.48/0.82 0.58/0.88
GP(CPN) (0.29/0.5 0.65/0.76 0.4/0.6
ePurse+CPN(GP)  0.51/0.52 0.56/0.43 0.53/0.47
cPurse+GP(CPN)  0.26/0.47 0.85/0.76 0.4/0.58
CPN+GP(ePurse)  0.84/0.95 0.31/0.75 0.46/0.84
average 0.51/0.69 (.53/0.64 0.44/0.61

Remark: benchmark results are presented first
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