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package test; D v
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2 Name Value

3 public class { no method return value

4 public static void main( [1 args) { D args String[0] (id=15)
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out.println("a®AHKEWN");
} else {
out.println("b@AHKEWN");
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D ~ 3 P < > Search scripts (Ctrl+P) @

1 if (1 t==1) {
console.log("dead code!?"); // set breakpoint here
31}
Figure 1: JavaScript debugger of Firefox 54 incorrectly
pauses at a breakpoint in dead code. Bug found with DBDB.
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Differential Testing

Generate ‘
Actions

var foo = 2;
function a() { —

}

Programs-
to-Debug

: pausel in
Assign to ine
Equivalence Class : "::ze in

Equivalence Classes of
Diverging Behaviors

Traces with
Diverging Behavior

Figure 2: DBDB overview: differential testing finds diverging
behaviors, which are then assigned to equivalence classes.
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Set breakpoint at line : Breakpoint set at line

Removed

Remove breakpoint at line:
Not removed

Paused at line
€ Call stack: fn1, fn2, ...
Variables: namel = valuel, .

Start execution : €

Resume
Step m/out/over

Figure 5: Interactive debuggers as finite state transducers. In
transitions, “:” separates inputs (green) from outputs (blue).

¥ = BpAction | ExecAction | ¢ (Actions)

BpAction ::= Set breakpoint at line |
Remove breakpoint at line
ExecAction ::= Start execution | Resume |
Step in | Step out | Step over
I' ::= BpOutput | (Outputs)
ProgramState |
Execution finished |
€
BpOutput ::= Breakpoint set at line | Removed | Not removed
ProgramState ::= (line, callStack, vars)
callStack ::= namex
vars ::= (name : type = value?)*
line € N, line numbers (Meta Variables)
name € identifiers
type € types

value € primitive values

Figure 4: Grammars of debugging actions and outputs.
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Algorithm 1 Interactive differential analysis

Input: Debugger D4, Dg and program P
Output: Traces t4,tg of actions and outputs

1:

Assume: D 4.state = Dg.state = not running

2
3
4
5:
6
7
8

> Manipulate breakpoints:

BPs « 0

: while |BPs| < max number of breakpoints do

| « randLine(P)
if [ € BPs then
continue
Iy < Da.setBp(l); Ig « Dp.setBp(l)
if [4 # Ig then
return “Diverging behavior: Bp location”
if randProb() < prob. of removing breakpoint then
ok < Da.rmBp(l,); okg < Dg.rmBp(l,)
if ok # okp then
return “Diverging behavior: Bp removal”
else
BPs « BPsU {la,lg}

> Start program execution:

D 4 .startExec(); Dp.startExec()

> Step and resume:

repeat
Wait until Dy .state # running and Dp.state # running
if D 4.state = Dp.state = not running then
return “Program finished”
if D 4.state # Dp.state then
return “Diverging behavior: Termination”
if D .programState # Dg.programState then
return “Diverging behavior: Program state”
action « randPick({ resume, stepIn, stepOut, stepOver})
D 4.action(); Dg.action()

. until max number of execution actions
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// Program 2

// Program 1 } .

. ) ) ) 2 | var x = 10;

for (let i=0; i < 3; i++) { i3 | for (var j = 7; j < x; j++) {

; console.log(i); 44 | // Some statements

[ ca
Firefox debugger: Chromium debugger: Firefox debugger: Chromium debugger:
Set breakpoint at line 25 Set breakpoint at line 25 Set breakpoint at line 43 Set breakpoint at line 43
Breakpoint set at line 25 Breakpoint set at line 25 Breakpoint set at line 43 Breakpoint set at line 43
Start execution Start execution z Start execution Start execution
At line 25, call stack ... At line 25, call stack ... At line 43, call stack ... At line 43, call stack ...
Step over Step over Step over Step over
At line 26, call stack ... At line 25, call stack ... At line 44, call stack ... At line 43, call stack ...
(a) Program 1 and corresponding pair of traces. (b) Program 2 and corresponding pair of traces.

Figure 6: Example of equivalent diverging behaviors exposed by two different programs.
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Figure 7: Completed test runs (and their results) per maxi-

mum number of generated execution actions.
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d 1 1 6 2 'f/—-F O) ;_\_—E E % 1 1 Zifré iﬁ 0) 7 Table 2: The top 6 equivalence classes of diverging behavior.
-3 X c: %E. %\ éj\ (/j— f: Diff. Type Last Action AST Node Size in %

Set breakpoint ~ Set breakpoint  Program 538  31.8%
Set breakpoint ~ Set breakpoint  ArrayExpr 72 43%
Set breakpoint ~ Set breakpoint  BinaryExpr 64  3.8%

> > Paused li Step i ForStmt 61 3.6%
d E 0) J: 0) ‘j: -U_ /r X bij( % L \ Se:tlllS)iealizf)int Se(ipb?e]akpoint Property 55 3.3%

7 _3 X@J:{ﬁ@fﬁ%/_j—\ L/_( L\ Paused line Step over ForStmt 51 3.0%
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Number of inspected diverging behaviors
Figure 9: Found unique root causes when sampling differ-
ence equivalence classes compared to raw differences.
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Figure 8: Runtime of the differential testing per program-to-debug. Since actions are randomly generated, medians (middle
band) and first and third quartile (bottom and top of box) are shown after 50 runs. Whiskers indicate minimum and maximum.
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