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System Domain Architecture # of bugs
ZooKeeper Coordination Master/slav.e based o 22
leader election
Hadoop Computing Master/slave 22
MapReduce framework
Cassandra Storage Peer-to-peer 27
HBase Storage Master/slave 32
Total - - 103
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Bug patterns ZK |MR | CA | HB |Total
No backup 4 2 0 0 6
Backup Incorrect  backup 3 3 4 1 1
management
Crash/re- |No crash detection 0 5 2 7 14
boot de- [Untimely crash/re- 0 1 ) 1 A
tection boot detection
Incorrect state identification 5 4 5 3 17
Incorrect state recovery 5 4 11 9 29
Concurrency 5 3 3 11 22
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Components ZK MR CA HB Total
Crash handling 2 6 3 24 35
Backing up 10 5 4 1 20
Local recovery 4 5 7 1 17
Crash detection 0 6 3 4 13
Remote synchronization 3 0 3 4 10
Reboot handling 3 1 6 0 10
Reboot detection 0 0 1 1 2
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Node _ 2(4%) 1  3(38%)  |4(2%)|
Crash
Reboot 0(36%
Request 0(37%
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Incomplete fixes
Complete
. : Introduce Reduce
fixes Omit cases -
new bugs probability
ZK 17 2 2 1
MR 19 0 2 1
CA 24 0 0 3
H 31 0 1
Total 91 2 6
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