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[TJAhmed Zerouali, Valerio Cosentino, Gregorio Robles, Jesus M. Gonzalez-Barahona, and Tom Mens. 2019. ConPan: a tool to analyze packages in software
containers. In Proceedings of the 16th International Conference on Mining Software Repositories (MSR '19). Pages 592-596.

[2]Red Hat, “Red hat global customer tech outlook 2019: Automation, cloud, and security lead funding priorities,

" https://www.redhat.com/en/blog/red-hat-global-customer-tech-outlook- 2019-automation-cloud-security-lead-funding-priorities, accessed: 25/01/20109.
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12



=[S

HRENEFP TA—F

- AT FleafFnsed N\ ir—Ivy o7 ko 7071ty
ADEBEDIRIAZ XET B

®
.
\
N
|

\l
hl

\l
<

| =
LL

\l_\

SN

-nN5Y 78U
N5V 778D

I

1
oy O
(¥ Qu

A4t AETE
1tV A%

N N

88

13



AHFEDITR

e ALV AEBEETED LN
- EB1ERE Libs: N\ —IY T MNDT T
- 2R App: S NILDIT7 + 7 FTUT—Y3aYv

- 5B 1ERB&E + R2EXIE

INY T =Y LARILTD Iy —I + 7Y — 3y
it DEE DAt AERMEDOHES

—

AV ABBREEED L NI

AAERTIEFAV T FAAXA=IICEEXEFND0SSOTA VRO EBEEE

B1EETHS 7M7)V HOEBEEERICEFIT S

2D

14



AT TR/ —I : Tern

e VMwarehHE UL TWBEA -T2V —XY T RND TS

- AVTFAA=IZANAELTTAEYRAZHEET B

- Debian, Ubuntu (AptBIE 3 X7 L) TIlECopyright7 7 1
IWONBZHADT B 25158 YIhITF

03901b4a2ea88ee libcryptol.1
03901b4a2ea88ee libssl1.1
03901b4a2ea88ee libtls-standalone
03901b4a2ea88ee ssl _client

Z4EVR
03901b4a2ea88ee musl MIT
03901b4a2ea88ee busybox GPL-2.0
03901b4a2ea88ee alpine-keys MIT

OpenSSL

OpenSSL

ISC

GPL-2.0
03901b4a2ea88ee zlib zlib
03901b4a2ea88ee apk-tools GPL-2.0
03901b4a2ea88ee scanelf GPL-2.0
03901b4a2ea88ee libc-utils BSD

EIPUES AV T Ty —IU ZELAV—TCA YA N=ILENhiz
mp Tern 1V A—&

15



Copyright®ii 75l

e ApPtBEEB I AT LZAWVWTWSIFE(IXCopyrightZz /7
- BRICEDFETE 74—~ v DA

- Debian Format

AV AX

Format: https://www.debian.org/doc/packaging-manuals/copyright-format/1.0/
Upstream-Name: grep

Upstream-Contact: bug-grep@gnu.org

Source: https://savannah.gnu.org/projects/grep
git://git.savannah.gnu.org/grep.git

Files: *

Copyright: 1992, 1997-2002, 2004-2012 Free Software Foundation, Inc.
2004, Stepan Kasal <kasal@ucw.cz>

2007, Tony Abou-Assaleh <taa@acm.org>

2009-2012, Jim Meyering <jim@meyering.net> and Paolo Bonzini
<bonzini@gnu.org>

License: GPL-3+

Files: debian/*
Copyright: 2005-2013 Anibal Monsalve Salazar <anibal@debian.org> and Santiago
Ruano Rincén <santiago@debian.org>

2003-2004 Ryan M. Golbeck <rmgolbeck@debian.org>

2003, Jeff Bailey <jbailey @nisa.net>

2003, Clint Adams <schizo@debian.org> Mon, 10 Mar 2003 02:10:32 -0500

2001 Robert van der Meulen <rvdm@debian.org>

1996-2000 Wichert Akkerman <wakkerma@debian.org>
License: GPL-3+

License: GPL-3+
Copyright (C) 1992, 1997, 1998, 1999, 2000, 2001, 2002, 2004,
2005, 2006, 2007, 2008, 2009 Free Software Foundation, Inc.

This program is free software; you can redistribute it and/or modify

This package was written by Peter Tobias <tobias@et-inf.ftho-emden.de>
on Thu, 16 Jan 1997 01:00:34 +0100.

License:

Copyright (C) 2009 Michael Meskes <meskes@debian.org>
Copyright (C) 2004-2005 Graham Wilson <graham@debian.org>
Copyright (C) 1997 Bernd Eckenfels

Copyright (C) 1997 Peter Tobias <tobias@et-inf.tho-emden.de>
Copyright (C) 1996 Free Software Foundation, Inc.

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; version 2 of the License.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

On Debian systems, the complete text of the GNU General Public License
can be found in /usr/share/common-licenses/GPL-2 file.
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[7]Daniel M. German, Yuki Manabe, and Katsuro Inoue. 2010. A sentence-matching method for automatic license identification of source code files. 18

In Proceedings of the IEEE/ACM international conference on Automated software engineering (ASE '10).
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Redistribution and use in source and binary forms, with o
without modification, are permitted provided that the
following conditions are met:

r

1. Redistributions of source code must retain the above

copyright notice, this list of conditions and the following
disclaimer.

—_—

2. Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following™
disclaimer in the documentation and/or other materials

b

S

IE#FRIF : Redistribution(
and use in source and binary]...]

)?

JL—)L4 : BSDcondSource

IE#3RIF : Redistribution(s)? of
source code]...]
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: BSDcondBinary

provided with the distribution.
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binary form|...]
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Upstream-Name: grep

Upstream-Contact: bug-grep@gnu.org

Source: https://savannah.gnu.org/projects/grep
git://git.savannah.gnu.org/grep.git

Files: *

Copyright: 1992, 1997-2002, 2004-2012 Free Software Foundation, Inc.
2004, Stepan Kasal <kasal@ucw.cz>

2007, Tony Abou-Assaleh <taa@acm.org>

2009-2012, Jim Meyering <jim@meyering.net> and Paolo Bonzini
<bonzini@gnu.org>

License: GPL-3+

Files: debian/*

Copyright: 2005-2013 Anibal Monsalve Salazar <anibal@debian.org> and Santiago
Ruano Rincén <santiago@debian.org>

2003-2004 Ryan M. Golbeck <rmgolbeck @debian.org>

2003, Jeff Bailey <jbailey @nisa.net>

2003, Clint Adams <schizo@debian.org> Mon, 10 Mar 2003 02:10:32 -0500

2001 Robert van der Meulen <rvdm@debian.org>

==

Files: *

Copyright: 1992, 1997-2002, 2004-2012 Free Software Foundation, Inc.

2004, Stepan Kasal <kasal@ucw.cz>

2007, Tony Abou-Assaleh <taa@acm.org>

2009-2012, Jim Meyering <jim@meyering.net> and Paolo Bonzini <bonzini@gnu.org>
License: GPL-3+

IERRERIR

License: GPL-3+
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GPLv2+ LGPL3+ GPLv2 MPLv1 1
GPLv2+_Apachel GPLv2_CDDL-1.0
GPLv2+_Apache2.0 GPLv2_EPL-1.0
GPLv2+_BSD4 GPLv2 _LPPL
GPLv2+ MPLv1 1 GPLv2_OpenSSL
GPLv2+_CDDL-1.0 GPLv3+_Apachel
GPLv2+ EPL-1.0 GPLv3+_BSD4
GPLv2+ LPPL GPLv3+ MPLv1 1
GPLv2+_OpenSSL GPLv3+ CDDL-1.0
GPLv2_GPL3+ GPLv3+_EPL-1.0
GPLv2_LGPL3+ GPLv3+_LPPL
GPLv2_Apachel GPLv3+_OpenSSL
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[8]https://www.gnu.org/licenses/license-list.html
[9]D. M. German and J. M. Gonzalez-Barahona. An empirical study of the reuse of software licensed under the GNU General Public License. In Proc. of the
International Open Source Systems Conference (0SS'09), Springer, 2009, 185-198.



https://www.gnu.org/licenses/license-list.html

P 7O0—FOHE

copyright”7 7 1)L
Zz 7

Ternlc &%

RIS R
O TN P

@ﬁﬁ At

ALV REE R

EBpUYIN

Ninka = Debian Formatl{ 4+
71t /Zfﬁm ¢—

copyright
sCah 2 FERD

ShuY)
Format i< st Debian Format
tD w <—I
E}@I Eﬁ fLT L/LIE%EE'%EE

FRATHE R
I T =INA VAN=ILEN LAV —18IR
EENTRER DL 7] T =%

- Bt OB E



T—=ARRI T4

e T —45tv NDIERK
- MSRT—% t v ~[10]

T—IR=—2AMNS, ANKOIVTFTEHD)AN=ZLER U,
DockerHub®» 545 o>y O— K9 3

« HEIR

7N

- DockerHub EICTFEFHEIT A AT T =2ERICENT T 5
1EFAEZI YT FHEAR
PIEBEZAEVADHLEAESL YT T DBEHEE

[10]Gerald Schermann, Sali Zumberi, and Jirgen Cito. 2018. Structured information on state and evolution of dockerfiles on github. In Proceedings of the 15th
International Conference on Mining Software Repositories (MSR '18).



=ty bDEH

s T—5DT74ILFY UV

- AAXA=IDN—=I3VDEEHDH DD HF]

- VTN TAEYRDINY T =T DHETR
- OSD A X =V RN
OSICHAEY 7Rz 7HA YA R=ILENTWVWBE AV THFHTR
e Tern CEEMAIREER IV T F 2R

TernTETRIBER OV T

DockerHubIC7&

MSRDataset Ternf&HT ] RE
TETBAA—Y
" 639 379 156
FAR 3,092 2,366 625

24



21V ABRBEDTERAAVT

BB TCSA LV ABEENTED IV THE

>
ﬁl?

FERT

e FEAEDOY

1L AELDE

Tern Ninka + Debian "

Format

20 136 156

161 464 625

T

7+ HUbuntu, Debian(APTEIE > X
TL)ZRRALTWS

e Ninka + Debian FormatD LI ZEINT 5 Z & T,

EREEDY T FHMIEMT 5

25



RO RAZSL VT

NN 140 16 156

E S/ 537 88 625

e F—Hty hOOAVTFHSFAERT A ADHEH

BhEZzEeC VT8 =ED
¢« 2 DAVTHRFIEEBTZAEVADEDLED YRS
ZELTWDS

26



GPLv2+®

AR 7T O

D25 iy all T

=
—

@

Bo1EYRT

N5 17t ADHEAEDLE
- H 5 EHZWVWGEGPLV2+ &EGPLV3+ICDWT L

o] et A] HE

- T Oftt, SEEBOYR IV ZECHEAGDOENERTFR

FHAEDLEZESD VT

HBELEZEECAA—IH

ZI1EYADHEHBEDE

GPLv2+_GPLv3+
GPLv2+_LGPL3+
GPLv2+_Apachel
GPLv2+_Apache2.0
GPLv2+_BSD4
GPLv2+_MPLv1 1
GPLv2+_CDDL-1.0
GPLv2+_EPL-1.0
GPLv2+_LPPL
GPLv2+_OpenSSL
GPLv2_GPL3+
GPLv2_LGPL3+
GPLv2_Apachel
GPLv2_Apache2.0

140
19
39
52
111
38
1

11
0]

7
140
19
39
53

GPLv2 _BSD4 111
GPLv2_MPLv1_1 38
GPLv2_CDDL-1.0 1
GPLv2_EPL-1.0 11
GPLv2_LPPL 9)
GPLv2_OpenSSL 1 6
GPLv3+_Apachel 39
GPLv3+_BSD4 111
GPLv3+ MPLv1 1 38
GPLv3+ CDDL-1.0 0
GPLv3+ EPL-1.0 11
GPLv3+ LPPL O
GPLv3+_OpenSSL 4
27



s AVFHIE

- Z0Ofs, FEMOUYR IV Z2E2CHAEGDLENEREFRE
BEHEABDLEZEL IV TFTH

1Y ADHEHEDE

FEAIN A TF D

EENS TV ROEAEDLE
FEUER
% WVNGPLV2+ & GPLV3+ICDWTIEGPLV2+D

NINAVTF EIF
Hoeb

BZ141t > X ok

A HE

HBEDEZECAA—IH

GPLv2+ GPLv3+
GPLv2+_LGPL3+
GPLv2+_Apachel
GPLv2+_Apache2.0
GPLv2+_BSD4
GPLv2+_MPLv1_1
GPLv2+_CDDL-1.0
GPLv2+_EPL-1.0
GPLv2+_LPPL
GPLv2+_OpenSSL
GPLv2_GPL3+
GPLv2_LGPL3+
GPLv2_Apachel
GPLv2_Apache2.0

537
112
42
77
334
112

13

80
537
125

42

79

GPLv2_BSD4
GPLv2_MPLv1_1
GPLv2_CDDL-1.0
GPLv2_EPL-1.0
GPLv2_LPPL
GPLv2_OpenSSL
GPLv3+_Apachel
GPLv3+_BSD4
GPLv3+ MPLv1 1
GPLv3+ CDDL-1.0
GPLv3+ EPL-1.0
GPLv3+ LPPL
GPLv3+_OpenSSL

334
112

13
97
41
334
112
12

73

28



S

o IRFEDEW

- FEDHEE
- DockerHubIlCTEEIT 2 AT FT—YDINE L FE%
W e i

o SED A
=E AW EBINO DT
EIRICE > LFRICEEITBSIY N 7288 AT D

il
L4V —1&heHW\WcEF/lom

U




BusyBoxlc&I1T5 51t RERDEH

e BusyBox & (&

- BEUnixIY Y R(sPpinghE)Y2a—DDET7 71
ICEHNLIEHBD

- J7AINY A XOEBMNAIGETH D, HHAHLinux/s
ElCHAINS

Illnl

¢ DFF == 'WI_I

- BusyBox(GPLv2)Z B HIAA T I/I\N—R U PERGFEICH D
V—ROA—RFRORARKREZKD, E8OEE
(WestingHouse’® E1451 L k) ICH W TEREAFEE I

=

IIII|I




A7 FIcHEBusyBoxh i IE 9 S rIEEE

>~ 7T 7 & BusyBox
OV T FHEODEBND1DIEY Y —XD%hEAL
m

FFOYAXFNEWT ENEFE LW, BusyBoxdDFl
—VEXYTFID

NN

e BusyBoxZz & ¥ V7T F DiER
- YV XAOA—ROAREBBZERI NS AEENS

- BusyBoxZz&#H, Blc71 YA EBREERZITO &
R EAICHEET Al fE Iih\%%

IVFFAR—Y | Busybox i%
@ < (GPLv2) E g

ﬁ@ﬁ NEFEZH

31



EAZAT N

32



Tern CEEIT CEHVLVER

DockerHubIZTF

MSRDataset _ Ternf#trrIHER
EI DI A=Y
/NGSW 639 379 156
FEAT 3,092 2,366 625

e DockerHUbICEE LR WA X =

- 4045 —
- Privatelmage
e TernD XTI
- XN ADOSZEFERLTWS
- AAXA=IUDNREBEBLTWS
- XY T =N EFEELRRL

33



P P

DIELE

Copyleft

#:Copyleft

FECopyleft

=R

GNU GPL

GNU AGPL

GNU LGPL

MPL

BSD
MIT

5

1EADEM

BE AR D
Y —ARF

NE:

NE:

HATHOE TR

U

NG

NE

3)]: DRV A

NE:

Web#l|

34



os-release file

linux4one@linux4one: ~

File Edit View Search Terminal Help

linux4one@linux4one:~$ cat /etc/os-release
NAME="Ubuntu"

VERSION="18.04 LTS (Bionic Beaver)"
ID=ubuntu

ID LIKE=debian

PRETTY_NAME="Ubuntu 18.04 LTS"

VERSION ID="18.04"

HOME _URL="https://www.ubuntu.com/"

SUPPORT_URL="https://help.ubuntu.com/"

BUG_REPORT _URL="https://bugs.launchpad.net/ubuntu/"

PRIVACY POLICY URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-
policy"”

VERSION_ CODENAME=bionic

UBUNTU_CODENAME=bionic

linux4one@linux4one:~$S
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[ Project |k Dockerfile R Seapshot ______[SRu snAp ONF |
I RS me.Ov
T oss o1
CREATED_AT EEROTR i n
o conmrs wsTRUCTONS
- COMMIT_DATE SNAP_ID [FK]
REPO_PATH DOCKER_PATH FROM_DATE CHANGEDFILE_ID [PK]
I_FORKS CEEATEDA TO_DATE CHANGETYPE
|NETWORK_COUNT FIRST_DOCK_COMMIT CHANGE_DATE R
I_OPEN_ISSUES ! o0& SNISERIONS
|_OWNER_TYPE — Lot
— IMAGEISAUTOMATED PATH
IMAGEISOFFICIAL FILE_NAME
I_STARGAZERS == PRE_TYPE
|_SUBSCRIBERS COMMIT_INDEX FULL_FILE_NAME
|_WATCHERS CURRENT MODE
RANGE_INDEX
RANGE_SIZE
REPO_NAME
n
 Viotated_Rutes |
DOCK_ID [FK]
VIOLEATED_RULES
(mom [ wawaner [l owo
SNAP_ID [FK] SNAP_ID [FK] SNAP_ID [FK]
CURRENT CURRENT CURRENT
FULL_NAME MAINTAINERNAME RUN_PARAMS
IMAGENAME EXECUTABLE
IMAGEVERSION 1
IMAGEVERSIONSTRING
DIGGEST
[ weanonecx [ evteveomT |
SNAP_ID [FK] SNAP_ID [FK] SNAP_ID [FK]
CURRENT CURRENT CMD_PARAMS
INSTRUCTION_PARAMS RUN_PARAMS
INSTRUCTION EXECUTABLE
OPTION_PARAMS 1
| sopsionar |
SNAP_ID [FK]
CURRENT SNAP_ID [F]
SIGNAL CMD_PARAMS
Single Instructions

DIFF_ID [FK] D
COMMIT_DATE DIFF_ID
DEL AFTER
INS BEFORE
Moo CHANGE_TYPE
DIFF_STATE EXECUTABLE
INSTRUCTION
SNAP_D [FK] e
ADD_ID [PX]
-0 [Px] CURRENT
CURRENT SOURCE
PORT DESTINATION
SOURCE_DESTGINATIO
(comment [
i (oneomo |
COMMENT_ID [PK]
SNAP_ID [FK]
INSTRUCTION
ONBUILD_ID [PK]
COMMENT
_ CURRENT
N vemvenow
SNAP_ID [FK] INSTRUCTION PARAMS
=R L0 T
CURRENT
RUN_ID
EXECUTABLE "
RUN_PARAMS
RUN_PARAMS
SNAP_ID [FK] o
LABEL_ID [PK] CoPY_1o [Px)
CURRENT wald
KEY e
VALUVE i
KEY VALUE SOURCE_DESTGINATION
SNAP_ID [FK] SNAP_ID [F]
ENV_ID [PK] ARG_ID [Px]
CURRENT CURRENT
KEY ARG
VALUE
KEY_VALUE user |
SNAP_ID [FK]
[ womkom | USER_10 (x]
SNAP_ID [FK] CURRENT
VOLUME_ID [PK] USERNAME
CURRENT
- (vowme |

Multiple Instructions

SNAP_ID [FK]
VOLUME_ID [PK]
CURRENT
VALUE

[10]Gerald Schermann, Sali Zumberi, and Jirgen Cito. 2018. Structured information on state and evolution of dockerfiles on github
International Conference on Mining Software Repositories (MSR '18).

. In Proceedings of the 15th
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FFH #1 &BusyBo
s BusyBoxZ &
z20
Official 16 19 156
UnOfficial 126 171 625
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