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gitignore + « - YR MY TCEBLEWVWT 7M1 LVDKE Z Lk
bashrc - - - ) (Bash) OBTE% ik

alias website = ssh root@198.51.100.153
bash

env

#!/bin/bash

export AMAZON_ACCESS_KEY_ID='AKIAJA3M. ..

export AMAZON_SECRET_ACCESS_KEY='m9X1XsL/b3/RGUYOY. Lt

bin

j git-ssh

E? apache-2.4.49
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j id_rsa
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j env
#!'/bin/bash
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Reconnaissance
10 techniques
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Resource Development
8 techniques

Initial Access
9 techniques

| F1 FR

A Qﬂiﬁj5is)

/?/ =

Scanning IP Blocks

Active Scanning (3)

Vulnerability Scanning

Wordlist Scanning

Hardware

Gather Victim Host
Information (4)

Software

Firmware

Client Configurations

Credentials

Gather Victim Identity
Information (3

Email Addresses

Employee Names

Gather Victim
Network
Information ()

IP Addresses

Network Security Appliances

Determine Physical Locations

Gather Victim Org
Information (4

Business Relationships

Identify Business Tempo

Identify Roles

Spearphishing Service

Phishing for
Information (3

Spearphishing Attachment

Spearphishing Link

Domain Properties

DNS

Network Trust Dependencies
Network Topology

i, N

‘ Threat Intel Vendors

Acquire Access

Acquire
Infrastructure (g)

Compromise
Accounts (3

Compromise
Infrastructure (7

Develop
Capabilities (4)

Domains

DNS Server

Virtual Private Server
Server

Botnet

Web Services
Serverless

Malvertising

Drive-by
Compromise

Exploit Public-
Facing
Application

External
Remote
Services

Hardware
Additions

Spearphishing Attachment

Phishing (3) Spearphishing Link

Social Media Accounts
Email Accounts

Cloud Accounts

Domains

DNS Server

Virtual Private Server
Server

Botnet

Web Services

Serverless

Malware
Code Signing Certificates
Digital Certificates

Exploits

‘ Social Media Accounts

Spearphishing via Service

Execution
14 techniques
Cloud
Administration
Command

PowerShell

AppleScript
Windows Command

Unix Shell

Command and
Scripting
Interpreter (q)

Visual Basic

Replication
Through
Removable
Media

Compromise Software Dependencies and Development Tools

Supply Chain

Compromise (3 Compromise Software Supply Chain

Compromise Hardware Supply Chain

Trusted
Relationship

Default Accounts
Valid Domain Accounts

Accounts () Local Accounts

Cloud Accounts

Python
JavaScript

Network Device CLI

Cloud API
Container

Administration

Command

Deploy Container

Exploitation for
Client Execution

Component Object V

Inter-Process
Communication (3

Dynamic Data Excha

XPC Services

Native API

At

Cron

Scheduled

Task/Job (5) Scheduled Task

Systemd Timers
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description = ‘Email Simple’
email = \b[a-zA-Z0-9 .+-]+@[a-zA-Z0-9-]
+\.[a-zA-Z20-9-.]1+\Db

description = ‘Firefox Profile’
path =mozilla/firefox.* (logins\. json|
cookies\.sglite|places\.sqglite)

description = ‘Files with credentials’
file = (?1) (id_rsa|passwd|id_rsa.pub|
pgpass |pem|key | shadow)

description = ‘Thunderbird Profile’
path = ($|/)\.?thunderbird/

description = ‘Crypto Wallet’
file = wallet\.dat

description = ‘Chrome Profile’
path = config.x/ (google—-chrome|chromium) /
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Type of Information # Repos (%)  Possible Attacks

API Keys Hyacking, SERD > DIREIC & B
GitHub 65,589 6,898 (5.51 %)  Impersonation, s o — K DEST
Twitter 38,752 3,936 (3.14 %)  Spamming
Other 19,166 4,470 (3.57 %)

RSA Keys Hijacking, - Hezw= -
Private Key 0452 1489 (1.19%) Spamming HIFRIAE = SSHERE D45 7E
Public Weak Key 111 n.a.

Public Vulnerable Key 6 n.a.

PII Spamming,
Email Addresses 1,227,175 88,442 (70.7 %) Phishing

Private Data Hijacking, R S e D D
Firefox Logins 40 29 (0.02%)  Impersonation
Thunderbird Profiles 2 2 (0.002 %)

Mailboxes 52 52 (0.04 %)

Software Packages Hijacking o= N ThE
Python Dependencies 16,315 1,036 (0.83 %) %é%%izﬂ&éﬁ
JavaScript Dependencies 145,050 585 (0.47 %)
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- o VAT LDBRERSZICERT
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Backup (31%)

I ._l Synchronization (23%)

Why did you share your dotfiles on GitHub?
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