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ABSTRACT
Issue tracking data have been used extensively to aid in predicting
or recommending software development practices. Issue attributes
typically change over time, but users may use data from a separate
time of data collection rather than the time of their application sce-
narios. We, therefore, investigate data leakage, which results from
ignoring the chronological order in which the data were produced.
Information leaked from the “future” makes prediction models mis-
leadingly optimistic. We examine existing literature to confirm the
existence of data leakage and reproduce three typical studies (de-
tecting duplicate issues, localizing issues, and predicting issue-fix
time) adjusted for appropriate data to quantify the impact of the
data leakage. We confirm that 11 out of 58 studies have leakage
problem, while 44 are suspected. We observe biased results caused
by data leakage while the extent is not striking. Attributes of sum-
mary, component, and assignee have the largest impact on the results.
Our findings suggest that data users are often unaware of the con-
text of the data being produced. We recommend researchers and
practitioners who attempt to utilize issue tracking data to address
software development problems to have a full understanding of
their application scenarios, the origin and change of the data, and
the influential issue attributes to manage data leakage risks.

CCS CONCEPTS
• Software and its engineering→ Software libraries and reposi-
tories; Software maintenance tools;
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1 INTRODUCTION
Issue tracking systems (ITS) have been extensively used in soft-
ware projects to track the process of the issues being reported,
confirmed, assigned, and resolved. The data produced by ITS (i.e.,
issue tracking data), particularly the attributes of an issue report,
such as what it is (summary), who reports it (reporter), where it is
located (product/component), and how important it is (severity), are
widely used to understand the nature of software quality and to
aid in various development practices ranging from triaging reports
(e.g., detecting duplicate reports [59], identifying issue severity and
priority [66, 67]) to fixing issues (e.g., recommending developers [7],
localizing issues [88]) and building Open Source Software (OSS)
communities (e.g., how to attract long-term contributors [89]).

However, data users may use data that do not match their in-
tended application scenarios, which may threaten the validity of
findings or produce irrelevant conclusions. In particular, data leak-
age (i.e., data mining models accepting information from the “fu-
ture” [27]) is known to be one of the top ten mistakes in data
mining [47]. It is a logic issue of using data from the future, which
is caused by ignoring the chronological order in which data were
produced. For example, Rosset et al. described a problematic model
that predicts whether a potential customer would buy a product by
using deal data that is only available after the products have been
purchased [51]. This may constitute the misuse of issue tracking
data (ITD) because the values of issue attributes are often changed
over time in order to provide more accurate and complete informa-
tion to aid in issue reproduction and resolution. ITD-based research
that fails to recognize these changes may suffer from data leakage.
Considering the extensive use of ITD discussed earlier and the lack
of research on data leakage in software engineering, data leakage
may pose a serious threat to existing ITD-based research results,
yet it is still unclear how broad their impact might be.

Therefore, we begin with the research question: Did the use of is-
sue tracking data in existing literature have data leakage (RQ1)? We
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believe the data leakage is caused by the change of issue attributes
(and the unawareness of the changes), this leads to our second
question: How often do issue reports change their attributes during
their life cycle and which attributes may change (RQ2)? Further,
we investigate the possible impact of the data leakage on research
results: If the data leakage is fixed, are the results still valid (RQ3)?
Finally, we attempt to answer the following question: If the validity
of the results shifts, which attributes would have the largest impact
(RQ4)? The answer to the last question allows us to know the most
influential attributes to monitor when addressing related problems.

We extensively examined the literature related to (using) ITD
to answer our research questions. We searched ITD-related papers
which were published from 2000 to 2017 in the DBLP1 database and
obtained 58 papers that were relevant to this study, among which
only three definitely do not have the data leakage. The remaining
55 papers cover eleven application scenarios, including issue lo-
calization, duplicate report detection, issue assignment, issue-fix
time prediction, etc. We confirmed that the eleven papers that made
their datasets available have data leakage by manual examination.
Specifically, they used retrieved data directly for training and test-
ing, without accounting for the difference between the time when
their intended application occurred and the time when the data
were retrieved. Because 42 out of the 55 papers targeted Mozilla or
Eclipse, we obtained two of their official dumps to conduct further
research. We found that 15 of the 18 attributes used in the 55 pa-
pers are changeable after the issues being reported, with only three
remaining constant (i.e., reporter, report time and description). We
selected one paper for each of the three most commonly studied
applications from the 55 papers: issue localization, duplicate report
detection, and issue-fix time prediction. We reproduced the three
studies with non-leaked and leaked data (we obtained the non-
leaked data for the application scenarios of the papers by tracing
the issue change history), and found that the results are typically bi-
ased with leaked data. We applied a method of controlling variables
over a number of rounds and found that the summary, component,
and assignee attributes create the most variation in results in all
three reproduced studies, which highlights their importance when
applying ITD to aid in software development.

In summary, we make the following contributions:

• Reveal the data leakage problem when using ITD in the
literature.

• Reproduce three existing studies with non-leaked and leaked
data and find leaked data cause biased results.

• Find that leaking the information of the summary, component,
and assignee of issues has the largest impact on the results.

• Make recommendations for researchers and practitioners
who attempt to use ITD to avoid data leakage.

The remainder of this paper is organized as follows. We intro-
duce ITD and their typical applications in Section 2. We describe
the methodology in Section 3 and present the results in Section 4.
We discuss the implications of our findings in Section 5 and the
limitations in Section 6. We introduce related work in Section 7 and
make conclusions in Section 8.

1https://dblp.uni-trier.de

2 CONTEXT
2.1 Issue Tracking Data
Software projects often employ ITS (e.g., Bugzilla2, JIRA3) to track
the submission and resolution of various kinds of issues, including
bugs, feature requests, etc. Each issue report has a number of at-
tributes describing what it is (summary, description), how important
it is (severity, priority), where it is found (product, component, ver-
sion), which step it is in (status), who is resolving it (assignee), etc.
During the course of resolution, an issue’s attributes may be modi-
fied [48, 90]. For example, when confirmed, the status of an issue
will be changed from UNCONFIRMED to NEW ; when completed,
it will be changed to RESOLVED; when people find the summary,
product, or component of the issue is inaccurate, incorrect, or in-
complete, they may revise or complete the information; when the
responsibility of fixing the issue shifts to a different developer, the
assignee will be changed. As a result, the data retrieved at a specific
time may be different from the data retrieved at other time [90].

2.2 Applications of ITD
In this section, we present three typical applications that we in-
vestigate and reproduce in this study: issue localization, duplicate
issue report detection, and issue-fix time prediction.
2.2.1 Issue Localization. In order to fix reported issues, localiz-
ing the source code files that need to be modified is an inevitable
step [88]. In the literature, one common approach to issue local-
ization is to measure the text similarity between issue reports and
source code [42, 53, 88]. Using Eclipse Issue#80720 [88] as an exam-
ple, its summary is “Pinned console does not remain on top”, and
its description is “Open two console views, ... Both consoles display
the last launch. The pinned console should remain pinned.” The
summary and description of the issue report are compared with all
the code files, and the files with the highest similarity are selected as
candidates. The source code corresponding to Issue#80720 includes
the terms occurring in the summary and description (e.g., “pub-
lic class ConsoleView extends PageBookView,” “display(console),”
and “setPinned(true)” ).
2.2.2 Duplicate Issue Report Detection. Contributors may report
the same issues multiple times in the issue tracking system. These
duplicate issue reports may incur extra maintenance effort in triag-
ing and fixing issues. It is essential to determine if an issue report
is a duplicate of others. Existing solutions use issue attributes (e.g.,
summary and description) to compare new reports with existing
reports and detect duplicates [19, 37, 59, 60, 62, 73].
2.2.3 Issue-Fix Time Prediction. Predicting issue-fix time is useful
in several areas of software evolution, such as predicting software
quality [29] or coordinating effort during issue triaging [21]. De-
velopers are often asked to estimate the amount of time they will
need to fix specific issues to aid the project planning process. Ac-
curate estimation of task completion time allows project planners
and managers to effectively schedule releases and allocate effort to
meet those targets. Because developers spend much of their time
on legacy code and maintenance tasks, it is important to be able to
estimate the required time and effort for fixing issues or completing
enhancement tasks. Issue-fix time has been modeled with various

2https://www.bugzilla.org/
3https://www.atlassian.com/software/jira
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Table 1: ITD of Mozilla and Eclipse
Name Author # of issues Last report time URL

Mozilla2016 Mozilla Community 1160599 2016-03-03 13:08:06 github.com/jxshin/mzdata/tree/master/data/2016/level0
Eclipse2010 MSR Mining Challenge 316911 2010-06-25 23:05:19 2011.msrconf.org/msr-challenge.html

issue attributes [4, 10, 31, 48, 75], including product, component,
severity, etc.

3 METHODOLOGY
Weproposed four research questions covering the following aspects:
confirming the existence of data leakage that use ITS from the future
scenarios rather than the application scenarios (RQ1), observing
the extent of changes in ITD (RQ2), quantifying the impact of data
leakage (RQ3), and determining the influential attributes (RQ4). We
describe the methods of answering these questions in this section.

3.1 Confirmation of Data Leakage (RQ1 and
RQ2)

3.1.1 Examination of Literature. We examine the literature in the
DBLP database to answer RQ1. We first used the keywords bug
report and issue report4 to search for papers published between 2000
and 2017 in the DBLP database. After obtaining results, we looked
up into the references of target papers and examined whether they
were relevant. If it was, it would be included in the collection of rel-
evant papers, and their references would be examined. The process
was repeated till new relevant paper was not found.

We initially obtained 319 papers. We then manually examined
them to find studies of interest. To ensure the quality of papers,
we selected 110 papers that were published in main software/data
conference proceedings and journals, including FSE, ICSE, ASE,
AAAI, CSCW, CHI, SANER, ICSM, ICSME, MSR, CSMR, WCRE,
ICPC, SEKE, TSE, TOSEM, IST, ESE, and JSS. Among the 110 papers,
67 papers were marked as irrelevant to this study. They fall into one
of three categories: 1) qualitative studies that do not use ITD for
prediction or recommendation; 2) studies on commercial projects
without publicly available datasets; 3) studies on application sce-
narios that are time-irrelevant (e.g., linkage recovering, where it
does not matter when the linkage between the issue report and
the source code was recovered because the application scenario
could happen at any time regardless of whether the issue was newly
reported or already resolved). Through the references of the remain-
ing 43 papers, we found another 15 relevant papers. In total, we
obtained 58 relevant papers on predictions or recommendations
based on OSS projects.

We explore whether the attributes used in these papers are
changeable in order to identify whether they may suffer from data
leakage. We carefully examined whether the 58 papers used the
non-leaked data (or were aware of the existence of changing data),
and whether they conducted the necessary data preprocessing to
extract data that matched their applications for later analysis. We
divided the problematic papers into “definitely problematic” and
“potentially problematic” groups according to whether or not the
paper provides dataset. If a dataset is provided, we can confirm

4Previous studies may mix issue report and bug report [18]. Thus, in order to cover a
broader scope, we use both bug report and issue report as keywords.

the existence of data leakage by examining the dataset.5 The paper
can then be marked as “definitely problematic” if data leakage is
confirmed. If the dataset is not provided, we cannot confirm the
existence of data leakage. But we suspect the paper may have data
leakage if the measures are not taken to avoid data leakage. The
paper is then marked as “potentially problematic.” We report the
results in Section 4.1.

3.1.2 Quantification of the Change Rate and Change Frequency of
Issue Reports. We quantify the change rate and change frequency
of issue reports to answer RQ2. First, we collect the ITD of rele-
vant projects for our investigation. Because the ITD of Mozilla and
Eclipse are the most commonly used data in the literature (as men-
tioned in Section 1, the majority of the inspected papers used these
sources), we conduct our investigation on two of their official data
dumps: Mozilla2016 and Eclipse20106, as summarized in Table 1.

Second, in order to reveal the relevance of each issue attribute,
we investigate how widely an attribute is used (i.e., the number of
papers using it).

Third, we determine if the attributes are changeable and calculate
the change rate and change frequency of each changeable attribute.
Change rate is calculated as:

ChanдeRate(attr ) =
|Iattr |
|I | (1)

where I represents the set of all resolved issue reports. Iattr rep-
resents the set of resolved issue reports that had the attribute attr
changed. Change frequency is calculated as:

ChanдeFrequency(attr ) =

∑
i ∈Iattr Tattri
|Iattr |

(2)

where Tattri represents the number of changes on attribute attr
of issue report i . Taking assignee for example, Mozilla2016 has
1,005,351 issue reports that have been resolved. Among them, 395,731
issue reports’ assignee have been changed.Assignee has been changed
534,992 times for these 395,731 issue reports. Therefore, the change
rate of assignee in Mozilla is 39.36% (395,731/1,005,351), and the
change frequency is 1.3519 (534,992/395,731). We report the results
in Section 4.1.

3.2 Quantification of Impact (RQ3)
In order to answer RQ3, we select several representative studies
from the relevant papers and reproduce their models (which are
used to make predictions or recommendations) with non-leaked
and leaked data for comparison.

We classify the papers we obtained into different categories
according to the application scenarios they intended to address, as
reported in Section 4.1. From each of the most studied categories,
we choose one paper to investigate. The choice of paper is based on

5It is important to note that the effort spent on providing dataset is highly appreciated
which helps to examine the possible problem.
6This dump provided by MSR Mining Challenge is widely used by other studies [16,
20, 74].
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Table 2: Distribution of Definitely & Potentially Problematic Studies on Different Applications

Application Definitely
problematic papers

# of definitely
problematic papers

Potentially
problematic papers

# of potentially
problematic papers

Issue Localization [88] [28] [82] [53] [72] [77] [30] [84] 8 [39] [45] [15] [83] 4

Duplicate Detection [59] [46] 2 [73] [60] [58] [14] [25] [69] [37]
[38][62] [35] [1] [19] [36] [81] 14

Issue Assignment [23] 1 [7] [6] [9] [24] [40] [61] [49]
[8] [80] [55] [56] [86] [70] 13

Issue-Fix Time Prediction – 0 [75] [31] [4] [10] 4
Priority Prediction – 0 [67] [68] 2
Severity Prediction – 0 [33] [66] 2
API Recommendation – 0 [65] 1
Classes Recommendation – 0 [3] 1
Packages Recommendation – 0 [22] 1
Configuration Bugs Prediction – 0 [76] 1
Blocking Bugs Prediction – 0 [71] 1
Total – 11 – 44

three criteria: 1) the paper is the most referenced in the category
to which it belongs, meaning its results have a wider audience; 2)
the paper provides sufficient implementation details or executable
programs for us to reproduce; 3) the paper does not include leaked
factors in its model, e.g., the number of developers who have ever
been assigned to an issue in its life cycle when predicting issue-fix
time at submission.

We reproduce the investigated studies with non-leaked and
leaked data respectively, and then compare the results (i.e., the
performance of the models proposed in the papers) to evaluate the
impact of the data leakage. From the database dumps introduced in
Table 1, we extracted two versions of issue data for each issue. The
data when an issue was reported, we call it initial data. The data
when the dataset was retrieved, we call it modified data (due to the
fact that most of issue reports are changed in modified data). Using
modified data introduces data leakage while using initial data does
not, because the intended scenario of these investigated studies
is at the time when the issues had not been resolved. Modified
data are extracted directly from MySQL dumps, while initial data
are recovered from the modified data by tracing the issue change
history. Consider Issue#117508 in Eclipse as an example. In the data
used by [88], its summary is “Cannot commit empty folder using
Team/Commit,” but this was not the summary when Issue#117508
was submitted. From the change history in Eclipse2010, we find that
the earliest change of summary of Issue#117508 happened at 2005-
11-24 10:45:35 EST, and that the initial summary was “COMMIT
OF NEW EMPTY FOLDER DOES NOT WORK FROM NAVIGATOR,
DOES WORK FROM SYNCHRONIZE WINDOW.” At this point, we
obtain the initial and modified summary of Eclipse Issue#117508.
The recovering process of other attributes is the same as summary.
We recover every attribute to its value at the time of submission
and we obtain complete initial data of each issue report.

If the paper provides programs/scripts that implement and eval-
uate its model, such as the paper on duplicate detection [59], the re-
producing process is simple: we reuse the programs/scripts, switch
the input between non-leaked and leaked data, and obtain results
for comparison. If the paper only provides programs/scripts that im-
plement their approach, such as the paper on issue localization [88],
we reuse the programs/scripts to obtain the output of the model
and calculate its performance using the metrics described in the
paper, such as precision and recall. If the paper does not provide

any programs/scripts at all, such as the paper on issue-fix time
prediction [31], we read the details of the approach and implement
it by ourselves. We report the results in Section 4.2.

3.3 Investigation of the Most Influential
Attributes (RQ4)

To answer RQ4, we analyze the effect of correcting the value of
each attribute on the results of the investigated studies, thereby
determining the most influential attributes.

Evaluations of the degree to which predictors (i.e., the measured
aspects within software development) contribute to the perfor-
mance of prediction/recommendation models are commonly con-
ducted to aid people in understanding how the models work [13]. In
data-driven software engineering studies, such evaluations are con-
ducted to determine which aspects of development can be adjusted
to obtain better practice [13]. Similarly, in order to understand the
impact of change in ITD attributes on models and guide people
to develop more robust ITD-based applications, we examine each
attribute used in the literature. We explore the impact of each at-
tribute by observing the differences in study results after replacing
leaked data with non-leaked data. Specifically, the differences are
revealed through a method of controlling variables, which is one of
the most commonly used approaches in impact analysis [5, 52, 57].
For each investigated paper, we reproduce the study a number of
times (the number of changeable attributes used in the reproduced
paper). The data used for reproduction is different each time: we
choose one changeable attribute and set its value to that used in the
non-leaked data and keep (i.e. control) the other attributes as what
they are in the leaked data. We observe the extent to which the
results change compared to those derived from fully leaked data
(i.e., the partial results of RQ3). The bigger the difference caused
by setting the value of the attribute is, the larger the impact of
the leaking information of the attribute is. For example, the pa-
per on duplicate detection [59] used four changeable attributes:
summary, component, product and priority. This study would be
reproduced four times. In the data for first reproduction, the value
of summary is set to that when the reports were submitted, and
the values of other attributes are those when the reports were re-
solved. In the other three rounds, the values of component, product,
and priority are set respectively. At the end of each round, we calcu-
late the performance difference between the model reproduced in
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that round (Per finit ) and the model reproduced with fully leaked
data (Per fmod ), written as ( Per fmod

Per finit
− 1). We report the results in

Section 4.3.

4 RESULTS
4.1 Data Leakage in the Literature
Using the method described in Section 3.1.1, we obtained 58 pa-
pers and determined whether they used leaked data. Among the
inspected papers, only three mentioned that issue attributes change
during their life cycle [32, 48, 54] though they did not provide
datasets. The other 55 papers cover various applications of ITD,
including issue localization, duplicate report detection, prediction
of issue-fix time, priority and severity, issue assignment, API recom-
mendation, classes recommendation, packages recommendation,
configuration bugs prediction and blocking bugs prediction, as
shown in Table 2. We confirmed that eleven papers have data leak-
age. In their application scenarios, the issue reports should not have
been resolved. However, all of them used modified data8 where
most of the issues had already been resolved to train/fit and test the
prediction/recommendation models. Forty-four papers neither pro-
vided datasets nor mentioned that issue attributes could be changed,
thus potentially have data leakage.

Using the method described in Section 3.1.2, we observed the
change rate and change frequency of the issue attributes. In the
inspected papers, the attributes used in the models vary from tex-
tual attributes (e.g., summary, description) to structured attributes
(e.g., severity, priority). We summarized the attributes as shown in
Table 3. The first column lists the 18 issue attributes used by the
selected papers. The final column explains these attributes, with
most descriptions taken from the Bugzilla official document.9

In Table 3, the attributes are ranked according to the number of
papers that used them. Among the 18 attributes, description and
summary are the most commonly used attributes. Forty-eight pa-
pers used description and forty-six papers used summary. This may
be because summary and description are textual attributes which
provide informative details regarding the issue (for any use). The
occurrence of other attributes varies widely from 1 to 15 uses. Com-
ponent, product, priority, severity, version, and comment also attract
significant attention and are used in various applications, such as
duplicate issue report detection [38], priority prediction [67], and
blocking bugs prediction [71]. The rest are used only occasionally.
For example, target milestone is used in [49] to help assign issues to
developer, keywords is used in [38] to detect duplicate issue reports,
and assignee is used in [31] to predict issue-fix time.

Except for reporter, report time and description, all the at-
tributes are changeable during the life cycle of an issue (see
the third column of Table 3). The fourth and fifth columns of Ta-
ble 3 show the change rate of each attribute in Mozilla2016 and
Eclipse2010, respectively. The sixth and seventh columns show the
change frequency of each attribute. Change rate and change fre-
quency vary among the attributes. Several attributes have high
change rate, such as comment,10 which was changed in 99% of the
8Four of them provided experimental datasets that can be verified [28, 59, 82, 88],
while the other seven reused their datasets [23, 30, 46, 53, 72, 77, 84].
9https://bmo.readthedocs.io/en/latest/using/understanding.html
10The content of submitted comments is constant, and what varies is that new com-
ments are added as time goes by.

resolved issue reports. It is also modified repeatedly (8.4384 average
modifications for Mozilla and 4.7831 for Eclipse). OS and platform
are rarely modified and have low change rates and frequencies.
Their change rates are less than 10% for both Mozilla and Eclipse.
Their change frequencies are no more than 1.1, suggesting that
among all issue reports whose OS or platform have been changed,
less than 10% of issues would have them changed twice. The other
attributes’ change rates vary from 10% to 76%, while their change
frequencies vary from 1.1 to 3. For example, almost one fifth of
the issues are triaged to incorrect components initially. On aver-
age, more than 20% of changed issues are triaged incorrectly more
than once (28% for Mozilla, 23% for Eclipse according to the change
frequency).

In summary, we have confirmed that the data leakage exists in
the literature and at least 11 out of the 55 related papers have the
problem, i.e., they use modified data for both training and testing.
These papers cover a wide range of applications. We found that 15
out of the 18 issue attributes are changeable. The change rate can
be higher than 90% (e.g., comment), and for all attributes other than
severity, OS, and platform, it is over 10%, either in Mozilla or Eclipse.
The change frequency is larger than 1 for all changeable attributes,
meaning all of the changeable attributes may be modified many
times. It suggests that the results of the studies could be biased
because of data leakage. Therefore, the impact of the data leakage
should be examined further.

4.2 Biased Results
Based on the criteria described in Section 3.2, we select one pa-
per from each of the three most popular application categories,
which are issue localization, duplicate detection and issue-fix time
prediction. We skip issue assignment because the practice of issue
assignment in OSS projects requires further investigation.13 Table 4
summarizes the three papers we chose to reproduce, including the
problems they tried to address, the data they employed, the issue
attributes they used, their approaches and evaluation measures, and
their status of data leakage (definitely or potentially problematic).

Issue localization. [88] ranked the files related to an issue
through an information retrieval method that calculates the similar-
ity between the files and the summary and description attributes of
the issue report. Using the data from Eclipse, the authors evaluated
their model through the commonly used measures of mean recipro-
cal rank (MRR), mean average precision (MAP) [2], and recall rate
at ranking top-k (recall rate@k).

Table 5 and Figure 1 present the results of reproducing the
study [88] with non-leaked (initial) and leaked (modified) data.
Figure 1 shows the recall rate@k for Eclipse. “init” represents the
results with initial data and “mod” represents modified data. The
experiment with modified data outperforms the experiment with
initial data in terms of recall@k for all k. With initial data, the
MRR and MAP of the returned ranking file list are 0.39893 and
0.24767, respectively. With modified data, the MRR and MAP grow
to 0.42458 and 0.26303. Thus, the leaked data result in a boost of

13It should be noted that 12 out of the 14 issue assignment papers studied Eclipse, and
11 out of 12 papers that studied Eclipse aimed to recommend an individual developer
for an issue report. However, we found that almost one fifth of assignee in Eclipse
are not individual developers, but mailing lists of subscribers (e.g., platform-help-
inbox@eclipse.org). Thus, the studies regarding issue assignment must be reconsidered,
and we were unable to choose an appropriate paper.
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Table 3: 18 Attributes in 55 Investigated Studies

Attributes # of Could it be Change rate% Change frequency Interpretationoccurrences changed? Mozilla Eclipse Mozilla Eclipse
Description 48 F – – – – Detailed outline of the issue, such as what is the issue and how it happens.

Summary 46 T 16.49 20.16 1.2912 1.2088 A one-sentence summary of the problem, displayed in the header next to
the issue number.

Component 15 T 22.83 17.45 1.2811 1.2310 Issues are divided up by product and component, with a product having one
or more components in it.Product 13 T 30.59 6.62 1.2050 1.1317

Priority 12 T 9.70 13.42 1.1889 1.2323
The priority attribute is used to prioritize issues, either by the assignee, or
someone else with authority to direct their time such as a project manager.
The default values are P1 to P5.

Severity 9 T 7.10 9.06 1.1432 1.1102
The severity attribute indicates how severe the problem is – from blocker
("application unusable") to trivial ("minor cosmetic issue"). You can also use
this field to indicate whether an issue is an enhancement request.

Version 9 T 10.49 6.95 1.1404 1.1820 The version attribute usually contains the numbers or names of released versions
of the product. It is used to indicate the version(s) affected by the issue report.

Comment 9 T 99.06 99.95 8.4384 4.7831 Discussion about the issue.
Reporter 6 F – – – – The person who reported the issue.
Report Time 6 F – – – – The data and time when the issue is reported.
OS 5 T 9.55 2.70 1.0516 1.0262 These indicate the computing environment where the issue was found.Platform 4 T 8.05 1.39 1.0348 1.0171
Type7 4 T – – – – The type of the report, i.e., defect, task, feature.
Assignee 2 T 39.36 58.72 1.3519 1.4778 The person responsible for fixing the issue.

Keywords 2 T 19.14 6.35 1.9612 1.1674 The administrator can define keywords which you can use to tag and categories
issues, e.g., crash or regression.

Attachments 1 T 36.00 28.00 2.6574 1.8663 Attached files (e.g. test cases or patches) to issues.

CC List 1 T 76.72 46.85 3.4213 2.0520 A list of people who get mail when the issue changes, in addition to the
Reporter, Assignee and QA Contact.

Target Milestone 1 T 24.61 56.22 1.4210 1.5009 A future version by which the issue is to be fixed.
7 Type is an attribute that is used in JIRA, not in Bugzilla. So the issue reports of Mozilla and Eclipse do not have the Type attribute, and we cannot obtain its change rate and
change frequency.

Table 4: Summary of the Three Reproduced Studies

Application Data Approach Evaluation Measurements Attributes Data Leakage

Issue Localization[88] 11 Eclipse TF-IDF
cosine similarity

MRR
MAP
recall rate@k

Summary/Description definitely problematic

Duplicate Detection[59] 12 Eclipse
Mozilla BM25Fext

MAP
recall rate@k

Summary/Description/Product/Component/
Version/Priority/Type definitely problematic

Issue-Fix Time Prediction[31] Eclipse
Mozilla Naive Bayes AUC Component/ Priority/Severity/Platform/OS/

Reporter/Assignee/Reported date(year/month/day) potentially problematic

11 The experimental data (i.e., modified data) was downloaded from https://code.google.com/archive/p/bugcenter/wikis/BugLocator.wiki
12 The experimental data (i.e., modified data) was downloaded from https://www.comp.nus.edu.sg/~specmine/suncn/ase11/index.html
The text fields (summary and description) in the experimental data extracted by the authors were processed as dictionary data, and cannot be recovered to textual data, so
they cannot be used in our comparative study. Thus, we extracted the initial and modified data from Eclipse2010 and Mozilla2016, which include the same issues as the
original data used in the papers.

Table 5: Performance (MRR and MAP) for Issue Localiza-
tion [88] (Eclipse)

Eclipse MRR MAP
Initial data 0.39893 0.24767
Modified data 0.42458 0.26303

Table 6: Performance (MAP) for Duplicate Detection [59]
(Mozilla and Eclipse)

MAP Mozilla Eclipse
Initial data 0.226127 0.312378
Modified data 0.247306 0.323553

performance in the issue location model. Notice that the increase
of developer effort may be much more significant than the perfor-
mance shift may reveal. We retrieve the ranks of the target files
(i.e., the file that corresponds to the issue report) for each issue in
both models and calculate their differences. After filtering out the
highest and lowest 1% of the rank difference, the mean value is +73.
This suggests that, on average, developers must examine 73 more
irrelevant files to find the target file. For example, when the leaked

data are used to localize buggy file for Eclipse Issue#97644, the
target file org.eclipse.ant.internal.ui.debug.AntSourceContainer.java
ranks #1, while it ranks #77 when the initial data are used. This
means that, when using the issue localization model in [88] to find
related files for Eclipse Issue#97644, developers have to check 76 ir-
relevant files before they find the target file. For nearly 10% of issue
reports, the drop in rank is larger than 100. Another case is Eclipse
Issue#94497, where the difference between rankings is much larger.
The target file org.eclipse.ui.internal.browser.BrowserLauncher.java
ranks #26, while it ranks #1450 when the initial data are used.
This suggests that this method would encounter great difficulty for
Eclipse Issue#94497 in practice.

Duplicate issue report detection. [59] ranked potentially du-
plicated issue reports for newly submitted issues using an extended
BM25F algorithm [50, 85]. In their model, they detected duplicate re-
ports by comparing the summary, description, product, component,
version, and type attributes of issue reports, and then ranking the
most similar issue reports. They evaluated their model using MAP
and recall rate@k.
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Figure 1: Performance (recall@k) for Issue Localization [88]
(Eclipse)
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Figure 2: Performance (recall@k) for Duplicate Detec-
tion [59] (Mozilla and Eclipse)

The MAP increases from 0.226127 to 0.247306 for Mozilla, and
from 0.312378 to 0.323553 for Eclipse, respectively, when we re-
placed the initial data with the modified data (Table 6). The impact
is larger in Mozilla than in Eclipse, which implies that the degree of
differences in the attribute values between the initial and modified
data in Mozilla may differ from that in Eclipse. This may be the
result of different users. Mozilla’s products are aimed at ordinary
Internet users, while Eclipse targets developers with professional
software development knowledge. This may explain why issue
reports created by Mozilla’s users are of lower quality. Figure 2
shows the recall rate@k of [59] for Mozilla and Eclipse. For both
Mozilla and Eclipse, the top-k recall rate of “init” is consistently
lower than “mod” for any k from 1 to 20. It should be noted that
a performance drop in a duplicate detection model can be directly
translated into an efficiency drop in practical software development.
For Mozilla, the 3% drop in recall rate at top-20 means that 202 (3%
of 6725) duplicate reports will not be detected after examining the
top 20 potential duplicate candidates. For Eclipse, the 3.5% drop in
recall rate at top-20 means that 101 (3.5% of 2880) duplicate reports
will not be detected after examining the top 20 potential duplicate
candidates.

Issue-fix time prediction. [31] proposed using a preprocessing
step to filter issue reports to improve the performance of issue-fix
time prediction. They filtered issues that were fixed too quickly
and used a Naive Bayes model to compare the pre-filtering and
post-filtering results. They evaluated the preprocessing step using
area under the RoC curve (AUC), which is a measurement that
considers precision and recall simultaneously [12].

Table 7 presents the AUC of the models obtained for Mozilla
and Eclipse when we reproduce [31]. The first column shows the
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Figure 3: Impact of Attributes (recall@k) on Duplicate De-
tection [59] (Mozilla and Eclipse)
Table 7: Performance (AUC) for Issue-Fix Time Predic-
tion [31] (Mozilla and Eclipse)

Project Initial data Modified data Improved with filtering?
Before
filtering

After
filtering

Before
filtering

After
filtering

Initial
data

Modified
data

Mozilla Core 0.720 0.712 0.740 0.744 - +
Mozilla Bugzilla 0.926 0.941 0.953 0.958 + +
Mozilla Firefox 0.680 0.699 0.662 0.701 + +

Mozilla
Thunderbird 0.614 0.618 0.646 0.666 + +

Mozilla
Seamonkey 0.905 0.886 0.886 0.898 - +

Eclipse
Platform 0.702 0.703 0.685 0.691 + +

Eclipse PDE 0.663 0.661 0.655 0.659 - +
Eclipse JDT 0.650 0.662 0.667 0.672 + +
Eclipse CDT 0.776 0.799 0.755 0.776 + +
Eclipse GEF 0.640 0.655 0.648 0.666 + +

Table 8: Impact of Attributes (MAP) on Duplicate Detec-
tion [59] (Mozilla and Eclipse)

MAP Modified Initial data
data summary product component priority

Mozilla 0.247306 0.230845 0.24589 0.240918 0.24742
( Per fmod
Per finit

− 1)% 7.130759 0.575867 2.651525 -0.04608
Eclipse 0.323553 0.321243 0.324447 0.316071 0.32418
( Per fmod
Per finit

− 1)% 0.7191 -0.2756 2.3672 -0.1934

studied sub-projects.14 The second and third columns are results
based on initial data, with the former being the results without
the data preprocessing step and the latter being those with data
filtering. The fourth and fifth columns are similar to the second and
third columns, but they are based on the modified data. The sixth
and seventh columns indicate whether the model performance is
improved with data filtering when using the initial data and the
modified data. When using the modified data, the data filtering
method works on all the sub-projects, with a rate of 100%. However,
when using the initial data to reproduce their model, for three out
of the ten studied sub-projects in Mozilla and Eclipse, we found that
the filtering does not improve the results. For example, for Mozilla
Core, the AUC of the initial data with data filtering (0.712) is lower
than the AUC without filtering (0.720). The same phenomenon
occurs for Mozilla Seamonkey and Eclipse PDE.

In summary, we have found that using leaked data in common
ITD applications (e.g., issue localization, duplicate detection and
14Because [31] was conducted using sub-projects of Mozilla and Eclipse, we reproduced
the study with the same sub-projects.
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Table 9: Impact of Attributes (AUC) on Issue-Fix Time Prediction [59] (Mozilla and Eclipse)

Project Modified data Initial data (AUC / ( Per fmod
Per finit

− 1)%)
Assignee Component OS Platform Priority Severity

Mozilla Core 0.744 0.711/4.6414 0.752/-1.0638 0.743/0.1346 0.744/0 0.741/0.4049 0.743/0.1346
Mozilla Bugzilla 0.958 0.938/2.1322 0.957/0.1045 0.96/-0.2083 0.96/-0.2083 0.957/0.1045 0.958/0
Mozilla Firefox 0.701 0.677/3.5451 0.675/3.8519 0.704/-0.4261 0.704/-0.4261 0.701/0 0.701/0
Mozilla Thunderbird 0.666 0.619/7.5929 0.668/-0.2994 0.666/0 0.668/-0.2994 0.665/0.1504 0.664/0.3012
Mozilla Seamonkey 0.898 0.887/1.2401 0.898/0 0.898/0 0.898/0 0.898/0 0.898/0
Eclipse Platform 0.691 0.723/-4.4260 0.691/0 0.693/-0.2886 0.69/0.1449 0.673/2.6746 0.682/1.3196
Eclipse PDE 0.659 0.671/-1.7884 0.658/0.1519 0.659/0 0.659/0 0.652/1.0736 0.653/0.9188
Eclipse JDT 0.672 0.685/-1.8978 0.67/0.2985 0.675/-0.4444 0.672/0 0.659/1.9727 0.655/2.5954
Eclipse CDT 0.776 0.806/-3.7221 0.765/1.4379 0.776/0 0.776/0 0.775/0.1290 0.773/0.3881
Eclipse GEF 0.666 0.662/0.6042 0.667/-0.1499 0.659/1.0622 0.67/-0.5970 0.664/0.3012 0.645/3.2558

issue-fix time prediction) may lead to biased evaluation of model
performance. This implies that the impact of data leakage cannot
be ignored.

4.3 Most Influential Attributes
Using themethod described in Section 3.3, we investigate the impact
of misusing the value of each issue attribute that is changeable
within the three investigated studies. The changeable attributes in
the three studies have been marked with bold text in Table 4.

Issue localization. In the issue localization model [88] there is
only one changeable attribute: summary. Table 5 shows the per-
formance decrease caused by recovering the value of summary. In
Section 4.2, the examples of Eclipse Issue#97644 and Issue#94497
demonstrate that the results are obviously different when initial
rather than modified data are used. The initial summary of Is-
sue#97644 is “Source lookup fails for linked resources,” while the
modified summary is “Source lookup can make use of fully qualified
file information from Ant.” The additional information of the mod-
ified summary includes “from Ant.” “Ant” is exactly the package
name of the target file (org.eclipse.ant.internal.ui.debug.AntSource-
Container.java). The initial summary of Issue#94497 is “Cannot open
help on Solaris,” while the modified summary is “[Browser] Cannot
open help on Solaris.” The only difference between the two summary
values is “Browser,” which happens to be the package name of the
target file (org.eclipse.ui.internal.browser.BrowserLaun-cher.java).
Both of the summary modifications add valuable information for
localizing the issue.

Duplicate issue report detection. Based on the evaluation of
the MAP (Table 8) and recall rate@k (Figure 3), the degree of the
differences caused by recovering the values of the changeable at-
tributes ranks as: summary > component > product > priority. In
Figure 3, “mod” represents the results with modified data, “sum-
mary” stands for the result where the value of summary is the
initial value and the values of other attributes are the modified val-
ues. The labels “product,” “component,” and “priority” indicate the
same for their respective attributes. When an issue is reported, an
ITS typically provides options and guides the reporter to choose the
right product. Thus, the product has a high chance to be correctly
assigned on the first try.15 The priority attribute is often assigned a
default value and is rarely modified. These phenomena may explain
why leaking the information of product and priority has only a

15In Mozilla, frequent renaming and merging of product attributes lead to the high
change rate on product. Actually, the change rate drops to 17% after excluding these
special cases.

minor impact. Component has a higher likelihood of being changed
(higher change rate and change frequency, see Table 3), meaning
it is difficult to assign an issue to the correct component. Thus,
the impact of misusing the value of component is prominent. The
largest impact is caused by misusing the value of summary. This
is illustrated by the following example. Mozilla Issue#622309 re-
flects the fact that a duplicate report cannot be detected due to its
inappropriate summary. Its modified summary is “leading/trailing
space ... displays it wrong ... in address book.” Its initial summary is
“double quotes cause email rejection,” which is rather short and does
not provide sufficient information. The comment on #622309, “De-
tails matter: More precise summary (the problem starts with trailing
space, not with the quotes) reveals that this is a dupe of bug 286760
....,” also reveals that the information (“trailing space” ) provided in
the modified summary is the key to detecting the duplicate. It is
clear that Issue#622309 could not be detected as a duplicate due to
its insufficient initial summary. These results demonstrate the im-
portance of an issue report’s summary and component attributes for
detecting duplicates. The quality of an issue report’s summary and
component is relevant to the performance of duplicate detection,
which should be of interest to developers.

Issue-fix time prediction. The difference between issue-fix
time prediction reproduced with and without leakage on each at-
tribute varies across the sub-projects of Mozilla and Eclipse (see
Table 9). In particular, the recovery of assignee causes prominent
differences (at least twice as much as the other attributes) in five
sub-projects (Mozilla Core, Mozilla Bugzilla, Mozilla Thunderbird,
Eclipse Platform and Eclipse CDT), while component impacts three
projects (Mozilla Core, Mozilla Firefox and Eclipse CDT), priority
impacts three projects (Eclipse Platform, Eclipse PDE and Eclipse
JDT), and severity impacts three projects (Eclipse Platform, Eclipse
JDT and Eclipse GEF). To summarize, the ranking of the degree of
differences caused by recovering the attributes is: assignee > compo-
nent, priority, severity > OS, platform. In the initial data, two thirds
of issues are assigned to public ids, such as xxx-inbox@eclipse.org
or xxx-triaged@eclipse.org, while in the modified data there are
only one fourth of the issues were assigned to these public ids. Thus,
when modified data are used to predict issue-fix time, most of the
assignees are individual developers. This might be the reason why
assignee has large impact. The component is important because,
first, component is more likely to be changed (higher change rate
and change frequency). Thus, when data are corrected, a high por-
tion of issue reports are revised for this attribute that consequently
affects the results. Second, issue-fix time is relevant to a specific
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component. For example, issues with the “cdt-other” component
will take a long time to be resolved possibly because these issues
are not relevant to the core features of CDT (so developers do not
rush to address them). As discussed earlier, os and platform are the
two attributes with lowest change rate and frequency. Priority and
severity are modified more frequently than os and platform. There-
fore, the ranking of the impact of these four attributes is consistent
with their likelihood of being changed.

In conclusion, we have found that summary, component, and
assignee are the most influential attributes in the common ITD
applications (issue localization, duplicate detection and issue-fix
time prediction). These attributes have a prominent impact on the
prediction/recommendation models and they are often modified
during the life cycle of issue reports.

5 DISCUSSION
For both researchers and practitioners who attempt to build and/or
use models on ITD, it is important to recognize that a successful
model has two key requirements: a) the selected model has the
ability to capture patterns in software development, and b) the data
is of sufficient quality to reflect the nature of the issues and the
intended scenario. The selection of a proper model has been widely
addressed, but improving quality of ITD has not received enough
attention that it deserves.

5.1 Potential Risks
The problem brought by using leaked data has two aspects. First,
such data usage is illogical. Although the models can be trained
with leaked data, the model trained with leaked data cannot be
used in practice as how the researchers intend, and it cannot be
interpreted either, because the training data come from the future,
i.e., predicting unknown via unknown. Second, data leakage has
high potential risks. Among the 55 relevant studies, at least one fifth
studies using ITD have data leakage. It means that the possibility
of running into data leakage could be high. Meanwhile, we confirm
that the data leakage can lead to biased results and make previous
results difficult to reproduce. Although we did not observe that
the performance of the models had a drastic change after fixing
the leakages in the investigated studies, in some cases, from other
perspectives, small changesmay lead to totally different conclusions.
For example, the investigation of issue-fix time prediction study [31]
shows that, in practice, the filtering approachmay not work aswhen
it was proposed with data leakage. Therefore, the potential risks of
data leakages in using ITD should not be ignored.

5.2 Recommendations for Researchers
When using ITD, researchers should carefully consider the dynamic
nature of issue attributes and their intended application scenarios.

When researchers utilize ITD to target an application scenario,
first, they should explicitly state the time information for each
used attribute in the description of their models, second, they may
consider the rules provided below to check whether their data
are leaked and recover the non-leaked data through the method
described in Section 3.2 if it is needed.

• An effective duplicate report detection scheme should pre-
vent a duplicate report from being confirmed as a valid issue

that needs to be fixed. Therefore, detection should be con-
ducted before the issue report is changed to the NEW status.

• A variety of application scenarios occur during the period
of issue triage [78, 79], including issue assignment, issue-
fix time prediction, priority prediction, severity prediction,
configuration bugs prediction and blocking bugs prediction.
As a result, they should be accomplished before issues get to
the ASSIGNED status.

• Issue localization, API recommendation, package recommen-
dation, and class recommendation happen during the period
of issue resolution, which occurs before issues are marked
with the RESOLVED status.

In this study, we confirmed that eleven papers have data leakage,
among which, four [28, 59, 82, 88] provide the datasets that they
built, while the other seven [23, 30, 46, 53, 72, 77, 84] reused those
datasets. When examining the datasets, we found that the descrip-
tion of how these datasets were produced is insufficient and the au-
thors may not be aware of the data leakage. Moreover, the datasets
provided by previous studies are often trusted by their users.We rec-
ommend dataset providers to explain how their datasets were pro-
cessed. It is also more reliable if the data processing is traceable [90].
For dataset users, it is important to understand the derivation of a
dataset and how to correctly use the dataset.

5.3 Recommendations for Practitioners
As we have observed, the models based on ITD to make predic-
tions or recommendations may perform better with higher quality
issue reports. In practice, the quality of issue reports (i.e., to be
accurate and complete) is often improved in the resolution pro-
cess as contributors refine the reports. If practitioners want to use
models to resolve issues more efficiently, they need to collect data
appropriately. First, they should follow the rules summarized in
Section 5.2 to obtain non-leaked data matching their application
scenarios and fit the model. Second, they may select a time point
when the information of an issue is more complete and accurate
(or take actions to make that) to apply the model.

We also observed leakage problem resulted from leaked factors
when inspecting the papers. As mentioned in Section 3.2, several
models include factors (features) which can only be calculated after
the intended application scenarios. Such models are unpractical in
predictions. When practitioners build models to conduct predic-
tion, they should first examine whether the selected factors require
information from the “future.”

Our findings related to the relevance of issue attributes may
help practitioners to design better ITS. We found that leakages in
the information of the issue attributes summary, component, and
assignee have the largest impact on the model performance. This
highlights the importance of designing better ITS to improve the
quality of issue reports.

6 LIMITATIONS
The limitations of this study mainly exist in the operation of the
proposed methods and the generalization of the results.

Operation. We recovered the values of the issue attributes at
the time when the reports were submitted and considered them as
matching the intended application scenarios. However, this is not
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the only case where the applied data and scenarios are matched. For
example, issue localization can be conducted at any time before the
issue is fixed. The reason why we choose the submission time of the
issues for extracting attribute values is that the data at submission
time are guaranteed to exclude “future” information.

Generalization.We found that studies using leaked data may
achieve biased performance for the proposed models. The ITD
we used are official database dumps from Mozilla and Eclipse. We
choose these two projects for two reasons: 1) the majority (42 out of
55) of the investigated papers used data from these two projects; 2)
they have been using ITS for a long time. For example, the Bugzilla
system was designed and first used by Mozilla. Our results may not
apply to other projects (i.e., other datasets). However, the contexts
of these two projects differ from each other. Mozilla serves end-
users while Eclipse serves developers. The change patterns of issue
attributes differ in these contexts while the results derived from
these two projects are consistent, which implies that the problems
caused by the changes in the studied attributes may be generalizable
to other projects/datasets.

The results may not apply to the 52 other papers collected to-
gether with the three reproduced papers. However, the three papers
are representative because they are chosen from different appli-
cation scenarios and are referenced, reproduced and compared in
subsequent papers [43, 46, 53, 63, 64, 69]. Additionally, the issue
attributes used in these studies (shown in Table 3) are likely to
be misused if users are not aware of the dynamic nature of these
attributes, and therefore may lead to biased results as discovered in
this study.

The results may not apply to other ITD-based studies (addressing
other problems, except the eleven applications) that confuse the
time of their application scenarios with the time of data retrieval.
However, the three studies investigated in this paper represent
three common and different applications (and models), yet the
performance of all the proposed models decreases with leaked
data. Therefore, it is reasonable to speculate that other models may
demonstrate similar phenomena.

7 RELATEDWORK
Although not substantial, work on risks of using software devel-
opment data has been getting more and more attention. The im-
portance of understanding the context where the software develop-
ment data were produced when using them has been emphasized
by Mockus [41]. The context has many aspects and can be viewed
from micro and more aggregate levels. From the micro perspective,
it includes when the event in the data happened, what may have
been on the related developer’s conscious and subconscious mind
at the time, what tools and practices were used, why the action was
taken, etc. From the macro perspective, it includes ecosystems, large
enterprises, or commercial and OSS hemispheres. In this paper, we
focus on the time when the data were produced.

A number of studies attempted to enrich people’s understanding
of context of some specific software development data and pre-
vent possible misuses. Bird et al. analyzed the Git and revealed
perils of mining Git [11], e.g., shared terms between Git and tradi-
tional version control system like SVN can have different meanings.
Kalliamvakou et al. conducted similar study on GitHub and high-
lighted the pitfalls of mining GitHub [26], e.g., a repository is not

necessarily a project, most projects have very few commits. Negara
et al. revealed the risk of studying file-based version control sys-
tem (VCS) as the primary source of code evolution data [44], e.g.,
some code changes are not stored in VCS, thus, VCS-based code
evolution research is incomplete. Lanza et al. pointed out bias in
the evaluation of bug prediction techniques because the data used
in evaluation may not be consistent with the actual practice [34],
e.g., many bugs are not included in the bug reports.

For issue tracking data, two misuse cases have been revealed
in the literature. The time when an issue’s status is labeled as
RESOLVED is often used to determine the time when the issue
is actually resolved [10, 17, 29]. However, Zheng et al. found that
the actions of changing status are often delayed in OSS projects,
and the delay could be months even years [87], e.g., developers
often clean up issues that have already been fixed yet have not
been closed in batch. Data users who use report status to determine
issue-fix time are often unaware of such context and therefore
overestimate the actual issue-fix time. Herzig et al. found that one
third of issue reports in Mozilla and Apache are none of bug reports,
but people may improperly assume that all the issues in ITS are bug
reports, and train and test bug prediction models with the mixed
reports [18]. The experiments conducted by Herzig et al. confirmed
that the performance of such models is not reliable in practice.

In data mining field, the mistake of data leakage, which is caused
by ignoring when the data were produced, is commonly made by
data users [27]. ITD changes over time, and their users may have
similar misuses. In this paper, we aim to confirm and reveal the
impact of data leakage in ITD uses which has not been addressed
before.

8 CONCLUSIONS
While software development data have been widely used, the prob-
lem of data misuse has not attracted enough attention it deserves.
In this study, we investigated data leakage, i.e., using data from the
future in ITD applications. By exploring the existing literature, we
confirmed the existence of data leakage and found that it poses a
significant threat to the results of the affected studies. We repro-
duced three studies that represent three common ITD applications
with both non-leaked and leaked data and found that leaked data
lead to biased results while the extent is not striking. By controlling
the variables used to reproduce the studies, we found that changes
in the summary, component and assignee attributes have the largest
impact on the biased results. We made recommendations for re-
searchers and practitioners regarding how to avoid data leakage
and achieve better results in practice. We expect our work to high-
light pitfalls of data leakage and lead to more accurate and realistic
predictions in practice and more relevant methods in research.

We provide scripts and datasets used in this study at github.
com/fayekia/FSE_2018.
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