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static void j2k_read_siz (opj_j2k_t =«j2k) {
415 image—>yl = cio_read(cio, 4); /* Ysiz */
416 image—>x0 = cio_read(cio, 4); /* X@siz x/
417 image—>y0 = cio_read(cio, 4); /* YOsiz */
418 cp—>tdx = cio_read(cio, 4); /* XTsiz %/
419 cp—>tdy = cio_read(cio, 4); /*x YTsiz x/
420 cp—>tx0 = cio_read(cio, 4); /% XTOsiz %/
421 cp—>ty0 = cio_read(cio, 4); /* YT@siz */
423 if ((image—>x0<0) ||(image—>x1<0)||(image—>y0<0) ||(image—>y1<0)) {
424 opj_event_msg (j2k—>cinfo, ...);
427 return;
428 }
517 cp—>tw = int_ceildiv (image—>x1 — cp—>tx0, cp—>tdx);
518 cp—>th = int_ceildiv (image—>yl — cp—>ty0, cp—>tdy);
519
/* the overflow error */
560 cp—>tcps = (opj_tcp_t«) opj_calloc(cp—>tw = cp—>th, sizeof(opj_tcp_t));
622 |}

Fig. 2. Overflow error in Open)JPEG 1.5.1

405 static void j2k_read_siz (..) { ... 405 static void j2k_read_siz (..) { ..
423 | — 1if ((image—>x0<0)||(image—>x1<0)|| 518 | — cp—>th = int_ceildiv (image—>y1 — cp—>ty0, cp—>tdy);
(image—>y0<0)||(image—>y1<0)) { 518 |+ if (1))
423 |+ 1if ((image—>x0==0)||(image—>x1<0)|| 519 |+ cp—>th= int_ceildiv (image—>y1 — cp—>ty0, cp—>tdy);
(image—>y0<0)||(image—>y1<0)) { 520
622 |} 623 |}
(a) Patch generated by F1X (b) Patch generated by Prophet

Fig. 3. Patches generated using Automated Program Repair
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Fig. 13. AST Node Mapping in Patch Adaptation Phase
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char load (ImlibImage « im ..) {

im—>w = w = cinfo.image_width;
im—>h = h = cinfo.image_height;

+ if (!IMAGE DIMENSIONS OK(w, h)){
+ im->w = im—->h = 0;

+ jpeg_destroy_decompress(&cinfo);
+ fclose(f);

+ vreturn 0;

+ )

# define IMAGE_DIMENSIONS _OK(w, h) \
( ((w) > 0) & ((h) > 0) && \
((unsigned long long)(w) =
(unsigned long long) (w) <=
(1ULL << 29) — 1) )

\
\

+ + + + +

char load (ImlibImage « im ..) {
im->w = w = cinfo.image_width;
im—>h = h = cinfo.image height

+ if (JIMAGE_DIMENSIONS OKfw, h)){
+ vreturn O0;

+ }
‘ ‘}

(a) Developer’s patch in imlib2 1.4.3

(b) Adapted patch for imlib2 1.4.0

Fig. 7. Example for Class-II: CVE-2006-4806
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Name Description LOC Version Range Count
JasPer Image manipulations 26k 1.900.2-2.0.14 44
OpenJPEG JPEG 2000 image manipulations 200k 1.4-2.1.1 8
LibWebP  WebP image manipulations 67k 0.1.2-1.0.2 14
LibTIFF TIFF images processing 70k 4.0.0 - 4.0.9 10
LibMing SWF processing 66k 0.4.3-0.4.8 6
Libsndfile = Audio manipulation 52k 1.0.25-1.028 4
Libzip ZIP archive processor 13k 100 152 14
WavPack  Lossless Wave file compressor 33k 4.40.0 - 5.1.0 12

Table 3. Experiment subjects and their details
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. Target Patch  Patch Time Diff. Patch Function Patch
D BugID Exploit ID . Target Loca%ion o Commit Class (min) Fuzz. Size Hops Similarity
1 Bug-169 CVE-2016-8691 JasPer-1.900.3 Open]PEG-1.5.1 inth@87 DZ d8c2604 I 5.0 37/0 3 1 C2
2 CVE-2016-8691 CVE-2016-8691 OpenJPEG-1.5.2 JasPer-1.900.2 Jpe_dec.c@1194 DZ e55d5e2 I 8.0 22/0 3 4 C2
3 NA CVE-2016-9387 JasPer-1.900.13 OpenJPEG-1.5.1  j2k.c@560 10 d91198a v 7.5 5/0 27 1 C2
4 CVE-2016-9387 CVE-2016-9387 Open]PEG-1.5.2 JasPer-1.900.12 Jjpe_dec.c@1234 10 6e0162a I 8.5 42/0 3 1 C2
5 Bug-155 CVE-2017-6850  JasPer-2.0.12 OpenJPEG-1.5.1  cio.c@146 NPD 7692d6d I X -/- - - -
6 CVE-2016-6850 CVE-2017-6850 Open]PEG-1.5.2 JasPer-1.900.30 Jjas_malloc.c@111 NPD 7720188 I 15.0 9/0 -+ 1 C2
7 N/A CVE-2016-8692 JasPer-1.900.3 OpenJPEG-1.3 inth@87 DZ 3¢55b39 I 3.5 52/0 3 1 C2
8 (CVE-2016-8692 CVE-2016-8692 OpenJPEG-1.4 JasPer-1.900.2 Jjpe_dec.c@1196 DZ f4d394d I 5.5 20/0 3 4 C2
9 N/A CVE-2016-9387 JasPer-1.900.14 Open]PEG-2.1.0  j2k.c@2099 UIO ba2b9d00 I 6.0 42/0 4 1 C2
10 N/A CVE-2016-9387 OpenJPEG-2.1.1 JasPer-1.900.13 Jjpe_dec.c@1244 UIO 58fc8645 I 18.0 46/0 13 2 C2
11 Bug-312 CVE-2016-9262  OpenJPEG-1.5.1  LibWebP@0.3.0  jpegdec.c@251 SIO  6280bsad  III 25 90/0 4 1 C2
12 N/A CVE-2016-9830 JasPer-1.900.4 LibWebP@0.2.0  cwebp.c@120 ShO 6109f6a I 5.0 99/0 2 1 C1
13 N/A CVE-2016-9830 LibWebP@0.3.0 JasPer-1.900.3 mif_cod.c@394 ShO 7a650c6a I 11.0 98/0 1 13 C1
14 CVE-2016-9390 CVE-2016-9390 OpenJPEG-1.5.2 JasPer-1.900.13 Jjpemet.c@151 HBO 69cd4f9 I X -/- . - -
15 Bug-297 CVE-2016-9390  JasPer-1.900.14 OpenJPEG-2.1.0  libopenjpeg/mct.c@84 HBO deellec IV X -/- - - -
16 CVE-2016-9393 CVE-2016-9393 JasPer-1.900.17 Open]PEG-1.5.2  j2k.c@447 UIO £7038068 I 12.0 42/0 3 1 N.A.
17 CVE-2016-8884 CVE-2016-8884 LibTiff-3.8.0 Jasper-1.900.8 bmp_dec.c@394 MWE 50373d7d I 26.0 18/0 8 23 C2
18 N/A CVE-2017-6828  Libsndfile-1.0.26 ~ WavPack-5.1.0 common.c@992 ShO 3e91aaf7 I X -/- - - -
19 CVE-2016-9387 CVE-2016-9387  Jasper-1.900.13 Jasper-1.900.2 Jjpe_dec.c@1206 10 d91198a I 8.0 34/0 29 1 C1
20 CVE-2016-9265 CVE-2016-9265 LibMing-0.4.8 LibMing-0.4.6 listmp3.c@187 DZ b0704£80 I 5.5 98/0 2 1 C1
21 CVE-2016-9266 CVE-2016-9266 LibMing-0.4.8 LibMing-0.4.6 listmp3.c@94 NS 2e5a98a0 I 5.5 29/0 17 1 C1
22 Bugzilla-2634 CVE-2017-14039 LibTiff-4.0.8 LibTiff-4.0.0 tiff2ps.c@2443 HBO 5ed9fea5 I 26.0 75/0 5 18 C1
23 CVE-2017-8365 CVE-2017-8365  Libsndfile-master ~Libsndfile-1.0.26  src¢/pem.c@670 GBO  fdo484ab I 16.0  73/0 9 3 C1
24 CVE-2017-14107 CVE-2017-14107 Libzip-1.3.0 Libzip-1.1.2 zip_dirent.c@108 MAF 9b46957e I 42.0 90/0 4 13 C1

Division By Zero Error {DZ - Divide by Zero}, Integer Overflow {IO - Integer Overflow, UIO - Unsigned Integer Overflow, SIO - Signed Integer Overflow},

Memory Error {NPD - Null Pointer Dereference, MAF - Memory Allocation Failure, MWE - Memory Write Error}, Shift Overflow {ShO - Shift Overflow, NS - Negative Shift},
Buffer Overflow {HBO - Heap Buffer Overflow, GBO - Global Buffer Overflow}

Table 4. Summary of PatchWeave experiment results
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Division By Zero Error {DZ - Divide by Zero}, Integer Overflow {IO - Integer Overflow, UIO - Unsigned Integer Overflow, SIO - Signed Integer Overflow},

. Target Patch  Patch Time Diff. Patch Function Patch
D el fplon D Do et Location Taor Commit Class (min) Fuzz. Size Hops Similarity
1 Bug-169 CVE-2016-8691 JasPer-1.900.3 OpenJPEG-1.5.1 inth@87 DZ d8c2604 m 5.0 37/0 3 1 C2
2 CVE-2016-8691 CVE-2016-8691  OpenJPEG-15.2  JasPer-1.900.2  jpc_dec.c@1194 DZ e55d5e2 I 8.0  22/0 3 4 c2
3 N/A CVE-2016-9387 JasPer-1.900.13 OpenJPEG-1.5.1  j2k.c@560 10 d91198a v 7.5 5/0 27 1 C2
4 CVE-2016-9387 CVE-2016-9387 OpenJPEG-1.5.2 JasPer-1.900.12 Jjpe_dec.c@1234 10 6e0162a I 8.5 42/0 3 1 C2
5 Bug-155 CVE-2017-6850  JasPer-2.0.12 OpenJPEG-1.5.1 cio.c@146 NPD 7692d6d I X -/- - - -
6 CVE-2016-6850 CVE-2017-6850 OpenJPEG-1.5.2 JasPer-1.900.30 Jjas_malloc.c@111 NPD 7720188 I 15.0 9/0 4 1 C2
7 N/A CVE-2016-8692 JasPer-1.900.3 OpenJPEG-1.3 inth@87 Dz 3¢55b39 m 3.5 52/0 3 1 C2
8 CVE-2016-8692  CVE-2016-8692  OpenJPEG-1.4 JasPer-1.900.2 Jpe_dec.c@1196 DZ fad3oad II 5.5  20/0 3 4 C2
9 N/A CVE-2016-9387  JasPer-1.900.14 OpenJPEG-2.1.0  j2k.c@2099 UIO ba2b9d00 I 6.0 42/0 4 1 C2
10 N/A CVE-2016-9387 OpenJPEG-2.1.1 JasPer-1.900.13 Jjpc_dec.c@1244 UIO 58fc8645 m 18.0 46/0 13 2 C2
11  Bug-312 CVE-2016-9262  OpenJPEG-1.5.1  LibWebP@0.3.0  jpegdec.c@251 SIO 6280b5ad  III 2.5 90/0 4 1 C2
12 N/A CVE-2016-9830 JasPer-1.900.4 LibWebP@0.2.0  cwebp.c@120 ShO 6109f6a I 5.0 99/0 2 1 C1
13 N/A CVE-2016-9830 LibWebP@0.3.0 JasPer-1.900.3 mif_cod.c@394 ShO 7a650c6a I 11.0 98/0 1 13 C1
14 CVE-2016-9390 CVE-2016-9390  OpenJPEG-1.5.2  JasPer-1.900.13  jpcmct.c@151 HBO  69cdafo I X - - - )
15 Bug-297 CVE-2016-9390  JasPer-1.900.14 OpenJPEG-2.1.0  libopenjpeg/mct.c@84 HBO deellec IV X -/- - - -
16 CVE-2016-9393 CVE-2016-9393 JasPer-1.900.17 OpenJPEG-1.5.2  j2k.c@447 UIO 7038068 m 12.0 42/0 3 1 N.A.
17 CVE-2016-8884 CVE-2016-8884 LibTiff-3.8.0 Jasper-1.900.8 bmp_dec.c@394 MWE 50373d7d m 26.0 18/0 8 23 C2
18 N/A CVE-2017-6828  Libsndfile-1.0.26 ~ WavPack-5.1.0 common.c@992 ShO 3e91aaf7 I X -/- - - -
19 CVE-2016-9387 CVE-2016-9387 Jasper-1.900.13 Jasper-1.900.2 Jpe_dec.c@1206 10 d91198a I 8.0 34/0 29 1 C1
20 CVE-2016-9265 CVE-2016-9265 LibMing-0.4.8 LibMing-0.4.6 listmp3.c@187 DZ b0704£80 I 5.5 98/0 2 1 C1
21 CVE-2016-9266  CVE-2016-9266  LibMing-0.4.8 LibMing-0.4.6 listmp3.c@94 NS 2e5a98a0 I 5.5  29/0 17 1 C1
22  Bugzilla-2634 CVE-2017-14039  LibTiff-4.0.8 LibTiff-4.0.0 tifprS‘cQDZ443 HBO 5ed9fea5 I 26.0 75/0 5 18 C1
23 CVE-2017-8365 CVE-2017-8365  Libsndfile-master Libsndfile-1.0.26  src/pcm.c@670 GBO  fdo484ab I 16.0  73/0 9 3 C1
24 CVE-2017-14107 CVE-2017-14107 Libzip-1.3.0 Libzip-1.1.2 zip_dirent.c@108 MAF 9b46957e I 42.0 90/0 4 13 C1

Memory Error {NPD - Null Pointer Dereference, MAF - Memory Allocation Failure, MWE - Memory Write Error}, Shift Overflow {ShO - Shift Overflow, NS - Negative Shift},
Buffer Overflow {HBO - Heap Buffer Overflow, GBO - Global Buffer Overflow}

Table 4. Summary of PatchWeave experiment results
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