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Software Weakness C project = PHP project Definition

cwe-200 147 128 Exposure of Sensitive Information

cwe-264* 186 163 Permissions, Privileges, and Access Control
cwe-284* 173 202 Improper Access Control

cwe-20 325 70 Improper Input Validation

cwe-89 8 616 Sql injection

cwe-22 3 147 Improper Limitation of Pathname to a Restricted Directory
cwe-787 159 1 Out-of-bounds Write

cwe-476 148 - NULL Pointer Dereference

cwe-119 724 - improper restriction of operations within the bounds of a memory buffer
cwe-125 468 - Out-of-bounds Read

cwe-189* 117 - Numeric Errors

cwe-399* 171 - Resource Management Errors

cwe-190 154 - Integer Overflow or Wraparound

cwe-416 209 - Use After Free

cwe-362* 93 - Race Condition

cwe-79 - 583 Improper Neutralization of Input During Web Page Generation
cwe-352 - 136 Cross-Site Request Forgery (CSRF)

Total-Hunk 3085 2046

[1]https://nvd.nist.gov/vuln/data-feeds#JSON FEED
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Self-fixing rate (pl) = num_of_self_fizedp
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TABLE II
DETAILS OF THE SELECTED CWES OVER C AND PHP PROGRAMMING
LANGUAGES

C PHP
Commits 1395 35/
Files 1666 1058
Hunks 3085 2046
SLOC 18074 10591

Self-fixing Rate  20.55%  36.46%
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TABLE III
THE NUMBER OF self-fixed-hunk (SF-h), non-self-fixed-hunk (NSF-h), AND
OF Self-fixing rates (SFR) FOR INDIVIDUAL CWES AMONG C PROJECTS

TABLE IV
THE NUMBER OF self-fixed-hunk (SF-h), non-self-fixed-hunk (NSF-h), AND

CWE #SF-h  #NSF-h  SFR OF self-fixing rates (SFR) FOR INDIVIDUAL CWES AMONG PHP PROJECTS
cwe-190 84 70 055 TABLE V
cwe-89 3 5 0.37 CWE #SF-h #NSF-h SFR Average self-fixed rates (ASFR) AND Total Self-fixing rates (TSFR) FOR
cwe-22 1 2 0.33 COMMON CWES BETWEEN C AND PHP PROJECTS
cwe-476 46 102 031 cwe-89 357 259 0.57
= s = cesm 5@ 0 TR TINTT

g : cwe-200 62 66 0.48
cwe-119 156 568 0.21 w64 74 89 0.45 cwe-89 047 0.57
cwe-189 20 97 0.17 3 cwe-200 0.31 0.30
cwe-284 27 146 0.15 cwe-79 123 460 0.21 cwe-264 029 028
cwe-264 26 160 0.14 cwe-20 11 59 0.15 cwe-20 022 027
cwe-200 21 126 0.14 cwe-284 29 173 0.14 cwe-284  0.14 0.14
cwe-125 58 410 0.12 cwe-22 15 132 0.10 cwe-22 0.21 0.10
cwe-399 21 150 0.12
cwe-362 10 83 0.10 Average 0.335
cwe-416 20 189  0.09 Median 0.332
Average 0.22
Median 0.17
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TABLE X
AVERAGE SURVIVAL TIME OF SELF-FIXED (AT-SF) AND OF
NON-SELF-FIXED (AT-NSF) FOR BOTH C AND PHP LANGUAGES

Language AT-SF (days) AT-NSF (days) AT-NSF/AT-SF

C 941.56 1831.47 1.94
PHP 814.86 1429.02 175
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> =+ TABLE VIII
IMNE THE RESULTS OF P-VALUE TOGETHER WITH CLIFF’S |d| EFFECT SIZE ON

SURVIVAL TIME FOR SELF VS NON-SELF-FIXED VULNERABILITIES OF
CWES IN C LANGUAGE

» =Vl & IXTlEp<0.050CWED & (F5R&(L D 7= ) T w——

o L CWE-190 3.476e-13  0.615 (large)
>3 = 3 CWE-20 22e-16 0.675 (1
> C 7 |:| P 7 I\ T Lj: 3 >, 0) CWET&%%E 75\j( g \4 N CWE-264 7.639:-09 0.506 Eﬁiii
CWE-399 0.003 0.301 (small)
CWE-416 0.001 0.232 (small)

> PHP7°|:| C/‘ T 7 l\ ‘ilg&ﬁ%%b?ﬁ g LY CWE-476 0018  0.204 (small)

TABLE IX
THE RESULTS OF P-VALUE TOGETHER WITH CLIFF’S |d| EFFECT SIZE ON
SURVIVAL TIME FOR SELF VS NON-SELF-FIXED VULNERABILITIES OF
CWES IN PHP LANGUAGE

CWE p-value effect-size

CWE-352 4.65le-13  0.661 (large)
CWE-79  9.484e-15  0.378 (medium)
CWE-264  0.002 0.206 (small)
CWE-284  0.033 0.195 (small)
CWE-200 0046  0.136 (negligible)
CWE-89 0032  0.077 (negligible)
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TABLE I
DISTRIBUTION OF THE SELECTED CWES OVER PROGRAMMING LANGUAGES

Software Weakness  C project  PHP project Definition

cwe-200 147 128 Exposure of Sensitive Information

cwe-264* 186 163 Permissions, Privileges, and Access Control
cwe-284* 173 202 Improper Access Control

cwe-20 325 70 Improper Input Validation

cwe-89 8 616 Sql injection

cwe-22 3 147 Improper Limitation of Pathname to a Restricted Directory
cwe-787 159 1 Out-of-bounds Write

cwe-476 148 - NULL Pointer Dereference

cwe-119 724 - improper restriction of operations within the bounds of a memory buffer
cwe-125 468 - Out-of-bounds Read

cwe-189* 117 - Numeric Errors

cwe-399% 171 - Resource Management Errors

cwe-190 154 - Integer Overflow or Wraparound

cwe-416 209 - Use After Free

cwe-362% 93 - Race Condition

cwe-79 - 583 Improper Neutralization of Input During Web Page Generation
cwe-352 - 136 Cross-Site Request Forgery (CSRF)

Total-Hunk 3085 2046




