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TABLE II: Unique properties of malicious code

Data Source PkgC PyC Total L Avg L Max D Pka C : /Sy 4 —I%

PyPI 2,035 3355 1,119,707 334 3 .

GitHub 2355 54460 10,685,811 196 17 PyC /Ry T=JILEENDT7 7 ALE
Exploit DB 25 25 806 32 1 Total L : &5ta— FT&

StackOverflow 116 116 2,283 20 1 .

VX Heavens 17 64 14684 229 4 AvgL :1774L8B7Y Da—FITH
Attck Tools I 1 1 1 1 MaxD : Z7Z7AILDFEX

Hackerforums | 1 159 159 1
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' Malicious Code Density (LOM/LOC)
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Listing 1: Indirect Import in secrevtwo-0.0.3.

setup (install_requires=['secrevtwo’]

try:
p = subprocess.Popen(["python3", "-c", \
"from_secrevtwo import dist_util"],close_fds=True)

ndirect Import
EZRICA R b—ILEH 3
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Image Steganography
ERICAED— FAEEOHAD Listing 2: Image Steganography in colorsapi-6.6.7.

with open (f’ {os.getenv ("TEMP") }\\a.png’,'wb’) as f:
f.write (r.content)
exec (lsb.reveal (f’ {os.getenv ("TEMP") }\\a.png’))

W \S) —_

Sandbox Escape

Sandboxh 5 E4EIE 1212 A Listing 3: Python Sandbox Escape in colorwin-6.6.7.

__import_ ("builtins’) .exec(__ _import__ ('builtins’).
compile(__ _import__ ("base64’) .b64decode("..."),
'<string>'’,’exec’))
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setup.py | 580 |
init.py 161
other.py 105
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Package
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Install System
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Source code install Binary install
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Linux Windows Darwin
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pip Request Mirror
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