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you mainly develop for:

1 1 1 1 1
|
DIREE
\

Jt%ﬁjl:]/lﬁ Fh\t#l U T’(%E The company/project has become more
7de Eall_;\—ﬂ- é: LJ T%Z_T L\% e_’_ |:| LJ TC—A security—aware over the past years

(2) Please rate the following statements about the company/project

[£45% The security of the application is one

of the company/project’s main concerns

Developers are responsible for ensuring

Eﬁ%% EJIQ \@A*j:/jljjlﬁ NCT— security during code reviews

I\ l/ t -1 _H# t# 1 U T 1 %E‘E{%j% The company/project has a security team

SENH D EEE LI AFBI% T aviows are acknoieaged

by the company/project leaders

The company/project provides security

Jt%ﬁjm /\I 7 I\ U 9\\ ﬁ' 7Ld\ trainings

The company/project allows developers
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B5EDICRELDTWB AIK24%
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unclear security requirements/responsibilities

d—RNRLE21—BICHEENERIT S
X1V ToICAT 5ERE

insufficient security knowledge/training

vulnerabilities are subtle and difficult to catch

lack of codebase knowledge

use of third—party libraries

lack of secur'rty awareness

ever changing large set of vulnerabilities

lack of time

code review limitation

code complexity and low understandability

lack of resources

use of unsafe tech stack

security was not considered at the beginning
security is not a priority

lack of interest in security

balance security and performance
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Company/ Experience Security
ID Domain Project (in years) Expert
I1 Indust./OSS Mid SW Comp. 9 v
I2  Industry Startup 1
I3 Industry Large SW Comp. 1
I4 Industry Large SW Comp. 11
I5 Industry Startup 1
I6 Industry Large SW Comp. 13

I7 Industry Mid SW Comp.
I8 Industry Mid SW Comp.
19 Industry Startup

110 Industry Large SW Comp.

0N
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Developer

DevOps specialist
Manager

Other

PhD Student
Researcher / Professor
Security engineer
System administrator

K5

0|55
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v L 7TcX

Experience

102
100

81

32

. 51
14 35

N 122 ﬁ

l6 . 15 16 il | 16

I4 e .j

None 1 year or less 2 years 3-5 years 6 years or

more
Open-source Contribution [l Professional Development | Code Review

Practice

166
I2
0
123
113
100
%0 47
35
19
5 12 5 10 8
=N - [ . .
Less than once About once About once Several times per
a month a month a week week or daily

Designing [l Developing || Reviewing
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Mentioned
security in the
Main Body,

Overview

2. How long have you been working on this job?

Introduction [ 3, How much code review is involved in your job?
- If no code review is involved in their job, ask about the

at would be a vulnerabilty for you?

company/other teams

1. Could you give me a brief description of your current job?

Practices
code review

Security 3

Main body

Yes —

4. Why do you perform code reviews?

5. What type of issues do you normally raise in a code review?

6. Do you skip some kind of issues when doing code reviews?

7. How do you decide what to analyze in a code review?

8. Do you have a checklist of things to analyze when doing a code
review?

9. Do you get any suggestions on what/how you should review?

Security 2.1
l Mentioned
12. What is a software ility for you? | security in the
. Main Body,
Security 1
10. Are you familiar with the term software vulnerabilities? Security 2.2 Yes

13. We consider a software vulnerability as a "design flaw or an

Agreed w/

| implementation bug that allows an attacker to cause harm to the
stakeholders of an application” What do you think about this
definition?

vulnerability
definition

No  Security 2.2.1

14. Why? What would be a vulnerabilty for you?

No

15. To what extent do you consider security aspects when
reviewing code?

16. Do you think it is important to consider security while
reviewing code?

17. Do you think ensuring security during code reviews is
challenging? If yes, why do you think it is challenging?

Consider security’
while reviewing

No

)

Security 4.1

Yes ——

18. When did you start to be aware of security during code
reviews?

19. What is the percentage of time you spend on security overall
on a normal code review session?

20. Do you feel you struggle to include security into your code
review practices? If yes, why is that?

21. Do you struggle to include security in other development
activities?

22. Which factors influence the identification of security defects
during a code review?

23. Do you look for specific types of security issues during code
reviews? If so, which ones?

Security 5 Security 6

29. When you are suggesting modifications in a code review, do
you think about the security implications of these suggestions? If
s0, Could you please give me an example of such an experience?

26. Have you ever reported a security issue during a code
review? If yes, could you please give me an example?
27. If you notice a security issue, are you normally able to
propose a counter measure?

28. Are there any established routines that you use to ensure the
— d 3
security of the code changes that you review? If so, could you
please tell me what it is? How good do you think it is? (Coverage,
cost-effectiveness, reliability, correctness, ease of use). If
negative evaluation, what will you do to improve it/them if you
are allowed to do so?

Security 4.2

24, If you don't consider security while reviewing code, when do
you think about it?

25. Do you struggle to include security in other development
activities?

Security 4.2.1
29. Do you think security should be considered during code
P reviews? Please elaborate. p
Security Yes

is part of the
development
process

Security 4.2.2

No

29. Do you have previous experiences with security? If yes, can
you tell me about it?

30. Do you think security should be included in your
development activities? Please elaborate.

Wrap up
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