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Abstract—Identifying which vulnerabilities need to be priori-
tized is a long-term challenge in IT security, especially as the
number of vulnerabilities grows. Faced with a large number
of vulnerability reports, there is an urgent need for automated
tools or models to assess the potential severity and exploitability
of vulnerabilities. This will help security experts screen vulner-
abilities that should be focused on. In this study, we aim to
predict vulnerability severity and exploitability characteristics
using only vulnerability descriptions. Some previous studies are
based on traditional deep learning models, and their performance
is relatively backward in the current era of pre-trained language
models (PLMs). Therefore, we introduce a prompt learning
method based on PLMs to predict vulnerability characteristics.
The conventional fine-tuning PLMs method is difficult to make
full use of the domain knowledge in PLMs and performs
poorly with less training data. Unlike the fine-tuning paradigm,
prompt learning imitates the pre-training process of PLM by
reconstructing the task input and adding prompts, and uses the
output of PLM itself as the prediction output. Combined with
prompt ensembling and transfer learning, the performance of
prompt learning in the above tasks is further improved. Our
experiments show that prompt learning can make more effective
use of the knowledge in PLMs. Compared with fine-tuning PLMs
and other deep learning models, prompt learning based on BERT
or RoBERTa achieves better performance in the above tasks.
This advantage is more significant in predicting exploitability
with few samples, which proves the ability of prompt learning
in few-sample scenarios. In addition, prompt learning also shows
the transferability between different tasks in the domain.

Index Terms—vulnerability characteristics, vulnerability as-
sessment, prompt learning, pre-trained language model

I. INTRODUCTION

Software vulnerabilities will cause serious threats to the se-

curity and reliability of computer systems. With the emergence

of new technologies and software products, the number of vul-

nerabilities reported in Common Vulnerabilities and Exposures

(CVE) [1] database has increased explosively. Faced with a

large number of vulnerability reports and limited time and

human resources, security developers need to prioritize repair

activities according to the severity and exploitability charac-

teristics of vulnerabilities. These vulnerability characteristics

are usually determined by security experts based on expert

knowledge and with the help of auxiliary systems.

Common Vulnerability Scoring System (CVSS) [2] is an

important system for determining vulnerability severity based

on expert knowledge. By evaluating the impact, exploitabil-

ity, temporal and environmental scores of the vulnerability,

security experts use CVSS to determine the severity score of

the vulnerability. Unlike severity characteristic, which mixes

multiple influencing factors of vulnerability, exploitability

characteristic focuses more directly on whether the vulnera-

bility will be actually exploited. Recently, Cybersecurity and

Infrastructure Security Agency (CISA) [3] has established a

catalog [4] to manage known exploited vulnerabilities, so as

to reduce the risk of vulnerability exploitation.

In the face of a large number of vulnerability reports,

the evaluation of vulnerability characteristics based on expert

knowledge seems to lag behind. For example, for newly re-

leased vulnerabilities, the duration between the initial publish

date and the CVSS score update date can range from one

day to more than a hundred days. In addition, the number

of exploited vulnerabilities maintained by CISA is small and

the update speed is slow. Therefore, tools or models that

can automatically assess vulnerability severity, exploitability

and other characteristics are urgently needed to help security

experts screen the vulnerabilities that should be focused on and

determine the priority of vulnerability assessment. As shown

in Table I, the standardized text description of the vulnerability

contains surface information such as the working mode of the

vulnerability. Compared with the complex evaluation metrics

of CVSS, the severity and exploitability characteristics of

vulnerabilities are rooted in these standardized descriptions.

In this study, we aim to predict the severity and exploitabil-
ity characteristics of vulnerabilities using only vulnerability
descriptions. Due to the great potential of deep learning in

analyzing software text [5], we intend to solve the above tasks

by collecting datasets and training models.

In this study, we determine the severity of vulnerabilities

according to the CVSS severity score and create a large-scale

severity dataset. We determine the exploitability of vulner-

abilities according to CISA’s known exploited vulnerabilities

list, because CISA has more strict screening criteria. However,

the number of exploited vulnerabilities maintained in CISA

is small, only hundreds, so we can only create a small-

scale exploitability dataset. Therefore, predicting these two
vulnerability characteristics can be redefined as two classi-
fication tasks, one is severity classification with large-scale
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TABLE I: An example of CVE vulnerability description and

characteristics

CVE-ID: CVE-2021-4102
Date Record Created: 20211210
Vulnerability Description: Use after free in V8 in Google Chrome
prior to 96.0.4664.110 allowed a remote attacker to potentially
exploit heap corruption via a crafted HTML page.
Severity: 8.8 HIGH
CISA Exploitability: Exploited

data, the other is exploitability classification with few samples.
For the exploitability classification, we are not limited to the

current data scale but extend to more extreme scenarios of

data scarcity.

In the previous studies, Han, Gong et al. [6], [7] use

vulnerability description training TextCNN and BiLSTM clas-

sification models to predict the severity of vulnerabilities.

However, these models have poor semantic understanding

when confronted with words not seen in the training stage.

In addition, the performance of these traditional models is

slightly backward in the current era of pre-trained language

models (PLMs) [8]–[11]. Naturally, a common and reasonable

idea is to use PLMs such as BERT [12] and RoBERTa [13] to

better extract the semantic information of the text. The model

can understand those unseen words using the rich knowledge

learned from large-scale corpus in the pre-training stage. Fine-

tuning PLMs have achieved state-of-the-art performance on

many downstream tasks [10], [14]. However, for the tasks

of vulnerability characteristics classification in this study, or

broader tasks, the fine-tuning paradigm has some challenges

and deficiencies: 1) The difference between fine-tuning and

pre-training stages makes it difficult to make full use of

knowledge in PLMs. 2) Like traditional models, the fine-tuning

paradigm performs poorly in few-sample scenarios and has

poor transferability of cross-tasks.

In order to solve the tasks of this study and overcome the

shortcomings of fine-tuning paradigm, we introduce the latest

PLMs-based prompt learning [15] paradigm in the field of

natural language processing(NLP). Prompt learning is based

on PLMs, and realizes more sufficient knowledge mining

and utilization of PLMs. By imitating the process of pre-

training, prompt learning bridges the gap between pre-training

and model tuning of downstream tasks. The key to imitation

is to reconstruct the input text by adding natural language

prompts and special masked tokens. For example, in order to

predict the severity of the vulnerability description, a prompt

such as “The severity is [Z].” is added before or after the

input sequence. [Z] is the output to be predicted, which is

masked and replaced by [MASK] token during input. The

PLM predicts the output words at the masked token position,

as it did in the original pre-training stage. A verbalizer [16]

then maps the predicted output to the expected target class,

completing the classification task.

Technically, for the severity classification with a large

dataset, we practice the prompt learning method by construct-

ing prompt template and verbalizer, and further improve the

effect of prompt learning by combining prompt ensembling

[17], [18] strategy. For the exploitability classification with

few samples, we use prompt without introducing parameters

to take advantage of PLMs. Moreover, we use the cross-

tasks transferability of prompt learning to further improve its

performance in few-sample scenarios.

In the experimental stage, for the severity classification,

we set up multiple baseline methods for comparison, and the

experimental results indicate that prompt learning achieves

performance beyond the traditional models and fine-tuning

paradigm. Combined with the prompt ensembling strategy, the

performance will be further improved. For the exploitability

classification, we set up multiple few-sample scenarios. The

experimental results show that the prompt learning paradigm

has a stronger ability to deal with few samples than the fine-

tuning paradigm. This performance advantage is more signifi-

cant in scenarios where data is extremely scarce. For example,

in a 32-sample scenario, the performance of prompt learning

based on RoBERTa-base and RoBERTa-large is 10.12% and

5.71% higher than that of fine-tuning paradigm, respectively.

Combined with the transfer learning [19] within the domain,

prompt learning performance will be further improved. In

addition, we also experimentally evaluate the relevant settings

that affect the performance of prompt learning, including the

design of prompt templates and verbalizers.

Overall, the contributions of this paper are as follows:

• To the best of our knowledge, this study is an early attempt

to use prompt learning to solve related tasks in software

engineering. In addition, we experimentally evaluate the

settings that affect prompt learning performance. This will

help more researchers apply prompt learning to their fields.

• Based on vulnerability descriptions, we use the prompt

learning method to predict the severity and exploitability

characteristics, and achieve better performance than the tra-

ditional models and fine-tuning paradigm, providing higher

performance for automated vulnerability assessment.

• We explore the ability of prompt learning to deal with

scenarios where data is extremely scarce. Combined with

transfer learning, excellent performance is achieved, which

provides a new attempt to solve the low-resource tasks in

software engineering.

II. BACKGROUND

A. CVE and Vulnerability Characteristics

Common Vulnerabilities and Exposures (CVE) [1] database

maintains a list of publicly disclosed cybersecurity vulnerabil-

ities. Each vulnerability is assigned a unique CVE identifier

and mainly contains several fields: 1) a standardized text

description of the vulnerability, 2) some related references,

and 3) record creation date.

The National Vulnerability Database (NVD) [20] is the

vulnerabilities repository created by the U.S. government. In

addition to containing a list of CVEs, the NVD also provides

severity of vulnerabilities and known affected configurations.

The NVD scores vulnerabilities using the CVSS [2] which is

based on a set of equations using some metrics. The common

purpose of CVSS is to calculate the severity of vulnerabilities.
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CVSS scores range from 0 to 10 and vulnerabilities

are classified into four severity levels: “Critical” (9.0-10.0),

“High” (7.0-8.9), “Medium” (4.0-6.9) and “Low” (0.1-3.9).

Once Critical level vulnerabilities are exploited, attackers can

usually directly obtain core permissions, resulting in serious

consequences, and users should immediately patch vulnerable

systems. High level vulnerabilities can lead to serious unau-

thorized access and information leakage when exploited. For

such vulnerabilities, users are advised to apply updates as soon

as possible. Medium level vulnerabilities typically require the

attacker to interact with the victim or reside on the same local

network to be exploited. For such vulnerabilities, users can

consider applying updates. Low level vulnerabilities have little

impact and users can consider whether to apply updates.

Another vulnerability characteristic similar to severity but

very different is exploitability. The severity of vulnerability is

more concerned with the impact of vulnerability exploitation,

regardless of whether the vulnerability is actually used to

attack systems. Many CVEs with high and critical CVSS

scores are very complex, and may require special conditions or

permissions to be actually exploited. Vulnerability exploitabil-

ity focuses on whether the vulnerability has been used to

attack the system in the wild. Recently, Cybersecurity and

Infrastructure Security Agency (CISA) [3] issued compulsory

direction to reduce the significant risk of known exploited

vulnerabilities [21]. The directive establishes a CISA managed

catalog of known exploited vulnerabilities.

B. A Motivating Example

For more than a decade, the number of vulnerabilities re-

ported in the NVD was fairly stable, varying annually between

4,000 and 8,000 reported issues. However, since 2017, the

number of vulnerabilities submitted has increased explosively,

with more than 20000 vulnerabilities submitted in 2021 alone.

The growth in the number of reported vulnerabilities is perhaps

not particularly surprising, and is in line with the growing

number of Internet-connected devices, products and digital

services in use around the world [22].

The explosive growth of the number of vulnerabilities

has brought great challenges to vulnerability assessment and

CVSS scoring. For newly reported vulnerabilities, the duration

between the initial publish date and the CVSS score update

date can range from one day to more than a hundred days

[7], so the severity characteristics of these vulnerabilities are

often missing. In addition to severity, exploitability is also an

important factor for developers to prioritize repair activities.

Although CISA has established a catalog of known exploited

vulnerabilities [4], however, as of March 2022, only a few

hundred exploited vulnerabilities are recorded in the catalog.

Therefore, for most vulnerabilities, we cannot determine their

exploitability characteristics. The lack of vulnerability charac-

teristics shown in Table I brings challenges to repair activities.

C. Research Challenges

In recent years, some studies [6], [7] have proved the poten-

tial of data-driven deep learning models, such as TextCNN [23]

E[CLS] Evulnerability Edescription

C Tvulnerability Tdescription

...

[CLS] vulnerability description

CLS
head

Vulnerability ... 
description

...BERT

target class

...

...

...

Fig. 1: Conventional fine-tuning paradigm.

and BiLSTM [24], in assessing the severity of vulnerabilities.

In the current pre-training era, a better way to extract semantic

information and improve the performance of classification

tasks is to use PLMs. However, the conventional fine-tuning

PLMs method has some challenges and shortcomings:

• The fine-tuning paradigm uses additional task-specific pa-

rameters and optimization objectives to tune the PLMs,

resulting in the gap between model tuning and pre-training.

Therefore, the knowledge in PLMs cannot be fully utilized.

• Fine-tuning paradigm requires a large amount of training

data of downstream tasks to tune the introduced parameters,

so it performs poorly in few-sample scenarios.

Specifically, as shown in Figure 1, for the two different clas-

sification tasks in this study, the fine-tuning paradigm needs

to add different classification heads (CLS heads) on the top of

PLM and use the optimization objective of the classification

problem to tune the model. However, BERT-based PLMs use

Masked Language Modeling (MLM) [12], [25] object to train

the model in the pre-training stage, predicting the tokens in

the input sequence that are randomly masked. This difference

makes it difficult to fully mine the rich knowledge in PLMs

when performing downstream tasks [16], [26]–[30].

Like low-resource scenarios often encountered in the se-

curity field, the exploitability classification in this study is

faced with the difficulty of few samples. Like traditional deep

learning methods, fine-tuning PLMs method needs enough

data to tune the introduced CLS head parameters. Less training

data makes it difficult for the model to effectively learn

semantic information and easy to cause overfitting [31], re-

sulting in poor performance. Research [32] shows that under

few-sample scenarios, the effect of fine-tuning BERT on

downstream tasks is very unstable. Models are also prone

to catastrophic forgetting [33], which means the pre-trained

knowledge is forgotten during learning of new knowledge. In

addition, different classification tasks require different CLS

heads, resulting in poor cross-tasks transferability of fine-

tuning paradigm, especially in few-sample scenarios.

In order to solve the tasks of this study and overcome

the shortcomings of fine-tuning paradigm, we introduce the

prompt learning paradigm based on PLMs.
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Fig. 3: Model architecture of prompt learning.

III. THE APPROACH

In this section, we will introduce the process steps of solv-

ing vulnerability characteristics prediction based on prompt

learning.

A. Approach Overview

In this study, as shown in Figure 2, prediction of severity and

exploitabilit y based on vulnerability description and prompt

learning mainly includes the following steps: 1) selection of

appropriate PLMs and further pre-training; 2) severity clas-

sification based on prompt learning and prompt ensembling;

3) exploitability classification based on prompt learning and

transfer learning. The collection and creation of vulnerability

severity and exploitability datasets will be described in Section

IV. Next, we will describe the above steps in detail.

Firstly, choose appropriate PLMs as the basis of prompt

learning. For the classification tasks in this study, we use the

commonly used BERT and RoBERTa PLM. It is necessary to

use the downstream task corpus, i.e., vulnerability description

text, or the in-domain corpus for further pre-training, which

makes the PLMs contain more domain knowledge [34].

The next step is the specific prompt learning process, which

combines the prompt ensembling on the severity classification

task. As shown in Figure 3, prompt learning uses the prompt

template fprompt(·) to modify the original input text x to

produce new input x′ with a prompt: x′ = fprompt(x). Prompt

templates typically consist of text strings with two slots: input

slot [X] and answer slot [Z]. The input slot [X] will be

filled with input text x, and the answer slot [Z] is eventually

filled with the output label word z predicted by the PLM. For

example, through the template “[X] The severity is [Z].”,

the input text “vulnerability description.” will be refactored

to “vulnerability description. The severity is [Z].”. For

the masked language model, the [Z] in the input is replaced

with the masked token [MASK]. The reconstructed input text

is then tokenized and fed into a PLM to predict the distribution

over label words on the [MASK] token position. For the

classification task, label words are the restricted output of the

model and can be mapped to target class labels through a

verbalizer. Note that a verbalizer projects the target class labels

to label words in the vocabulary, conversely, each predicted

label word corresponds to a target class. In the above steps,

we use the prompt ensembling method to synthesize the output

of multiple templates to obtain label words, thus reducing the

influence of template differences.

Finally, for the exploitability classification task, we can do

prompt learning directly like the severity classification task.

Prompt learning itself can achieve a better effect in few-sample

scenarios. However, considering that these two tasks belong

to the same domain and are relatively similar, we hope to

combine transfer learning to further improve the performance

of prompt learning. We first use prompt learning method

to tune PLM on severity classification with a large dataset.

Then, by simply modifying prompt and verbalizer, PLM is

transferred to exploitability classification with few samples,

and prompt learning is carried out again, so as to realize

knowledge transfer.

The construction of prompt template and verbalizer is an

important engineering in prompt learning. Next, we will in-

troduce in detail the construction methods of various templates

and verbalizers, as well as the prompt ensembling.

B. Prompt Template and Verbalizer Construction

Choosing the optimal template for each specific downstream

task is often challenging and the method is not fixed. It is

necessary to try a variety of template construction methods.

According to the type of prompt token, prompt templates can

be divided into hard prompt, soft prompt and hybrid prompt.

Hard Prompt is also known as discrete prompt [15]. In

addition to the input slot and answer slot, the prompt tokens

are understandable natural words. Manually creating intuitive

templates based on domain knowledge is the simplest and most

natural way. For example, in the task of severity classification,

the hard prompt template can be defined as:

fprompt = “The severity is [Z]. [X]” (1)
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TABLE II: Reconstructed vulnerability description by hard

prompt template.

The severity is [Z]. Use after free in V8 in Google Chrome
prior to 96.0.4664.110 allowed a remote attacker to potentially
exploit heap corruption via a crafted HTML page.

Many new templates can be obtained by modifying the expres-

sion or position of natural language in the template. As shown

in Table II, the input slot [X] will be filled with vulnerability

description text and reconstructed into a new input. PLM

predicts the probability distribution over label words on the

[Z] position. The label word with the highest probability will

be the intermediate generated answer of PLM.

Soft Prompt is also known as continuous prompt [15].

This prompt is not human interpretable natural language but

continuous embeddings that can be tuned during the training

of downstream tasks. Soft prompts overcome the difficulty of

creating appropriate hard prompts for certain tasks, and prompt

directly in the embedding space of the model. For example,

soft prompt template can be defined as:

fprompt = “[SOFT ] [SOFT ] [SOFT ] [Z] [SOFT ] [X]”
(2)

Soft prompt templates can be created by replacing natural

words in hard templates with [SOFT ] tokens. The number

of [SOFT ] token is variable and represents the length of

continuous embeddings. These soft tokens can be initialized

using embeddings of words in the hard prompt template, or

through other methods [29].

Hybrid Prompt is a combination of hard prompt and soft

prompt, consisting of hard tokens and soft tokens. Hard tokens

are usually task-related important tokens that are not tuned

during training, while soft tokens are tunable embeddings.

Hybrid prompt templates can be obtained by retaining impor-

tant tokens in hard template and replacing unimportant tokens

with soft tokens. For example, hybrid prompt template can be

defined as:

fprompt = “[SOFT ] severity [SOFT ] [Z] [SOFT ] [X]”
(3)

In this template, “severity” is a task-related token that we

want not to be tuned, while other tokens such as “the” can

be replaced and initialized as tunable embedding.

Verbalizer projects the target class labels to label words in

the vocabulary. Label words are used to constrain the output

space of PLM, that is, we only focus on the output probability

of the model on these label words. Each target class label can

correspond to one or more label words. With the verbalizer,

the label word with the highest probability is mapped to the

target class as the predict output. For the severity classification,

one-one and one-many verbalizers can be defined as:

V erbalizer =

⎧⎪⎪⎨
⎪⎪⎩

“Low” : [“low”]
“Medium” : [“medium”]
“High” : [“high”]
“Critical” : [“critical”]

(4)

V erbalizer =

⎧⎪⎪⎨
⎪⎪⎩

“Low” : [“low”, “slight”]
“Medium” : [“medium”, “moderate”]
“High” : [“high”, “serious”]
“Critical” : [“critical”, “urgent”]

(5)

In this task, because the target class labels have specific mean-

ings, they can be directly used as label words, or appropriate

synonyms can be added.

C. Prompt Ensembling

Prompt Ensembling can combine the results of multiple

prompt templates to take full advantage of different templates.

Finding the optimal template is often challenging, and prompt

ensembling can significantly reduce the cost of exploring

the optimal performance template while achieving stable and

better results on downstream tasks. In this study, we use

the strategy of uniform averaging for prompt ensembling.

Specifically, when predicting the class of an input in the

inference stage, the output probabilities of multiple prompts

and models on the same label word are uniformly averaged

to achieve prompt ensembling. This process can be formally

expressed as:

P (z|x) = 1

K

K∑
i

P (z|fprompt,i(x)) (6)

where fprompt,i(·) is the i-th prompt, and the type of each

prompt template can be different. P represents the output

probability of the model on label word z. We select K prompts

with the best performance for ensembling. K can be set

smaller, such as 3, to focus on a few of the best prompts.

IV. EXPERIMENTAL DESIGN

This section describes our research questions and related

experimental designs. We collect and create vulnerability

datasets, and set up baseline methods compared with the

prompt learning. Besides, this section will introduce the eval-

uation metric and implementation details of the experiment.

A. Research Questions

This study aims to solve the tasks of predicting the severity

and exploitability of vulnerabilities, and verify the effective-

ness of the prompt learning method introduced to solve rele-

vant challenges. Specifically, the research questions include:

RQ1: Compared with other methods, how effective is

prompt learning in vulnerability severity classification?

RQ2: How effective is prompt learning in exploitability

classification with few-sample scenarios?

RQ3: How do different prompt settings affect the perfor-

mance of the prompt learning?

For severity classification, we design RQ1 to verify whether

the prompt learning method has a better effect than other meth-

ods. For exploitability classification, we face the challenge of

few training samples. Prompt learning is introduced to solve

the above challenge. Meanwhile, considering the common

data shortage problem in software engineering, we extend the
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above scenario. In RQ2, we design experiments to compare

the abilities of prompt learning and fine-tuning in various few-

sample scenarios. We also verify the cross-tasks transferability

of prompt learning. Since the design of prompt template and

verbalizer is an important part, we design RQ3 to compare the

impact of different settings on prompt learning performance,

and verify the effectiveness of prompt ensembling.

B. Vulnerability Dataset

Experimental vulnerability data is obtained from NVD,

which contains the CVSS severity score of vulnerabilities. For

severity classification, we only collect vulnerability data with

CVSS V3.X base score, and CVSS severity is used as the label.

After processing, we ignore some vulnerabilities in which the

CVSS score was 0. Before the publish date of January 1, 2022,

a total of 93,512 vulnerability data are collected1, the sample

proportions of the four levels of Low, Medium, High, and

Critical are 2%:40%:43%:15%. 90% of the samples are used

as the training set to train models using multiple methods, 5%

as the validation set to optimize models, and the remaining

5% as the test set to compare the effects of several methods.

For exploitability classification, we collect known exploited

vulnerabilities from the CISA catalog [4], which is a subset of

vulnerabilities in NVD. A total of 502 exploited vulnerabilities

are collected as of March 16, 2022, with the label “exploited”.

To construct a balanced dataset, combining random selection

with manual review, we select the same number of other

vulnerabilities from the complete NVD vulnerability dataset

previously collected and set the label to “unexploited”. There-

fore, we obtain an exploitability dataset with 1004 samples1.

The goal of our experiment is not only to use prompt learning

to predict exploitability, but more importantly to explore the

ability of prompt learning in few-sample or zero-sample sce-

narios. This is reasonable and meaningful, because in earlier

time, we can get much less data or even no data. To thoroughly

test the effect of the models trained in few-sample scenarios

and reduce the contingency of test results, the size of the test

set needs to be larger. In the experiment, the test set size is 500

and the validation set size is 200. The remaining data is used

to construct the training set in various few-sample scenarios.

C. Baseline Building

In order to verify the effect of prompt learning in different

tasks and scenarios, we set up several comparison methods or

models, including Fine-tuning PLMs, TextCNN and Attention-

based BiLSTM. The latter two models are used in the previous

studies [6], [7], and we reproduce them according to the same

network architecture. Fine-tuning PLMs method is the focus of

comparison, because it has achieved better performance than

traditional models in many downstream tasks. In addition, both

it and prompt learning are PLMs-based paradigms.

Fine-tuning PLMs. Fine-tuning PLMs is a simple and

widely-used method for text classification tasks. We select

several PLMs as fine-tuning models, including BERT-base,

1The datasets are available in: https://sites.google.com/view/vulprompt

BERT-large, RoBERTa-base and RoBERTa-large, which are

also used as the basic models for prompt learning. For these

masked language models, the input sequence will be tokenized

and a special [CLS] token will be added to the header of the

sequence. The encoder [35] extracts the semantic information

and outputs each token’s embedding in the last hidden layer.

We take the embedding of the first token [CLS] as the

representation of the whole sequence and feed it to a CLS

head to predict the probability of the target label. CLS head

is a feedforward neural network with softmax function, so ad-

ditional parameters and optimization objective are introduced.

These additional parameters and model’s parameters will be

tuned by maximizing the probability of the correct label.

TextCNN. We reproduce a TextCNN [23] model, there are

one convolutional layer followed by a 1-max-pooling layer, as

well as an input layer and output layer. The input layer receives

word embedding trained by the word2vec [36] as input. In

the convolution and max-pooling layer, three different window

sizes filters are used to extract features of phrases from input

descriptions. After convolution, a 1-max-pooling operation is

applied to each feature map obtained, thus the maximum value

is selected as the most informative feature corresponding to a

particular filter. These feature vectors will be connected and

sent to the softmax classifier for classification.

Attention-Based BiLSTM. A Bi-directional LSTM [24]

processes the input sequence in both forward and backward

directions with two standard LSTMs, respectively [7]. For each

word in the input sequence, the forward and backward hidden

vectors are generated, and these two vectors are connected to

form the hidden vector. Then, this hidden vector sequence will

be fed to an attention-layer to encode word importance. The

output representation vector of the whole sequence is finally

fed into the softmax classifier for classification.

D. Evaluation Metrics

The severity classification has four labels: critical, high,

medium and low. The exploitability classification has two

labels: exploited and unexploited. For multi-class classifica-

tion, we use weighted-F1 (w-F1) as the evaluation metric.

Consider each class separately, taking this class as positive and

other classes as negative. False negative (FN) means a positive

sample is falsely predicted as negative and false positive (FP)

means a negative sample is falsely predicted as positive. TP

and TN represent true positive and true negative. We can get

TPi, FPi, TNi and FNi values for each class i (0,1,2,3).

Then, the Precision (P), Recall (R) and F1 score for each class

can be calculated as follows:

Pi =
TPi

TPi + FPi
, Ri =

TPi

TPi + FNi
, F1i =

2 ∗ Pi ∗Ri

Pi +Ri
(7)

For the overall evaluation, we use w-F1 to weight the F1

score of each class according to the sample proportion of each

class in all samples (wi), so as to avoid the class with very

few samples having a large impact on the overall result.

wi =
#samplei∑3
j=0 #samplej

, weighted-F1 =
3∑

i=0

wi ∗ F1i (8)
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Since the low-level has a small number of samples (2%),

we don’t use macro-F1, which treats each class equally and

averages the F1 of each class uniformly. We don’t want to pay

more attention to the less important low-level vulnerabilities.

For binary classification, there are clear positive and nega-

tive classes. We use the common F1-score as the metric:

F1-score =
2 · P ·R
P +R

(9)

E. Experimental Details

Our experiment is based on Pytorch, Huggingface Trans-

formers [37] and OpenPrompt [38] frameworks. Fine-tuning

PLMs is implemented based on the Huggingface-Transformers

framework. The implementation of prompt learning is based

on OpenPrompt, through which prompt templates and ver-

balizers can be built quickly. TextCNN and Attention-Based

BiLSTM are implemented based on Pytorch and tuned using

hyperparameters from previous studies [6], [7].

We select BERT and RoBERTa as PLMs of the experiment.

In the further pre-training stage, we further pre-training these

PLMs on the vulnerability description corpus according to the

settings in previous study [34], so as to make these models

contain more domain knowledge. In the prompt learning

experiment, we built various prompt templates and verbalizers

based on OpenPrompt and set up different training strategies.

For both PLMs-based prompt learning and fine-tuning, we

train these models for 5 epochs and save the checkpoints

with the best performance on the validation set. We set the

same hyperparameters for fine-tuning and prompt learning for

tuning, e.g., the learning rate is 1e-5, the optimizer is AdamW,

the weight decay is set to 0.01, the lr scheduler type is linear,

the batch size is 16, etc.

In order to avoid the contingency of results, we set three

different seeds for each experiment and repeat them three times

respectively, and average the results. All experiments are run

on a machine with NVIDIA GeForce RTX 3090 GPU.

V. EXPERIMENTAL EVALUATION AND RESULTS

In this section, we use the experimental results to answer the

reserch questions previously raised and illustrate our findings.

A. RQ1: Compared with other methods, how effective is
prompt learning in vulnerability severity classification?

Settings. For the vulnerability severity classification, we set

up several baseline methods and models for comparison to test

whether the prompt learning can achieve better performance.

Fine-tuning PLMs is the main comparison object, because

it and prompt learning are two different paradigms using

PLMs. For the setting of prompt learning, we have tried a

variety of combinations of prompt templates and verbalizers,

including hard, soft and hybrid templates, one-one and one-

many verbalizers. Some templates and verbalizers have been

shown in equations (1) to (5), and more specific settings are

shown in RQ3. Table III shows the performance from trying

different prompt learning settings and prompt ensembling. The

effect of different prompt settings on model performance and

the effectiveness of prompt ensembling will be shown in RQ3.

TABLE III: Performance of several methods on vulnerability

severity classification

Model Method w-F1 (%) p-value

TextCNN - 74.95 -

Attention-Based BiLSTM - 74.71 -

BERT-base

fine-tuning 78.73

5.96E-07prompt learning 80.45

BERT-large

fine-tuning 79.62

1.62E-06prompt learning 81.16

RoBERTa-base

fine-tuning 79.37

4.21E-06prompt learning 80.76

RoBERTa-large
fine-tuning 79.79

2.15E-06prompt learning 81.29

Results. Table III shows the comparison results of different

methods and models on the vulnerability severity test set.

From this, we can see that fine-tuning PLMs has achieved

greater performance improvement compared with traditional

models. Taking RoBERTa-large, which has the best fine-

tuning performance, as an example, its weighted-F1 is higher

than TextCNN and Attention-Based BiLSTM respectively by

4.84% and 5.08%. This result fully shows that PLMs have

learned rich knowledge in the pre-training stage and have a

strong ability to extract the semantic information of the input

text context.

From the table, we can observe that prompt learning

paradigm performs better than fine-tuning paradigm on dif-

ferent PLMs. For BERT-base, BERT-large, RoBERTa-base and

RoBERTba-large, prompt learning paradigm outperforms fine-

tuning paradigm by 1.72%, 1.54%, 1.39% and 1.50%, respec-

tively. For multiple experimental results of prompt learning

and fine-tuning (three random seeds and three experiments

under each seed), we perform independent samples T-test for

statistical testing. The results show that there are statistical

performance differences (p-value is much less than 0.05)

between them. We present more detailed experimental results

on the anonymous website1. The above results indicate that

prompt learning can extract the knowledge in PLMs more

fully and effectively by transforming the classification task

into the same cloze form as the PLMs pre-training stage.

The transformation process simply reconstructs the input and

adds task-related prompts. In addition, whether fine-tuning

paradigm or prompt learning paradigm, the effect of a large

model is better than that of base model. The rationale is larger

PLMs contain more knowledge.

Answer to RQ1: For vulnerability severity classification,

prompt learning achieves better results than fine-tuning

PLMs and other models. In particular, the performance

improvement of prompt learning paradigm compared with

fine-tuning paradigm indicates that prompt learning can

fully mine the domain knowledge in PLMs and realize

better utilization of PLMs.
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TABLE IV: Performance (F1-score(%)) of various methods on vulnerability exploitability classification in few-sample scenarios.

0, 32, 64, 128, 256 represent the number of training samples.

model method 0 32 64 128 256

RoBERTa-base

fine-tuning 50 53.62 62.67 70.56 74.13

prompt learning 52.70 63.74 67.13 73.19 75.41

RoBERTa-large

fine-tuning 50 58.53 65.87 72.87 74.82

prompt learning 53.13 64.24 68.89 74.55 76.75

transferred RoBERTa-large1 fine-tuning 50 62.31 67.61 74.13 75.84

transferred RoBERTa-large2 prompt learning 55.41 69.27 71.80 75.92 77.92

B. RQ2: How effective is prompt learning in exploitability
classification with few-sample scenarios?

Settings. We are not limited to the current scale of ex-

ploitability dataset, because we have been able to collect less

or no data before this time. We simulate zero-sample and few-

sample scenarios by controlling the size of the training set to

explore the ability of prompt learning in these scenarios. We

randomly select 0, 32, 64, 128, and 256 samples from the

training set of exploitability dataset to form new training sets,

and ensure the balance of the samples. Three random seeds are

set for sampling to avoid the influence of the randomness of

the training set on the model training. The focus of comparison

with prompt learning is still fine-tuning paradigm. RoBERTa-

base and RoBERTa-large are selected as the basic PLMs. We

have tried many prompt settings in this experiment, including

combinations of different templates and verbalizers. For exam-

ple, the templates include “The exploitability is [Z]. [X]”
, “The exploitability of the following vulnerability is
[Z]. [X]”, etc. In this experiment, we only use hard

prompt because it does not introduce additional tunable

parameters, suitable for few-sample scenarios. The verbal-

izers include { “exploited”:“high”, “unexploited”:“low”
}, {“exploited”:[“high”,“exploited”], “unexploited”:[“low”,
“unexploited”]}, etc. In each sample training set and prompt

setting, we conduct several experiments and average the over-

all results. Table IV shows the results of the prompt setting

with the best performance. Note that in order to more directly
verify the effect of prompt learning in few-sample scenarios,
we do not use prompt ensembling here.

Results. Table IV shows the results obtained by prompt

learning and fine-tuning in different few-sample scenarios. It

can be observed that prompt learning paradigm achieves better

performance than fine-tuning paradigm under five training set

sizes. For RoBERTa-base and RoBERTa-large, on average,

prompt learning performs 4.24% and 3.09% better than fine-

tuning, respectively. Due to the introduction of additional

CLS head parameters and random initialization, the fine-tuning

paradigm needs to rely on a large amount of training data to

tune the parameters, which is not effective in few-sample sce-

narios. Prompt learning paradigm does not introduce additional

parameters when using hard templates. By simulating the form

of pre-training stage, it can more efficiently stimulate PLMs

and mine knowledge in them. This performance advantage is

more obvious when there are fewer training samples. In the

scenario with only 32 training samples, for RoBERTa-base

and RoBERTa-large, prompt learning outperforms fine-tuning

by 10.12% and 5.71%, respectively. This result indicates that

prompt learning can more effectively deal with scenarios with

extremely scarce data, and only a small amount of training data

is needed to simply tune PLMs to achieve promising results.

For the fine-tuning paradigm, the few training data make the

model learn little information, or even fail to converge.
Transferability of prompt learning. In the few-shot

(sample) learning [39]–[41], the idea of transfer learning is

very prevalent.Considering that vulnerability severity classi-

fication and exploitability classification belong to the same

domain and are similar, we want to explore whether prompt

learning has across-tasks transferability. The last row of

Table IV shows the results obtained by the tranferred
RoBERTa-large2 using the prompt learning method in dif-

ferent few-sample scenarios. Specifically, firstly, the prompt

learning method is used to train RoBERTa-large in the

severity classification task, so that the model can obtain a

large amount of domain knowledge. Then modify the tem-

plate and verbalizer to transfer to the exploitability clas-

sification task. For example, changing the hard template

“The severity of the following vulnerability is [Z]. [X]”
to “The exploitability of the following vulnerability is
[Z]. [X]” requires changing only one word. Finally, use

prompt learning method to train RoBERTa-large on the small-

scale exploitability training set again. In contrast, transferred
RoBERTa-large1 is trained by fine-tuning before and after

transfer. However, the CLS head needs to be replaced.
From the last four rows in the table, we can observe that

for transferred RoBERTa-large2, the performance of prompt

learning combined with transfer learning is on average 2.55%

higher than that of prompt learning only, 5.65% higher than

that of fine-tuning only, and 4.09% higher than that of fine-

tuning combined with transfer learning. This performance

advantage is more obvious in the scenario with only 32 train-

ing samples, indicating that transfer learning is effective and

prompt learning has better transferability within the domain. In

the case of hard prompt, the cost of transfer learning is simply

to modify the prompt template and verbalizer. The knowledge

learned before transfer is saved in PLM to the maximum

extent. Moreover, the model structure has not changed. In the

new task, only a tiny amount of training samples is needed to

tune the model. However, for transferred RoBERTa-large1, the

performance of fine-tuning combined with transfer learning is
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only 1.56% higher than that of fine-tuning only. When the

model is transferred to the exploitability classification, the

original four-class CLS head will be discarded and a new

two-class CLS head will be added. The new parameters still

need relatively more training data to tune, resulting in poor

transferability of fine-tuning in few-sample scenarios.

Answer to RQ2: Prompt learning has a strong ability to

deal with few-sample scenarios and its performance sur-

passes fine-tuning. This performance advantage is more

significant when training data is extremely scarce. In

addition, when using hard prompt, prompt learning has

a better across-tasks transferability within the domain

because no additional parameters are introduced, which

is suitable for transferring to tasks with few samples.

C. RQ3: How do different prompt settings affect the perfor-
mance of the prompt learning?

We test the impact of different prompt settings on model

performance by creating different types of templates and ver-

balizers. We conduct experiments on the severity classification

task, and take RoBERTa-large as the basic PLM. The effec-

tiveness of prompt ensembling is verified by comparing the

effects of multiple prompts ensembling and a single prompt.

Impact of templates. To explore the impact of templates,

here we fix the verbalizer as shown in equation (5). The types

of prompt templates include: hard, soft and hybrid template.

For hard templates, we manually add natural language prompts

to build templates, such as T1, T4, and T7 in Table V. For

soft templates, we create them by replacing all natural words

in the above hard templates with soft tokens, such as T2, T5,

and T8. For hybrid templates, we create them by retaining

task-related words in the above hard templates and replacing

non-important words with soft tokens, such as T3, T6, and T9.

The results are shown in Table V. We can observe that

for RoBERTa, the performance of prefix templates (T1, T2,

T3) is generally higher than that of postfix templates (T7,

T8, T9), that is, putting the prompt in front of the input text

can achieve better results. This may be because the position

of [Z] in the prefix template is fixed, which can extract the

context semantic more effectively. We can observe that the

performance of the best-performing template (T6) is 0.85%

higher than that of the worst-performing template (T7). Com-

pared with hard templates, soft and hybrid templates achieve

higher performance. Due to the large severity dataset, there

are enough training samples to tune the model’s parameters

and the tunable parameters introduced by soft and hybrid

prompts. Soft tokens extend the possibilities of templates.

Hybrid prompts keep the embeddings of task-related words

not to be tuned and sometimes achieve better performance.

Impact of verbalizers. To test the effects of different

verbalizers, the prompt template is fixed as T6 in TableV. We

set up different one-one and one-many verbalizers, including

equation (4), (5), etc. From the results in Table VI, we

can observe that different verbalizers have an impact on the

performance of prompt learning. By adding task-related label

TABLE V: Performance of different prompt templates on

severity classification based on RoBERTa-large. The verbalizer

is fixed as shown in equation (5).

Template Type w-F1 (%)

T1 The severity is [Z]. [X] Hard 80.22

T2 [SOFT]*3 [Z] [SOFT] [X] Soft 80.34

T3 [SOFT] severity [SOFT] [Z] [SOFT] [X] Hybrid 80.39

T4
The severity of the following

vulnerability is [Z]. [X]
Hard 80.45

T5 [SOFT] * 7 [Z] [SOFT] [X] Soft 80.57

T6
[SOFT] severity [SOFT]*3

vulnerability [SOFT] [Z] [SOFT] [X]
Hybrid 80.73

T7 [X] The severity is [Z]. Hard 79.88

T8 [X] [SOFT] * 3 [Z] [SOFT] Soft 80.02

T9 [X] [SOFT] severity [SOFT] [Z] [SOFT] Hybrid 79.95

TABLE VI: Performance of different verbalizers on severity

classification based on RoBERTa-large. The template is T6.

Verbalizer w-F1 (%)

V1
low: [“low”], midium: [“medium”]
high: [“high”], critical: [“critical”]

80.21

V2

low: [“low”, “slight”]
midium: [“medium”, “moderate”]

high: [“high”, “serious”]
critical: [“critical”, “urgent”]

80.73

V3

low: [“low”, “slight”, “small”]
midium: [“medium”, “moderate”, “middle”]

high: [“high”, “serious”, “big”]
critical: [“critical”, “urgent”, “huge”]

80.32

words with similar meaning to the target label to form a

one-many verbalizer, the effect of prompt learning can be

appropriately improved. However, this does not mean that

more words in verbalizer are better. If the added words are

not related to the task, they will interfere with the prediction.

Effectiveness of prompt ensembling. Based on the “Impact

of template” experiment, we select K prompts with the best

performance on the validation set for ensembling. Specifically,

in the inference stage, the output probabilities of K prompt

models on label words are uniformly averaged to calculate

the probability after ensembling, so as to determine the final

output class. We test the performance of the prompt ensem-

bling with K from 1 to 5 to determine the appropriate K.

From the results in Table VII, we can observe that multiple

prompts outperform a single prompt through ensembling.

When K=3, RoBERTa-large achieves the best prompt ensem-

bling performance. However, it is not that the more prompts

involved in the ensembling, the higher the performance after

ensembling. As more prompts participate in the ensembling,

the uniform averaging strategy rather than weighted averaging

can cause a less-performing prompt to affect the overall

result. A single well-designed prompt can achieve performance

that exceeds the fine-tuning paradigm. However, selecting an

appropriate number of prompts for ensembling can further

improve the performance of prompt learning, thereby reducing

the cost of searching for an optimal performance template.
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TABLE VII: Performance of top K prompts after ensembling.

All prompts are based on Table V.

Top 1 Top 2 Top 3 Top 4 Top 5

w-F1 (%) 80.73 81.17 81.29 81.22 81.23

Answer to RQ3: The design of templates and verbalizers

will affect the performance of the prompt learning. In the

case of sufficient training data, a hybrid or soft template

can achieve better results. The effect of prompt learning

can be appropriately improved by adding task-related

words to the target labels to form a one-many verbalizer.

In addition, selecting multiple prompts for ensembling

usually improves prompt learning performance.

D. Threats to Validity

Experiments on prompt learning and fine-tuning paradigms

are based on BERT and RoBERTa, but not on a wider range

of PLMs. However, the experimental results on these two

classical PLMs can also illustrate the superiority of the prompt

learning. Although we have tried many template and verbalizer

designs, the performance of prompt learning achieved thus is

likely to be suboptimal. Finding the optimal prompt setting is

difficult or inconclusive. We did not use more sophisticated

prompt ensembling strategies, such as weighted averaging. In

this suboptimal setting, the performance of prompt learning

has exceeded the fine-tuning paradigm and traditional models.

In addition, factors such as the sampling construction of

datasets and hyperparameters may also affect the stability of

the experiment, although we set up multiple random seeds and

repeat experiments to reduce the contingency of the results.

E. Discussion

We construct a small-scale balanced dataset for vulnerability

exploitability classification, which facilitates the model train-

ing and the simulation of few-sample scenarios. However, this

may not conform to real-world data distribution. Determining

the unexploitable vulnerabilities and the true class distribution

is difficult. But even with the limitations of our dataset, prompt

learning has shown advantages in the same few-sample scenar-

ios. We set large validation and test sets in this dataset in order

to fully compare the performance of prompt learning with fine-

tuning in few-sample scenarios and reduce the contingency.

Once the advantage of prompt learning is determined, it is

unnecessary to set large validation and test sets in a real data

scarcity scenario. The model training only uses the prompt

learning, for example, the better prompt learning setting can

be selected through k-fold cross validation.

VI. RELATED WORK

A. Deep Learning in Vulnerability Detection and Analysis

Deep learning models have recently been adopted in vul-

nerability detection and analysis, due to their ability to solve

complex problems even if the source code and software text

are very diverse and massive [5], [42]. Zhou et al. [43] use

graph neural networks to learn the semantic representation

of code to identify vulnerabilities. Feng et al. [44] use big

programming language data to train CodeBERT, which can

be used to solve many code intelligence tasks, such as defect

detection [45]. Han, Gong et al. [6], [7] use TextCNN and BiL-

STM models to predict the characteristics of vulnerabilities,

such as severity, based on vulnerability descriptions. Different

from the traditional models or the conventional fine-tuning

PLMs method used in previous studies, we use the PLMs-

based prompt learning to predict the severity and exploitability

characteristics of vulnerabilities, achieving better performance.

Das et al. [46] use BERT-based Siamese network to learn

the similarity between vulnerability description and CWE

description to map vulnerability to CWE. Through similarity

learning and fine-tuning, the siamese network can handle the

above few-sample task. However, this is different from our

tasks. The prompt learning we use is oriented towards more

general forms of classification tasks.

B. Prompt Learning

PLMs-based prompt learning has gradually become a new

popular paradigm in NLP. Liu et al. [15] investigate the

development and related studies of prompt learning. In this

paper, we use the same formal expression to describe prompt

learning. As PLMs use large-scale corpus in pre-training

stage, Petroni et al. [47] believe that PLMs could be used

as knowledge bases. They artificially construct natural lan-

guage prompts to retrieve entity relationship knowledge in

PLMs. Experiments show that prompts can mine the factual

knowledge in PLMs. Schick et al. [16] use many prompt

templates to transform the classification task into the cloze

questions of PLMs, so as to complete the tasks of few-shot

text classification and natural language inference. In order to

pursue higher prompt learning performance, some studies have

tried more types of prompt templates than manually crafted

hard templates. In [26], [27], [48], Li, Lester, Zhong et al.

use soft templates composed of continuous vectors, which

can be tuned by training samples, so as to explore templates

more suitable for downstream tasks. Liu, Han, et al. [29],

[30] use hybrid templates to achieve promising performance

on multiple tasks. In this study, we have tried various types

of templates and combined prompt ensembling and transfer

learning to improve the performance of prompt learning.

VII. CONCLUSION AND FUTURE WORK

In this paper, based on vulnerability description, we use

PLMs-based prompt learning to predict severity and ex-

ploitability characteristics, and achieve performance beyond

the traditional models and fine-tuning paradigm. Especially in

the few-sample scenarios we set up, prompt learning has a

great advantage. We also briefly evaluate the relevant settings

that affect the performance of prompt learning. In the future,

we will conduct large-scale experiments to explore different

prompt settings. We will also try to compare prompt learning

with other few-shot learning methods, such as data augmen-

tation, meta-learning [49], etc. The trade-off between model

training time and performance is also worth investigating.
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