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= documentation example code

Algorithm 1: Autoprompting for fuzzing

1 Function Autoprompting:
[ithasry Lrim Input :userlnput, numSamples
Output: inputPrompt

sample *

prompts distillation
LLM

)

std: texpected

1 2 greedyPrompt «— My (userlnput, APInstruction, temp=0)
- : 3 candidatePrompts «— [ greedyPrompt |
" i1 i while |candidatePrompts | < numSamples do
t 5 prampt < M (userlnput, APInstruction. temp=1)
3 candidatePrompts + candidatePrompts + | prompt |
spec ification . 7 inputPrompt «— arg max scoring (Mg (p). SUT)
pecandidatePrompts
8 return inputPrompt
std: :expected . The C++23 std::expected class template provides a way to store either an
prmrilin-. a way tao " * High :!-e"?l expected value of type T or an unexpected value of type E. It is useful for
descrlptlon handling functions that may return an error or a valid result. The stored value
store either a ... of feature is allocated directly within the storage occupied by the expected object,

without dynamic memory allocation.

best prompt

of the inputs value type). Both types must meet the Destructible requirements, and certain

Descriptions The template parameters are T (the expected value type) and E (the unexpected
{ types are not allowed.

a score &

zelect pn:lmpt std::expected provides member functions for construction, destruction,
assignment, and accessing the stored values. Observers like operator bool and

std @ texpected

std: texpected
provides a way ta

i i by has_value can be used to check if the object contains an expected value.
int madm(]q{ int madm(]{

Functions like value, error, and value_or can be used to access the expected
imt maind )i or unexpected values.
o Sbd:iexpected

Monadic operations like and_then, transform, or_else, and transform_error

stare either a ... . allow chaining operations on expected values and handling errors in a
Different functional manner.
= usages of
. I:H:IdE' BI'IIPPE":H target Modifiers like emplace and swap can be used to construct the expected value
candidate prompts in-place or exchange the contents of expected objects. Non-member functions
like operator= and swap(std:: expected) provide comparison and swapping
functionality.
- Helper classes like unexpected, bad_expected_access, and unexpect_t are used
- = o sample to represent unexpected values, exceptions, and in-place construction tags for
ge I'IEI'HtiﬂI'I P unexpected values in expected objects.

LLM
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Autoprompting

Figure 2: Autoprompting result for std: : expected.
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std: :expected

store either a ...

input prompt S

o/
update
input
prompt

LLM

generate-new

— mutate-existing

generation strategies
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Algorithm 2: Fuzzing loop

1 Function Fuzzingloop:
Input :inputPrompt, timeBudget

Output:bugs
(( 2 genStrats «— [ generate-new, mutate-existing,

semantic-equiv ]

~— fuzzinglnputs « Mg (inputPrompt + generate-new)
— a
— bugs « Oracle (fuzzinglnputs, SUT)
— while timeElapsed < timeBudget do

instruction «— sample (genStrats)

fuzzingInputs < Mg (inputPrompt + example +
instruction)

9 bugs — bugs + Oracle (fuzzinglnputs, SUT)

3
4
5
6 example « sample (fuzzinglnputs, SUT)
7
s

10 | return bugs
int main(){

) int main(){
std: :expected [-I strategy name | generation instruction

" Please create a program which uses complex
— D T {SHT2 logic} for an {SHT sclver}

b

nutate-existing Please create a mutated program that modifies the

distillation LLM previous generation

3 fuzzing inputs D] S AT e
generation g np S E—— | e e e o

SMT2 supports
several theories,

including integer (declare-const x1 Real)
e QB =0 [.I 3> (assert (! (= x1 1)))
-

initial prompt (check-sat)
select genarata-naw generation LLN
T2 supports
aniOdeet ;:;:L;?Z::r Edeclareicu?st x1 :;;I}J
and resl arithmetic - assert (! (= x1 1
pp o initial prompt (check-sat)
L — Cget-model)

example . »
generation LLM
mutate-existing

int main(){ SNT2 supports

std: :expected e ;mmm:{;:r [ ‘ (declare-const x1 Int)
and real arithmetic - (assert (! (= x1 1)
-

initial prompt :named a))

L example (check-sat)

selected code T generation LLH (get -model)
snippet
F uzzin g L 00 p Figure 3: Fuzzing strategies and example of fuzzing loop.
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Table 1: SUTs and baseline tools.

Language SUT(s) Baseline tool(s) Version
C GCC, Clang GravC [21], CsmrTH [81] GCC-13.1.1
C++ G++, Clang++ YARPGEN [49] G++-13.1.1
SMT2 Z3, CVC5 TyreFuzz [59] CVC5-1.0.5
Go Go GO-FUZZ [25] g0-1.20.6
Java javac HeruaesTus [11]  Open]DK-javac-18
Python Qiskit MorprHQ [58] qiskit-0.43.1

C, C++, JavalXd /N1 <

SMT2[&SMT Y JL/N— (medimiE DIE B ATREERE)
GolxY—ILFTz—V

PythonlFEFIAVE1—T 42T TT vy b TH—LA
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Table 2: Fuzz4ALL against state-of-the-art fuzzers (" indicates

— R4 0 EHR

statistically significant coverage improvement).

Target Fuzzer # programs % valid Coverage
GrayC 104,326 95.96% 167,453
GCC CsMITH 61,883 99.99% 111,668
Fuzz4ALL 44,324 37.26% *198,927 +18.8%
Gt YARPGEN 255,581 99.99% 166,614
Fuzz4ALL 26,365 40.74% *210,743 +26.5%
CVCS TypreFuzz 43,001 93.24% 46,174
Fuzz4ALL 36,054 47.63%  *57,674 +24.9%
Go GO-FUZZ 20,002 100.00% 38,024
Fuzz4ALL 22,817 23.02%  *43,317 +13.7%
javac HePHAESTUS 728,217 57.22% 10,285
Fuzz4ALL 31,967 49.05%  *16,552 +60.9%
Qiskit MorrHQ 38,474 100.00% 19,929
Fuzz4AiL 33,454 24.90% *34,988 +75.6%

#programs : 1 =— 2 X AT DE
#valid : BB A D DEIE

#Coverage - Exie /N w D &
NR—RZA VIZRT HhE

ANEBHENMEWNIZE MDD S T FuzzgAlllIEFH WNA N Ly D
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Table 5: Summary of Fuzz4ALL-detected bugs.

%Juéhf:/“@l:?(,\f

Total Confirmed Pending Won’t fix
Unknown Known

GCC 30 14 11 5 0
Clang 27 18 9 0 0
CVC5 9 7 2 0 0
73 14 12 0 0 2
Go 4 2 2 0 0
Java 3 3 0 0 0
Qiskit 11 8 2 1 0
Total 98 64 26 6 2

#include <optional=> 85
void y(std::optional<int> z)
noexcept(noexcept(std:: optional<int>{z})) {} GCC

(a) GCC bug: Internal compiler error (segmentation fault)

#include <iostream>

using E = std::numeric_limits<int>; &]

avto fail(E e) — decltype(throw e, void()) { throw e; } >
(b) Clang bug: Segmentation fault

package main fg“f

import ("runtime") | P

func main() { runtime.ReadMemStats(nil) } N

(c) Go bug: Segmentation violation

from giskit import QuantumCircuit, ClassicalRegister
crz = ClassicalRegister(l, name="crz")

gc = QuantumCircuit(crz)

gc.gasm(filename="my.qgasm")
QuantumCircuit.from_gasm_file("my.qgasm™)

(d) Qiskit bug: Crash

Figure 5: Exemplary bugs found by Fuzz4ALL.
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. documentation example code specification

* System Under Test ¢

sample
o'p rompts distillation

imt maind bd

std: lexpected std: jexpected
LLM provides a way to _* rorides & . int main( )i
store either a ... oy -:L'I:I-:.E ﬂt?::muﬂ |
- best pnlépt input prompt gemnn fuzzing inputs
score & LLM
9 - +select prompt a A a
e it madnf]q int main{l{ | update select
std: texpacted int mainf )i *|ant madnd ) { input code
pravides a way ta S lenpected o &d: lexpected .
stare either a ... e [ iis ! prompt snippet
candidate prompts - code snippets generate-new I
Sl ! @apac Tad
- — mutate-existing €
0 sample
)" LLM snippet
Autoprompting genersiion atrategles Fuzzing Loop

Figure 1: Overview of Fuzz4ALL.
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Algorithm 1: Autoprompting for fuzzing

1 Function Autoprompting:

W = ek

il

Input :userlnput, numSamples
Output: inputPrompt

greedyPrompt « Mg (userlnput, APInstruction, temp=0)

candidatePrompts «— | greedyPrompt |

while |candidatePrompts | = nur

nsamples do

L prompt +— Ay (userlnput, APInstruction, temp=1)

candidatePrompts «— candidatePrompts + | prompt |

inputPrompt « Arg max
pecandidatePrompts
return inputPrompt

Scoring (Mg (p). SUT)

High level
description
of feature

Descriptions
of the inputs

Different
usages of h
target

The C++23 std::expected class template provides a way to store either an
expected value of type T or an unexpected value of type E. It is useful for
handling functions that may return an error or a valid result. The stored value
is allocated directly within the storage occupied by the expected object,
without dynamic memory allocation.

The template parameters are T (the expected value type) and E (the unexpected
value type). Both types must meet the Destructible requirements, and certain
types are not allowed.

std::expected provides member functions for construction, destruction,
assignment, and accessing the stored values. Observers like operator bool and
has_value can be used to check if the object contains an expected value.
Functions like value, error, and value_or can be used to access the expected
or unexpected values.

Monadic operations like and_then, transform, or_else, and transform_error
allow chaining operations on expected values and handling errors in a
functional manner.

Modifiers like emplace and swap can be used to construct the expected value
in-place or exchange the contents of expected objects. Non-member functions
like operator= and swap(std::expected) provide comparison and swapping
functionality.

Helper classes like unexpected, bad_expected_access, and unexpect_t are used
to represent unexpected values, exceptions, and in-place construction tags for
unexpected values in expected objects.

Figure 2: Autoprompting result for std: : expected.



Algorithm 2: Fuzzing loop

1 Function FuzzinglLoop:

Lo

e =1 o W

10

Input :inputPrompt, timeBudget
Output:bugs
genStrats « [ generate-new, mutate-existing,
semantic-equiv ]
fuzzinglnputs « Mg (inputPrompt + generate-new)
bugs « Oracle (fuzzinglnputs, SUT)
while timeElapsed < timeBudget do
example « sample (fuzzinglnputs, SUT)
instruction « sample (genStrats)
fuzzinglnputs « Mg (inputPrompt + example +
instruction)
bugs « bugs + Oracle (fuzzinglnputs, SUT)

return bugs

) ~JDF7oOUT)IL— T~

strategy name

generation instruction

an

distillation LLM

SMTZ supports
several theories,
including integer

o and real arithmetic

initial prompt

generate-new

generate-new

mutate-existing

:
-—)--I—)-
-

generation LLM

\

Please create a program which uses complex
{SNT2 logic} for an {SMT solver}

Please create a mutated program that modifies the

previous generation

Please create a semantically equiwvalent program

to the previous generation

(declare-const x1 Real)
(assert (! (= x1 1))) —
(check-sat)

-

SMTZ supports
several theories,
including integer
and real arithmetic

initial prompt
example

mutate-existing

=,

generation LLM

(declare-const x1 IRt)
(assert (! (= x1 1)))
(check-sat)
(get-model)

SMTZ supports
several theories,
including integer

initial prompt
example

o and real arithmetic
L

_-

[ |am)

generation LLM

(declare-const x1 Int)

(assert (! (= x1 1)
:named a))

(check-sat)

(get-model)

Figure 3: Fuzzing strategies and example of fuzzing loop.

"



e LLM : Large Language Model /| KRR S ZEETI/L
e SUT: System Under Test/ T A R X T A
» NLP : Natural Language Processing / B A 5 5 LIE
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