On the Effect of Transitivity
and Granularity on
Vulnerabllity Propagation in
the Maven Ecosystem
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JSON Field Description
ID A unique id (E.g. CVE-2018-9159)
Purls Universal URLs that represent vulnerable pack-
ages [23]
CPE A structured naming scheme that represents informa-
i hnology systems, software, and packages [24)
Sourc Licens Updates tion technolog
¢ » CVSS score A numeric value for showing the severity of software
) . ) ) vulnerabilities from 0.0 to 10.0 [25]
National Vuln. Database (NVD) Public Domain 2 hours CWE A list of software weakness types [26]
GitHub Advisories Public Domain D&ll)’ Severity level Qua.lilu;‘i,\'sc] severity rating scale based on CVSS
scores (2
pﬂ)jCCt-kb (by SAP) APBChC License 2.0 n/a Published date The date that a vulnerability is publicly announced
oss-fuzz-vulns ‘b)’ GOOg]C) CC-BY-4.0 D&ll)’ \ Last modified date  The date that a vulnerability's metadata is updated
i _ % 7 7|- I ; \y |\ Description An English description of what software systems are
affected by a vulnerability
/\ AN E References Extra web links that provide more information about
3 Z a vulnerability
Patch Links to patch information and commits
Exploits Links to how to exploit a vulnerability
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Number of Packages % Proportion!
CVE ID Project Potentially Affected  Actually affected D_p(maz) D_m(mazx)
CVE-2020-36518 com.fasterxml.jackson.core:jackson-databind 233,430 1,153 19.6 8.1
CVE-2022-24823 io.netty:netty-codec-http 142,177 90 11.9 0.6
CVE-2022-24329 org.jetbrains.kotlin:kotlin-stdlib 82,060 32 6.9 0.2
CVE-2021-37137 io.netty:netty-codec 57,535 525 4.8 3.7
CVE-2021-22569 com.google.protobuf:protobuf-kotlin 57,095 390 4.8 2.7
CVE-2018-1000632  dom4j:dom4;j 47,820 1,438 4.0 10.1
CVE-2022-25647 com.google.code.gson:gson 47,372 171 4.0 1.2
CVE-2020-8908 com.google.guava:guava 42,084 84 35 0.6
CVE-2022-22965 org.springframework:spring-webflux 38,882 572 33 4.0
CVE-2018-20200 com.squareup.okhttp:okhttp 38,466 30 3.2 0.2




xEH

| BE7EE

FTTEDLNTWBZEEIFELAD, ERICIEHE

DIESSE DR EE TR0

ISy — T/ Ay RLAILICEIRE S, BT
k> THEBEOEEESIT3

- EEOKREFERRICIT TR HBRIKRERRZR/EICEIRIT S
ENEER




