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Description

Some HTTP/2 implementations are vulnerable to a settings flood, potentially leading to a denial of service. The attacker sends a stream of SETTINGS frames to the
peer. Since the RFC requires that the peer reply with one acknowledgement per SETTINGS frame, an empty SETTINGS frame is almost equivalent in behavior to a
ping. Depending on how efficiently this data is queued, this can consume excess CPU, memory, or both.

References
Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.
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(“Ideal” World)
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OpenSSL, Wireshark

Study Systems No. of Vul- Granularity = Method Evaluation Method Results Mislabelling Noise
nerabilities
Neuhaus et al. [28] Mozilla 134  Component Imports and Function calls Cross-validation Precision 70, Recall 45  Does not consider
Zimmermann et al. Windows Vista 66 Binary Code Metrics & Cross-validation Precision 66.7 & 60, Not specified
[46] Dependencies Recall 20 & 40
Shin et al. [37] Mozilla Firefox, 389  File Code Metrics Cross-validation & Precision 3 - 5 & 3, Not specified
Red Hat Enterprise, Release-based Recall 87 - 90 & 79 - 85
Linux kernel
Shin et al. [38] Mozilla Firefox 363*  File Code Metrics Cross-validation Precision 9, Recall 91 Does not consider
Scandariato et al. [35] 20 Android apps N/A  File Bag Of Words Cross-validation & Precision 90** & 86, Does not consider and
Release-based Recall 77** & 77** uses artificial data
Walden et al. [43] Drupal, Moodle, 223 File Bag Of Words Cross-validation Precision 2-57, Recall Does not consider
PHPMyAdmin 74-81
Zhang et al. [45] Drupal, Moodle, 223 File Code Metrics & Text Cross-validation Precision 25-67, Recall Does not consider
PHPMyAdmin Features 4-69
Jimenez et al. [22] Linux Kernel 743  File Imports and Function calls, Cross-validation & Precision 65-76 & Does not consider
Code Metrics, Bag Of Words Release-based 39-93 Recall 22-64 &
16-48
S paper . Imports and Function Precision 44.7-83.3 , 5
e Linux Kernel, File calfs Code Metrics Release-based Recall 33.5-76.5 G vallilates th.e unpa‘tct)
’ ’ of mislabelling noise

Bag Of Words

Precision 19.4-44.6,
Recall 1.6-26.2

*Number of vulnerable files. **Estimated from the graphs and reported data of the paper.
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; g g
Software System Vulnerabilities Vulnerable ;‘e ; ; 3
Components :5 : :2
Linux Kernel 1,202 1,508 3’3 3 f—”
Wireshark 265 221 3 11 £, . 2, L,
Ope n SS L 126 1 64 (a) OpenSSL (b) Wireshark (c) Linux Kernel
Total 1,593 1,898 Figure 1: Ratio of vulnerable components per considered release in the thre ays stems we study. We consider 64 versions of
Linux Kernel, (versions from 2.6.12 to 4.15), 9 versions of Wireshark (all major es) and 10 versions of OpenSSL (a 11 major

releases).
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[24] Igor Kononenko. 1995. On Biases in Estimating Multi-valued Attributes. In Proceedings of the International Joint Conferences on

Artificial Intelligence (IJCAI). 1034-1040.
[28] StephanNeuhaus,ThomasZimmermann,ChristianHoller,andAndreasZeller. 2007. Predicting vulnerable software components. In

CCS’07. 529. https://doi. org/10.1145/1315245.1315311
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Figure 2: Prediction performance in a “real” world setting - with data labelled only with information available at model-
building time(RQ1). We observe a relatively low performance for all methods. Also, all approaches show little performance
differences (all yield similar MCC values).
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Figure 3: Prediction performance in an “ideal” world setting - with unrealistic vulnerability labelling information (RQ2). We
observe a relatively good performance for all methods. Bag of Words and Function Calls methods achieve the best results,
i.e., yield the highest MCC, but overall with negligible differences. There are notable performance differences from the “real”
world results presented in Figure 2.
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Figure 4: Performances for training set augmentation in a “real” world setting (RQ3). We observe that training set augmenta-

tion does not noticeably help achieving a reasonable performance. There are no significant performance differences from the
non-augmented results that were presented in Figure 2.
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