FHREBDITENZERR T HLT, Hoh Security
BugRERY—ILIZED LS EHEKRD TS
T

Questions Developers Ask While
Diagnosing Potential Security
Vulnerabilities with Static
Analysis

ESEC/FSE2015
P428-259



=B/

Justin Smith

Brittany Johnson
Emerson Murphy—Hlill
Bill Chu

Heather Richter Lipford

\. ';B’




de =5
= T

> FSB(Find Security Bug) D& i
O IIHIES0LLE !

> HEHRMTY IR WVEWVEIEELAL
O BAHZBOEKIZ—FLTLVEL
O ENELSHZ—XIZIEZEMERLTLEL

FlndBli@ S

because 1t's caq‘}




FSBMD 5l

34- private List<String> parseAndCache(String filellame)

3F throws FilellotFoundException, IOException {
36 List<String> queries = parseSQLFile(filellame);

37 cache.put(filellame, queries);
32  return queries;
39 '}

A0- private List<String> parseSQLFilekStr*ing filepath)

throws FilellotFoundException, IOException {
List<String> queries = new ArraylList<String>();
BufferedReader reader =

new BufferedReader(new FileReader(new File(filepath)));

%8 BugInfo 52
SOLFileCache java: 44

MNavigation
Bug: An instance of java.io File is created to read a file.

A file is open to read its content. The path given is a dvnamic parameter.
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Participant | Job Title Vulnerability | Experience
Familiarity Years

P1# Student L 1 1 )ele 4.5
PR x Test Engineer 000 O 8
P3 Development Tester 1 100 6
P4 Software Developer 1 Jelele 6
Pa* Student 0000 10
P6 Student @O0O00 4
P7 Software Developer 0000 4.5
P8 Student 000 O 7
P9 Software Consultant 000 O 5
P10 Student 000 O 3
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P: 18:11 So |l want know Wwhere this is being used|. |s it being passed to an SQL
query or one of these kinds of things? Okay, so now it's creating a form that it's
going to |... | forget what forms are used for..| I'm clicking on this to select all the
instances of form so | can figure out where down here it's being used. Now it's in
addRecordsRelease, [so | think that is going to become a database call at some
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Comment [33]: [s this variable being passed to
a SQL query or anything else the bug warns me
N about?
k

Comment [BJ4]: What are forms used for?

~

| Comment [J1]: Where are these variables

being used?

| being used?

[ Comment [BI2]: Where is this value/variable )

)

( Comment [J5]: Where is the form used later in
Lthis method?

 Comment [BJ6]: Is it going to become a

| database call at some point?




= codecs. open(" oY i
text = f.reag?)[ alle txt",
f.close()

# open the file again for writ
f = codecs.open("alle.txt", "
f.write(value+"\n")

# write the original contents
f.write(text)

f.close()
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> Problem Solving Support
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Thanks!

Any questions?



