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e SemPa rserti, OpenStackb\ ’5 ”R;EK é *Lf: TABLE I: Statistics of dataset for semantic mining.
» “ 3 ACF/N\ = “ System type \ System \ #Logs \ #Pairs \ #Temp. ‘ Unseen
H 7 )( / t ~ % = i” 4 Eﬁ 7 Q ‘& / l\ Mobile system | Android | 2,000 | 6.478 | 166 | 82.8%
A== Operating system |  Linux | 2000 | 2905 | 118 | 86.8%
TxZx Hadoop | 2,000 | 2.592 14 84.6%
HDFS 2,000 3,105 30 47.0%
N — N - o N Distributed system | OpenStack 2,000 4,367 43 52.3%
¢ 200{/_-':0) H 7 7& 7 \/ Q -ZA (/\_ -U_ y 7 U \/ 7 Zookeeper 2,000 1,189 50 ?5.9‘7;-
u, — TABLE II: Statistics of anomaly detection datasets.
B, AV RXVR, FEZED
Dataset || #Message | Anomaly rate

EbuTHAEWLD, BLUBARIAECR HDFS dataset H 11,175,629 ‘ 3%

F-Dataset 1, % 18.860 0.22%
TEMIILTIRNY T
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Hadoop

HDFS

Linux

OpenStack

Zookeeper

SemParser

- wlo Fcha-r
- W/o Fiocal
-w/o LSTM

- wlo Feontr

0.951 0.935 0.943
0.981 0.909 0.943
0.979 0.858 0.915
0.979 0.858 0.915
0.977 0.060 0.113

0.993 0.978 0.985
0.988 0.953 0.970
0.993 0.880 0.933
0.993 0.879 0.932
0.984 0.253 0.403

1.000 1.000 1.000
1.000 0.998 0.999
1.000 0.999 0.999
1.000 0.999 0.999
0.999 0.289 0.449

0.998 0.977 0.987
0.995 0.957 0.976
0.992 0.947 0.969
0.995 0.909 0.951
0.999 0.242 0.389

0.999 0.998 0.999
0.995 0.989 0.992
0.994 0.989 0.992
1.000 0.963 0.981
1.000 0.256 0.407

1.000 0.989 0.995
0.993 0.987 0.990
0.997 0.940 0.968
0.966 0.953 0.959
0.842 0.197 0.319
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(a) HDFS Dataset.

0 L > Technique
Sem Pa rser t 1‘@. 0) 40 0) / \N— -U_ - 7& J:t$§a, % *L % *L40 DeepLog LogRobust ! CNN Transformer
Baseline P R Fl P R Fl P R FI P R Fl
0) _:E —"\}[/ T\\ _:F{ﬁ LenMa .897 994 943 914 995 953 924 995 958 .872 908 .890
T AEL .896 .994 943 1935 .996 964 2922 995 958 .893 .904 .898
Drain 908 .994 .949 934 994 963 925 .995 959 .886 .871 .878
IPLoM .898 .994 944 .940 .994 966 926 .996 .960 .889 .904 .896
SemParser .940 .995 967 954 995 974 931 .995 .962 .881 .954 916

(/\o—'U'— 1‘% 'ﬂ:. ‘-E7_\\}l/ . %1?) A% I +1.86% | +0.82% | +021% | +2.00%

(b) F-Dataset

° zlz:l:/—j : \‘J,/(_F &%7{) E m']" Technique
= F1 Z T O) E ’o e DeepLog LogRobust CNN Transformer
Baseline P R FHl P R FI P R Fl P R Fl
HDFS Dataset : 1.22%[A]_E LenMa 717 938 813 | 714.924 806 | 793 815 804 | 685 896 776
AEL 738 934 824 | .791 .877 .832 | .747 .924 .826 | .503.962 .660
Drain 824 867 .845 | .810 .886 .846 | .737.943 .827 | .693 .919 .790
a . o) XJ: |-'—JJ: [PLoM 863 .833 .848 | .808 .877 .841 | .834 .834 .834 | 929 .683 .787
F-Dataset : 10 /OJ’ DIE SemParser || .971 927 .948 | .952 913.932 | .907 .899.903 | .938 904 .921
A% I +11.80% | +10.17% | +8.27% | +16.58%

c A VRRVALNILTOEKRHMEAITo-TWAZ D
COBROBEICHEFES

"



RQ3 : SemParserlIfEERH IZ & DIREBFNH?

o WEAZ X 7L, BEDAPIZ T —Z25FET 5.
RQ2 & [FIFRICLEER

(a) A case for instance-level semantics.

API error || server add volume

. 4?@&—}34V/\"—‘lj'—%jtmg(,:t@’)f: Log message

C-Template ... Cannot "attach_volume’ instance < *server®> ...

‘ ... Cannot attach_volume’ instance 853cfelb ...

CI Pairs [(server, 853cfelb)]
— < /\ — —_ ~ RS . i ) A
° Reca||@1 Z ] ) T ‘j:’ == '( O) :E- T )[/ L\_ j:D \) \ '( % *L% *L (b) A case for messace-level semantics.
API error H network create
> Log message ... POST ~2.0/networks ...
(o) o) o) o) N > — 08 8
1 2-5 /O, 1 O /07 7-75 /07 3.81 /O 0) E’&% 75\ % lO “ 7(—\_ o C-Template ... POST /<*>/networks ...
Concepts [POST. networks]
LSTM Atten-biLSTM CNN Transformer
H Model
LSTM Atten-biLSTM CNN Transformer
Baseline Rec@1 Rec@?2 Rec@3 | Rec@1 Rec@? Rec@3 | Rec@1 Rec@2 Rec@3 | Rec@1 Rec@?2 Rec@3
LenMa 0.839 0.924 0.953 0.858 0.943 0.957 0.877 0.962 0.967 0.919 0.934 0.948
AEL 0.844 0919 0.953 0.853 0.915 0.962 0.810 0.905 0.929 0.858 0.929 0.953
Drain 0.844 0919 0.972 0.863 0.938 0.953 0.867 0.948 0.967 0.853 0919 0.943
IPLoM 0.848 0.943 0.957 0.863 0.948 0.962 0.867 0.967 0.986 0.839 0.910 0.948
SemParser 0.954 0.968 0.968 0.954 0.968 0.972 0.945 0.963 0.972 0.954 0.958 0.968
A% H +12.50%  +2.65% 0.41% | +10.54% +2.11% +1.04% | +7.75% -0.42% -1.44% | +3.81%  +2.46% +2.11%
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