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. oy # of Bug Samples

Application Description Non-Deadlock | Deadlock

MySQL Database Server 14 9

Apache Web Server 13 4

Mozilla Browser Suite 41 16

OpenOffice Office Suite 6 2

Total 74 31

Table 3. Our application set and bug set ;: W F‘ awv?y
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Definitions Related to Bug Pattern Study
Dimension Category Description Abbr.
Atomicity The desired serializability among multiple memory accesses is violated. Atomicity
Bug Violation (i.e. a code region is intended to be atomic, but the atomicity is not enforced during execution.)
Pattern* Order The desired order between two (groups of) memory accesses is flipped. Order
Violation (i.e. A should always be executed before B, but the order is not enforced during execution.)
Other Concurrency bugs other than the atomicity violation and order violation. Other
Definitions Related to Bug Manifestation Study
Dimension Term Definition
Manifestation A specific execution order among a smallest set (S) of memory accesses.
Bug Condition As long as that order is enforced, no matter how, the bug is guaranteed to manifest.
Mani- # of threads involved The number of distinct threads that are included in S.
festation # of variable involved The number of distinct variables that are included in S.
# of accesses involved The number of accesses that are included in S.
Definitions Related to Bug Fix Study
Dimension Category Description Abbr.
Condition Check (1) While-flag; or (2) optimistic concurrency with consistency check. COND
Non- Code Switch Switch the order of certain statements in the source code. Switch
deadlock Design Change Change the design of data structures or algorithms. Design
Fix Strategy Lock Strategy (1) Add/change locks; or (2) adjust the region of critical sections. Lock
Other Strategies other than the above ones. Other
Give up resource Not acquiring a resource (lock, etc.) for certain code region. GiveUp
Deadlock Split Resource Split a big resource to smaller pieces to avoid competition. Split
Fix Strategy Change acquisition order | Switch the acquisition order among several resources. AcqOrder
Other Strategies other than the above ones. Other
Concerns in Very long code A code region is too long to be put into a transaction. Long
Transactional Rollback Problem Some I/O and system calls are hard to roll back. Rollback
Memory Code Nature Source code with certain design is hard to turn to transaction. Nature

Table 2. Our characteristic categories and definitions. (*: The bug pattern category is determined by the root cause of a concurrency bug, i.e.
what type of programmers’ synchronization intention is violated, regardless of possible bug fix strategies.)
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Definitions Related to Bug Pattern Study

Dimension Category Description Abbr.
Atomicity The desired serializability among multiple memory accesses is violated. Atomicity
Bug Violation (i.e. a code region is intended to be atomic, but the atomicity is not enforced during execution.)
Pattern* Order The desired order between two (groups of) memory accesses is flipped. Order
Violation (i.e. A should always be executed before B, but the order is not enforced during execution.)
Other Concurrency bugs other than the atomicity violation and order violation. Other
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Definitions Related to Bug Manifestation Study

Dimension Term Definition
Manifestation A specific execution order among a smallest set (S) of memory accesses.
Bug Condition As long as that order is enforced, no matter how, the bug is guaranteed to manifest.
Mani- # of threads involved The number of distinct threads that are included in S.
festation # of variable involved The number of distinct variables that are included in S.
# of accesses involved The number of accesses that are included in S.
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Application Total Atomicity | Order | Other
MySQL 14 12 1 1
Apache 13 7 6 0
Mozilla 41 29 15 0
OpenOffice 6 3 2 1
Overall 74 51 24 2
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Thread 1 Thread 2
S1 if (thd> proc_info)— — —_ I
{ —@thd—) proc_infoJ,NULL;

}

@ fputs(thd-> proc_info, )——

-----------------------

MySQL ha_innodb.cc —__—%» Buggy Interleaving

Figure 1. An atomicity violation bug from MySQL.
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Definitions Related to Bug Manifestation Study
Dimension Term Definition
Manifestation A specific execution order among a smallest set (S) of memory accesses.
Bug Condition As long as that order is enforced, no matter how, the bug is guaranteed to manifest.
Mani- # of threads involved The number of distinct threads that are included in S.
festation # of variable involved The number of distinct variables that are included in S.
# of accesses involved The number of accesses that are included in S.
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Non-deadlock concurrency bugs Riﬁz L;(J: é ’5 (,:, X l/ Y R%&Z 7_)‘% \,\

Application || Total || Env. | >2 threads | 2 threads | 1 thread _ .

MySQL 4 || 1 T 2 0 T  RPIJIALZITAN (RFPODRAL WY
Apache 13 0 0 13 0 — .

Mozilla 41 [ 1 0 40 0 N TT R “LYLY

OpenOffice 6 0 0 6 0 l\ ﬂ) 7 l\ —g- n cj:

Overall 74 2 1 71 0
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Deadlock concurrency bugs

Application || Total || Env. | >2 threads | 2 threads | 1 thread ALY RBKZEWFTE/INTINTPTWDITT
MySQL 9 0 0 5 4 _

Apache [0 0 4 0 IFIEWNE WS DT TR L

Mozilla 16 0 1 14 1 » < B.A 42
OpenOffice 2 0 0 0 2 Ba—ﬁ' b—(b\%@b\sz‘\/ F@iﬁﬁi)\&\:\
Overall 31 0 1 23 7

Table 5. The number of threads (or environments) involved in
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Definitions Related to Bug Manifestation Study
Dimension Term Definition
Manifestation A specific execution order among a smallest set (S) of memory accesses.
Bug Condition As long as that order is enforced, no matter how, the bug is guaranteed to manifest.
Mani- # of threads involved The number of distinct threads that are included in S.
festation # of variable involved The number of distinct variables that are included in S.

# of accesses involved

The number of accesses that are included in S.
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Non-deadlock concurrency bugs
Application Total >1 variables | 1 variable — " T
MySQL 14 ° . MR ETY RO I DINT D34% (BEHT
pache

NMosils [ 41 [ T5 % EHVE) FEROEEESD

OpenOffice 6 0 6 . N . s . <

Overall 74 25 49 T UWKNTEEY — L E

Deadlock concurrency bugs Eﬁﬁﬁ ) \\/ _) l/ Li Ei—@%[lﬁ H%;E?i’/ \7@

Application || Total || >2 resources | 2 resources | 1 resource _ s
MySQL 9 0 5 2 AICERZZETTWS
Apache 4 0 4 0
Mozill 16 1 14 1 .
OpenOffice || 2 0 0 2 MR 1 97% (30/311%) F%<E&H2DDY
Overall 31 1 23 7 \/ —Z 7&_%\{3

Table 6. The number of variables (resources) involved in concu

rency bugs.
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o Can | TM might help(concerns:) | Little
Application || Total Help | Long %{ollbalc)k Nature | Help
MySQL 23 7 0 14 0 2
Apache 17 7 0 3 1 6
Mozilla 57 25 8 9 5 10
OpenOffice 8 2 0 4 0 2
Overall 105 41 8 30 6 20

Table 10. Can TM help avoid concurrency bugs?
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