BRI RERE Vol.11 Nod BFHRIX V7R =TT AMNIBI DHAIMRTY — /L O BEREATIHE FI 15 R B AE IE TH O B2 D150
—EUE R W R A LA R 7 N 2 7 IS ~DQACD B F & % D Sk i —
Further Reduction of Debugging Cost in Software Testing through Progressive Use of Static Code Analysis Tools
- Experimental Evaluation of Progressive Use of QAC in Developing Embedded Software for AV Appliances -

VIR ITTAMIEIT SRR —)L DB NERIC KA FRESBIET RO ELHIER
—RERTE - BGHERRTHAAA Y TR T 7FRFEAD QAC DEXFERHERLS
% D REEEHE—
Further Reduction of Debugging Cost in Software Testing through Progressive Use of Static Code
Analysis Tools
- Experimental Evaluation of Progressive Use of QAC in Developing Embedded Software for AV
Appliances -

FEH FEFA (Masaaki TSURUTA) '« ] FlfE (Masao OHIRA) 2
FAF BEA (Akito MONDEN) *+ #AA fdt— (Kenichi MATSUMOTO)*
R B R B R R AR PR L R -2 PO LR AT A T S ol 5 S AT A
FRF W M IR LI R TR a2 AR RIS R AN R B A AR AR #d%

[Abstract]

This paper proposes a new approach to reduce the cost of bug fixes by using static code analysis (SCA) tools progressively during software
testing, The paper sets up four testing phases just after coding event in the whole software development process and the proposed approach
defines evaluation criteria for SCA to be used to generate appropriate warnings for each testing phase, and provides a useful interface between a
SCA tool and incomplete program code using a code wrapping technique. The approach enables SCA tools to be applied even at the early
phase of testing, like unit testing and preliminary integration testing, which the tools have not been able to correspond to because of incomplete
expression of code programs. The experimental results from 95 projects developing embedded software for AV appliances showed that
progressive use of QAC, one of the most well-known SCA tools, reduced the cost of bug fixes during software testing to about one-third of
conventional cost.
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main (int ac, char **av)
{
char tmps[1024]:
printf ("test %d¥n ", AAA):

False-positive Warnings to
the Incomplete Source Code,
generated by QAC through
SCA Wrapper

a.c:1 Msg(3:1303) BEAHEDEDORSIHDIUIXC++EEET
FRLGLE®REZEFLES

_l a.c:2 Msg(2:2050) "Int"EIEEFEEBES TERIAE

QAC TlEHY FEA

}

a.c:4 Msg(7:0744) "main () "IEIE"void"BHDBERERT &
SICEREINTVET A, "return"X
NHUELA

SCA Wrapper

X-3 Roegrea— R & U L SCA Wrapper #7142 = & TS BN A 1ABAEEE S O fF)

DK LR o Te RNFERIRa— Re U A T v 7L, iGh SEERSE TR L, ZDELE, BREAZKET 2,
(03) V—Rz— R EZIUTKT DIa5MES (Source Code with False-positive Warnings)

FEEIZI, ABERBIC X o THABGME & flE Sl s L | xS d 25 Y —Aa— RO TH D, AR

WX DAY —2 a— FIEIEER | OffBhEEE LT, kGt FEES3 it &N D, F 72, SCA Wrapper

DT 58 9 —oOMEE M5 T v X7 O T — 2 a— R ERESERI T4 (Source

Code with Relevant Warning) | OfENEE & LT, T & b « REABEEHYF IR LS N5,

5. 3. 2 BS5rovyxT

REAEIEITEN T YZEL D MAREM: (False-negative) & L CHIFRSILTLE D Z L 2B, ARE~D AT,
AR Y . SCA Wrapper Db 9 —DDERE 57 4 B2 ) 7)) OHI0O—> [V —RAa— NEZFUTkd
DBBHETIIRVES ] Thd, Fo, MRV —RAa— ROENA—Y 3 AT U TERS Lo —soEts,
HIEEE U AR R Y (Warning History Repository) & U CHERFEFE S CUD,

FT KR —Aa— RIOWT, BNV g bHR—V gt aEL, BT a— Rt 2 EEET
% P = — NMEA ) 21T 5, LT, b a— MEAOERTHLHIH N~V a »Oa— REIZH L
TAREAEEIZ 7N BEP LRSI TN b b T, ZOESORIOERTH LB N—V 3 v Da—
RWTRIZ6 U CIRBRDEEAVER STV, HDUNE, SCA Wrapper D, ) —DDFRE 57 (L2 )
Z1 XS THIEREN T LE > TWDHEITIE, 20 ELZ, REABIEITELSEE L LGEIN, HH0NE
ESE D, FONTRERIT, [V —RAa— RERESGERITE D% (Source Code with Relevant Warning) | &
LT, 7R b - REGEERSE IR SN D,

6. RIS Y bT—2I&k BEAEER
6. 1 =

B DHAEZETIBNT 2004 FEHD 2007 FTHNT THEME S A7z BAFFEEE « GRS A AR Y 7 b = 7B
HIu s N OSHARETIELEA L, TOEMEETHMET 555 GERATER) 217-o7-, FHlD=D kI
AT 25D (Research Question) & 3E L77,

(RQI) BEFHEIZ L > T = — Ry — V2T A M a v ACEAT 5 L. RBY—Ls@Efniech-7-
TUREAT AR EV AT AT AR TIELHBAADZ L, Y —ANEH TE R T-HET 2 ho—k
FEAT A MIBWT S, BEEEEEN 10%L FE7eD, @RROEY | (AEMEESSR 10%0L Fit, §%
W)= — R — VAN 2008 2 D E Il 5728912, Google FE23ED 2 IEAE10]TH Y | [H]
V—VEFEER (V7 b= TREOBS) (CERINSTEDO—D2OHEREEZD,)
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(RQ2) EEFEIZ L > THa— P —/L & T A b7t ZAOWIBPSC b ffFE L /o722 & T, 7
A N7 R RIBT D RESEETHEN, QAC ZHERIETEA LAl TR 35, Gii5
2RI 2 BV - MBS THAAIR Y 7 b 0 = TBIF DT A h 7 a2 AT, QAC ZhEkiE
Tl L2 A O R EAEETEOEENL, 2003 055 2004 2T CEBESNZ50 7oy =7 MM
BWT450 AHTHH-T=,)

AR I, B — Ry —L & LT QAC AV, EEDARITIE, QACIZ L Y FHIFRE/ = — R A
KU 27 209G BIEEEAI A Y 2 Z (Function-based Metrics) 19 FEH, 7 7 A JLVHAZLA VY 7 Z (File-based Metrics)
33 DR 2 FEAAWAZ L L L, SE2EITORLEEICHS L, W1 57 A MRITAZIE LTz, A
N7 Z LT 57 A MRITREROMNCE R T, FlIRE, 2TORBRBENLA Y 7 A3, —KEEET A B
VIBMORITAECEH SN508, BUAT 2 FTHHSNADIZED 5 6 6 EHDAHTH D, —T. 7 7 A VHLLA

MU 27 A, BUAT A RV AT AT A SA~ORI TAENEI T D200 C, 2O/ 2, 5, 17, 33 LB
AUNTHIIN L T Z &5,

A N7 ZADBPEEAAER SN2 EED T 4 VB ) T e 8T X Tl PERTECHEE L 7p DA
I, AT TlH7e< SCAWrapper & W TITo 7, BIRSHE GREF - SEEAYE. 7 X b - RESEERYE) 1D
IrD & ETIEL - T QAC OBMEHFPINIAA D0, TOWMATEIIER L A LEEDLT, REAEE
THOMER A, TOFEERRFEONRELEZ D ZLNTES (G RQ2 ORERIHNWD Z LN TE %),

2 ODEL (RQ) (RQ2) ZHRFET A= DITHERTEAWMA L7295 7V ry= ho o b, ABAMRER 11 71
VxZ NOMEAR2 ITRT, Wb, RAEHDOEE - MR THRAEND Y 7 N =T #8757 1
TxJ FNThY, Tur I IV TEREICETICH, TR T AYA X (V—Aa— ROITE) D)L 398
KLOC (Kilo Lines of Code) . NEAEEEE (1 KLOC &7= 0 OREEH) D128 Th-o7=,

6. 2 HEFRER

RQ1) 7 A M mt ZADOYIHIBRE TGS

W95 7Y =7 FO—UFEET A MZBWT QAC IZ L » TA R S, HRETEZ B U CHREIORS
ISR OWNRZ 4 1T, [FKE Y 5D 5 bkt 7 vt ATEK T 2 READEEIZ ORI H OO0
76%. [F U< BT rt 2 EKT A READEFEIZORN 721 0N 20% Th o7z, LT, (At
(False-positive Warnings) 1%, FEHEL L7 10%% K& < FEID 4% X 720 o7,

QAC WERD B FTRETd - 72 “UGREAT A MZBWT ., S RME F L2 2 & 2R i 2 -5
(R, FRE, R2IORLEZ 1 7ay27 Db, “REEAT A MBI 256077 — 2 AT A[RECTH -
Te7ay ey MSIZBOWT R FHEIC L > TTRER T A N CTARR S, BIRFIORINTEEONRTH S,
ZIZTh, (ARMEGERIT 101%ICEE Y . FEL U2 10%NEEER SN- 2 L1272 D, 7ok, AR Cld
SHREBEFEICDIRR T EED 5 B SIUEIETREREGIZEIT 2EEXBIARD 1.7%721) CL KD 88.2%
i AL, b L<IE, REBIR CIEET UL LWARES (Deferred bug) (ZBH9 &5 ThH -7,

RQ2) T A FFEEBRZBTDHRESEETEOB

2 OFAINZ T A T A TOREAEETSE (NH) OVEERT, #2 ORLIZ1I 7ay=2 T
12093, BEFEAFEHLIZE2 5 7a=7 F T 1.50 Thoto, SRR TEA S - M giiam
FHARATRY 7 b7 =7 2B L 20, 7T A MIBWT QAC ZhERETHEA L7-50 7Y =7 N TOYH4.50
LTS & REAEETEITBLE 300 13 L2 L1275, RERFHEC L A REABEETEORY
FF0.67 L7025, 7ok, FEEFEOFHIIZHW TR, I T EERA D EERIEEO DO ThH D, 7272
L. EBETEEZWEA LS 7ay =y MIOWTY, F77, ETELZHEHL QRS0 7ay=2 Moy
Th, EUFEAELEHT DI T —21E, ZOBENS 2 BRICBPR S Co7eny,)

K4 IR LT L 21T, IRETEICL 5T QAC Z—AEET A M LIRS DS O RH T, 52k
7at AERTAAREETIERL, FE e RGERTAREEDEEICORNRE LD Th Tz, —IKkEE
T A NCHA, EESNRD-T5E, BETAFPIIER L. KV EDEETENLEL2DDF%ETH
%o FEAGEETEOKRIEZBNL, 29 LIAHEIRL TS B2 6D, 7ok, IR TFEZEH L7- 95
Tuvzy fEWMA LR oT 50 Ta ey b, FNHOEREHARNCIV T, BIRERERICRE 2B kid o
7
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#-1QACIZ L VEHIFIREZR = — R A U 7 X LM 27 A MR TR

Preliminary | Secondary
Integration | Integration
Testing Testing

Unit System

Testing

Testing

Function-based Metrics

STFIL
STNAM
STBAK
STELF
STUNV
STLCT
STCYC
STMCC
STMIF
STSUB
STAK
STLIN
STXLN
STGTO
STKNT
STKDN
STPTH
STPDN
STPBG

Name of File

Name of Function

# of Backward Jumps

# of Dangling else-if's

# of Unused Variables

# of Local Variables Declared
Cyclomatic Complexity

Myer's Interval

Maximum Nesting of Control Structures
# of Function Calls

Akiyama's Criterion

# of Maintainable Code Lines

# of Executable Lines

# of goto's

Knot Count

Knot Density

Estimated Static Path Count

Path Density

Path-based Residual Bug Estimate

XX XX XXXXXXxXx000000
O00000O0O0OO0O0OOOOOOOOO
(@)@

000000000 OOOOOOOO
000000000 OOOOOOOOOO

File-based Metrics

STFIL
STNAM
STSCT
STECT
STDIF
STNTB
STFNC
STFCO
STTKB
STTOT
STZIP
STHAL
STSHN
STMOB
STBUG
STCOM
STCDN
STVAR
STOPT
STOPN
STEFF
STVOL
STDEV
STPRT
STTPP
STTLN
STBCS
STBMO
STBMS
STBME
STTDO
STTDS
STTDE

Name of File

Name of Function

# of Static Variables

# of External Variables

Halstead Program Dificulty

# of Header Lines for Measurement (Non-token-based)
# of Function Difinitions

Estimated Function Coupling

# of Header Lines for Measurement (Token-based)
Total # of Tokens

Estimated Program Length with Zipf 's Law (Token-based)
Halstead Program Length

Shannon Information Content

Code Mobility

Halstead Residual Bugs

# of Header Lines for Measurement (Comment-based)
Comment Density

Halstead total # of Operands

Halstead Distinct Operators

Halstead Distinct Operands

Halstead Program Effort

Halstead Program Volume

Halstead Development Time

Estimated Porting Time

Total Unpreprocessed Source Lines

Toral Preprocessed Source Lines

# of Header Lines for COCOMO

COCOMO Organic Programmer Months

COCOMO Semi-detached Programmer Months
COCOMO Embedded Programmer Months
COCOMO Organic Total Months

COCOMO Semi-detached Total Months

COCOMO Embedded Total Months

Note: O:Apply, X: NotApply,

X X XX X XX XXX XXXXXXXXXXXXXXXXXXXXxXxQOO0
X X XX XXX XXXXXXXXXXXXXXXXxXXxXxxx0O0000

XX XXXXXXXXXXXxXxxXx0000000000000000O0

000000000000 OOOOOOOOOOOOOOOOOOOOO
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F-2 PRFEAEALIZ95 7ay e FoH9 b 11 Fudxe s FORE

Bug
Ap |1Ii;a;ion Language |:,ﬂs)igzrti‘m ( #Doefr;sui;)g / :)vre[;ae%igE:i?'nrgt

(KLOC) KLOC) (Person-Day/Bug)
1 FE C 1199 0.35 0.24
2 BE C 60 4.03 0.17
3 FE C 153 0.43 2.80
4 FE, PC C 540 1.73 0.09
) FE C/C++ 307 8.11 0.08/0.03
6 BE C 87 246 0.39
7 FE C++ 922 0.11 0.63
8 FE, BE, AVC (o3 554 0.18 0.44
9 BE C/C++ 167 9.47 5.45/4.08
10 BE (e} 127 1.24 0.13
11 BE 2.87 0.07

C 260
| AwewgeoftProjcts| 39|  2s2]  oss
| AemgeoSProjes| 180
| Average of50 Project with ComeentonalUseof@AC |43 | e00] ______450]

Note:  FE: Front End of Digital Tuning, Graphic OS, Media Processing on Digital TV
BE: Back End of Signal Processing, System Control, Video Streaming on Digital TV
PC: Peripheral Control on Digital TV
AVC: Advanced Video Coding Compression/Expansion Control

Warnings leading to Bugs

False-positive to be fixed immediately

Warnings
A

Warnings leading to
Bugs in Coding
20%

Subjects: Projects to develop embedded software Subjects: Project#5 in Table 2
for AV appliances Process: Secondary Integration Testing
# of Subjects: 95 SCATool: QAC under the proposed approach

Process: Primary Integration Testing
SCATool: QAC under the proposed approach

X4 —UFEET A S TER SN ELEDOPNR X-5 ay=y Mb DO IREST A N TAERMRINZ
B DNR
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7. F&ED

AFRSCTIE, HDAMEIETIT D BRAFHEE - MYSHEaRaTHAARL Y 7 N o = TEIFIC, §fa— RighTY —
WA TEAT HICHT- 0 B E 7e o T HARHRNEA RIS 5 L 3RC, ZORBRERE L, W< 29D
H5R %18 U CARESORHRA LW OB OEORE R LT, BERIZIE, O/ CHTm s T nxkigl
L7=REN 758 22— REHTY — L D—>TdH 5 QAC DiEHIZBW T, QACIZEESINTWHa— KA R 7
A%, T AN AOPMBEE LA TEAT 20 TR, 7 A MRITAECZ O ARMEE 0, w9
Ha—RA N7 ZAORECKE T A S a v ADET o TR L T G IRETHAICE S W T Y — A o —
RIZ QAC ZEBEISEA$ 27200 7 v =T A 2 7 =—A SCA Wrapper & 3445 L3tic, BAFROE
B WEIEEH THHIRAFE LD V7 b =T OFT A N TARTRETEZ WA L, ZOFMEZFHE LT-, Z 0555,
FERTEIZEL 5T QAC OEHGEIHEZT A N7 BB ARKIZINS H Z ENFRETH YD, T A M ALK E L
TAREABETEN ZNETEY IO T5 2 & baRSz, B — MY — WIS EATET 503,
QAC IZ X > TR S TV A ARESEIETHE HIZZED 1,/ 3ICE T TE DX EDmy vEREE R 72
YV —UIBET 2L, EF DD IRY 720,

FRY 7 =T O%< X s T LAY A XATRIEBFD T LOC bl B Kb L Tnb, %E
HToVATILHEAADI L, BEF7T BB AT T, FREMEL T CERMRED L B 2 —21T> T
5, L, 7m0 m B A TR A INA RERIIRONTEY . Z20Z LT A M oA TH
REND, FHZ, AGsCTg e LTc RAEREE - WS AAR Y 7 N = 7Tl BFENTRFRE L
72 Y 2 — W SR OFEZFIC L o TR SN Y 2 — VA fEE LR (Release
Candidate) . & L C, RIESNIHERR ON— R0 7)) IZ8FY 2 —/hAA - B T ERTOR R
it (Golden Master) ~&H#ETplZDIVT, 7T—F7 7 F L7 VT XA DHERET EOREADIEEIZIL,
FEFIZZL OTHEDNE L0 D, LE 22—« T A MHED TIRRFEFIEDORIAL HHED DILTW D, BN
Pt LOC bbb, AFIZEAREARAITIIERDH 0 . HEHEECHR & ICER R EE D R ESD
VST IR AL TR0,

FSCTIEE LF) o — RERTY —Wd, AFIC LD a— R LB a—7 I~ THRE LRy 72 <
DO, ERTH D, FNTEIIT 07T ha— R ThHN, ks ni-#En£< %, #Et7 a2 RNt 5
REHAEZORMNDHEDTH S Z M, WHAFER ORI, i — MY — L OB RER &\ o 77 a—
FIE, V7 MU= TR ORER LI2bOTH Y | SERTHAIANEAEEICET 815 ) 7T OERET
bbb, Fo. AGRSCTHUVYZ QAC 1, PIHOFRY 2 — FighTYy— L & LTRBER L TWD HDD—D>Th
D, BRI, BARZEIBIT S Y 7 = 7BV AL VBTV, QAC T, C/CH TRk Sz —
A a— ROMENTIER & 72 508, ENICEBIT DRLINAT Y 7 b o = T BIFE DK 60%ZHB\C C 77T a0, £
21%IZBNT CH/ICHT 1 7T DSV SR TOB[15]. /AN & X0z, 95 o7 ey =2 MO s, &
HAEETEOHNRIC—E OIS LTS D b, IRETEOFAMECEANITE L . BARDMAGAI
7 b= THFICRE LS EHRT H LD TH S,

PERTIEL QAC xR E LT=bDOTHDHM, HHZHND A b 7 AZEREICHERd ) LWo 77 e—
FIZITE IR H D . QAC LIS DEMY =1 — RN —/L, BRI, ZHDA R 7 AT EATS TA Y 2
AR —/V ) \ZHEH, SIS TE %, 37205, T —/BIZRR2D1FA N 7 A THY | [T 7 m—
FZDOHLOILY—UELF LR, Lt QAC 2MENTIZHWD A R U 7 AL, -l TRLTZK D IZZIBIZ 7=
0. ZOZ LMD — L THHWGI TS, FH A R 7 AW TE, A CORRE 2D F Fiin
AT LB TED, Ty —LdMBIZEFRET DA B U 7 A ZOWCIE, ZOmARZ BSRE 5 Z &1z
72BN, TOBFRIRBWTH, Ao 557 281 OR LTl EUENSE L e b, ARG CORETIERZ O
FEROFERIL, TORHMHEMNS, TS ZL DY 7 vy = TBREICL > TAHTH S,

BRI, 70V T ASE Rl T 5 —2Aa— ROEREEE) ~OIREMELIRV, T —LCH
WHND A R 7 ADOEFRANL, TORENT BT T ASREIEIE L7V, Hilz0E, #1 TrL7Z [STUNV:
Number of Unused Variables| 1%, 2% (Variable) Z W57 xB7 1 /'S ASETHIUTFOEEE
2D ENARETH D, TETIHEIIBWT, EDOA NI 7 A& EDOT A MNEITRCHEAT20M0NE, KA N
ADFEETIIR L ERIZE > TEE D, STUNV ZHTRET A MRITHRRL, 70l ASRECELLT, 7
W25z, STy — 2B BRI T L 72D, FERTIEIL. QAC OB A fRIR T 5 T2 IR S
T2bDTHDHH, QAC RZF DTG T D CICHT 11 7T ADOIMTEARIGENIRE S5 HOTIH AR, Ak
SLOFRGEFERE DFFEFEIROFERIX, 70 7T DEFEA~DIRIFEMENE W) 5B H A< EL DY 7 by =
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TRREICE > THERTH 5,

AGHLTIL, B — R — %27 A S 7 ' RO CERSSETT 2 SV ). ZhE Tlaay gl
77 7 a—FZ LD R — VOB Rk Uiz, [R7 7 0—F132 < O o — RRITY — L ~0liR
. IGHFTRETH Y . 7'/ T ASRE~DIRFEDIR Y, 511, TOH R 58RICmT, #i=— R —
IHVERET DA 2 DG L LU K> TRREND, 72, BRSNARWAEA L OGRE, REABETHD
ST T AR R ZE 7 E OBLE D S KV EEHICIA ST 5 & & BT, QAC LSO #E)=1— Rfif
WY — I ~OH SISO EEECFHE, 7 v = 7 BGOSR Y 7 b = 7 O E E N5,
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